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Decision/action requested

It is proposed to approve this pCR to TR 33.857.
2
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3
Rationale

This solution addresses Key Issue #3 "Security impacts from supporting IMS voice and IMS services in SNPNs". The solution enables SNPN UEs to mutually authenticate with the IMS Core using credentials generated with AKMA.

4
Detailed proposal
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Mapping of Solutions to Key Issues
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6.A
Solution #A: Authentication to IMS Core using credentials generated with AKMA
6.A.1
Introduction

This solution addresses Key Issue #3 "Security impacts from supporting IMS voice and IMS services in SNPNs". The solution enables SNPN UEs to mutually authenticate with the IMS Core using credentials generated with AKMA.

This solution does not have any requirements on the credentials used for authenticating with the IMS Core. However, the main use case for this solution is authentication of UEs without USIM and AKA-credentials, as for UEs with USIM and AKA-credentials other solutions are available. 
6.A.2
Solution details

6.A.2.1
Solution Principles

Figure 6.A.2.1-1 shows the reference architecture for mutual authentication between UE and IMS Core used in this solution. 
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Figure 6.A.2.1-1: Authentication to IMS Core via Stand-alone Non-Public Network using AKMA

The reference architecture used in this solution requires the support of AKMA procedures in the SNPN 5GC as defined in 3GPP TS 33.535 [xx]. This includes the deployment of an AKMA Anchor Function (AAnF) and corresponding support in AUSF at the SNPN 5GC. This solution proposes that the HSS-IMS in the IMS Core system behaves as an AF of the AKMA architecture and communicates with the AAnF at the SNPN 5GC via the Nxx reference point. Depending on the trust between the SNPN 5GC and the IMS Core system, the HSS-IMS may use NEF to interact with the AAnF at the SNPN 5GC if the HSS-IMS is considered as an external AF. 

 NOTE: 
Reference point names for AKMA are still to be specified. Nxx between AF and AAnF and Nyy between AUSF and AAnF are used here in an interim way. 

This solution proposes that SNPN UEs authenticate to the IMS Core system with SIP-digest using passwords generated based on the Kaf that is generated during execution of the AKMA procedures with the SNPN 5GC. 

6.A.2.2
Procedures

Figure 6.A.2.2-1 depicts how SIP digest authentication between SNPN UEs and the IMS Core system can use passwords based on the Kaf that are generated during the execution of AKMA procedures between the UE and the SNPN 5GC: 
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 Figure 6.A.2.2-1: SIP Digest using passwords generated based on AKMA Kaf
1.
The UE mutually authenticates with and registers in the 5GC of the SNPN. As part of the UE authentication with the 5GC of the SNPN, the UE and the AUSF store a KAUSF. Additionally, the UE and the AUSF generate AKMA Key material (i.e. KAKMA and A-KID) and the AUSF sends this material to the AAnF as specified in the AKMA TS 33.535 [xx]. 

2.
The UE establishes a PDU session for the DNN IMS and initiates IMS Registration. The IMPI/IMPU used by the UE to register in IMS are based on the UE's SUPI that it used to register in the 5GC.

 NOTE:  Construction of the IMPI/IMPU based on the UE's SUPI is out of scope of the present document.

In this solution, the SIP Registration corresponds to the Application Session Establishment request over the Ua* reference point in the AKMA architecture. One key difference is that in this case, there is no need for the UE to include A-KID in the request as the UE is already sufficiently identified with the IMPI/IMPU. It requires a minor change to the AKMA specifications, as currently only using the A-KID is supported. However, this change is rather minor compared to changing the SIP specifications to include the A-KID in the SIP REGISTRATION message. 
3.
Upon receiving the SIP REGISTER, the S‑CSCF decides to use a SIP Digest Authentication Vector (SD-AV) for authenticating the user. The S‑CSCF sends a request for SD-AV(s) to the HSS-IMS. 
4.
Upon receipt of a request from the S‑CSCF, this solution proposes that the HSS-IMS generates an SD-AV based on the Kaf retrieved from the AKMA infrastructure of the 5GC of the SNPN. For that, the HSS-IMS behaves as an AF in the AKMA architecture and sends a request to the AAnF to retrieve a Kaf. This request is realized using the Naanf_AKMA_ApplicationKey_Get service operation defined in TS 33.535 [xx] except that the SUPI is used to refer to the UE instead of the A-KID (the SUPI is generated from the IMPI). 
5.
The AAnF generates a Kaf for the HSS-IMS using baseline AKMA procedures. 

6.
The AAnF provides the Kaf to the HSS-IMS using baseline AKMA procedures. 

7.
The HSS-IMS generates a SIP Digest password using the received Kaf. It then uses the password in the generation of the SD-AV as specified in TS 33.203 [yy]. 

8-9.The HSS-IMS provides the SD-AV to the S-CSCF which executes SIP-Digest authentication with the UE and completes the IMS registration as currently specified. 
It is worth to mention that as per TS 33.203 [yy], SIP Digest shall not be used with 3GPP access networks. Such restriction can be applicable to the execution of SIP Digest with static passwords provisioned at the UE and HSS. However, the password used to generate the SD-AV according to the proposal in this solution is based on the KAUSF (via KAKMA and Kaf) and the KAUSF is refreshed at each primary authentication between UE and the 5GC of the SNPN. Hence, the SIP Digest mechanism proposed in this solution provides enhanced security compared to the traditional SIP Digest methods using static passwords stored in HSS.

It is proposed therefore that the restriction for the usage of SIP Digest as defined in TS 33.203 [yy] does not apply to the procedure defined in this solution. 
This solution uses the KAKMA as a base for the generation of the password for SIP digest authentication. As an alternative, the password could also be derived directly from the KAUSF. Compared to direct-KAUSF-based solutions, this solution makes better reuse of the existing baseline procedures and interfaces. It is only required to update the Naanf_AKMA_ApplicationKey_Get service operation to use the SUPI as reference for the UE instead of the A-KID. On the other hand, this solution implies an additional integration point between the HSS at the IMS of the PLMN and the AAnF at the 5GC of the SNPN.
6.A.3
System impact

Authentication of SNPN UEs in the IMS Core system with SIP-digest using passwords generated based on the Kaf generated during the execution of AKMA procedures with the SNPN 5GC has the following impacts. 

UE:

-
Support AKMA procedures as defined in TS 33.535 [xx]

-
Generate SIP digest passwords based on Kaf.

HSS-IMS:

-
Behave as an AF in AKMA architecture as defined TS 33.535 [xx].

-
Generate SIP digest passwords based on Kaf.

SNPN 5GC:

-
Support AKMA functionality and procedures corresponding to AAnF and AUSF as defined TS 33.535 [xx].

AAnF:
-
Support Naanf_AKMA_ApplicationKey_Get operation with SUPI as input parameter instead of A-KID.
6.A.4
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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