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1
Decision/action requested

This contribution proposes requirements to TR 33.866 on key issue 5.2.1 Cyber-attacks Detection supported by NWDAF. SA3 is kindly requested to approve this contribution.
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References

 [1]
3GPP TR 33.866 v0.1.0 Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2
3
Rationale

The key issue 5.2.1 Cyber-attacks Detection supported by NWDAF of 3GPP TR 33.866 was approved at SA#100bis-e. This key issue will study what kind of cyber-attacks can be detected by NWDAF. In order to mitigate the identified cyber attacks, the data/parameters collected by NWDAF need to be studied. Thus, the potential security requirements should be identified.
4
Detailed proposal
*************** Start of change ****************

5.2
Key issues related to detection of cyber-attacks and anomaly events by analytics function
Editor’s Note: This clause is for key issues on detection of cyber-attacks and anomaly events supported by NWDAF and its related functions, specifically to define parameters provided by UE to help detect attacks and abnormal behaviours, according to the second objective of the SID.

5.2.1
Key Issue #2.1: Cyber-attacks Detection supported by NWDAF
5.2.1.1
Key issue details 
NWDAF has been defined to offer automatic network analytics and alarming, with possible capabilities of artificial intelligence and machine learning to help proactively manage the 5G network. TR 23.700-91[2] has identified the use case of NWDAF detecting cyber-attacks by monitoring events and data packets in the UE and the network, with support of machine-learning algorithms. To achieve cyber-attacks detection, the NWDAF can collaborate with UE and any other NFs to collect related data as inputs, afterwards providing alerts of anomaly events as outputs to OAM and other NFs which have subscribed to them so that they could take proper actions.
This key issue describes what kind of cyber-attacks can be detected by NWDAF. In order to mitigate the identified cyber attacks, the data/parameters collected by NWDAF need to be studied.
The specific cyber attacks include but are not limited to the following examples:
(1) MitM attacks on the radio interface: MitM attacks or fraudent relay nodes may modify or change messages between the UE and the RAN, resulting in failures of higher layer protocols such as NAS or the primary authentication. The NWDAF may detect MitM attacks.
(2) DoS attacks: 5G has high performance requirements for system capacity and data rate, improved capacity and higher data rate may lead to much higher processing capability cost for network entities, which may make some network entities (e.g. RAN, Core Network Entities) to suffer from DDoS attack. The NWDAF may also enable the detection of DDoS attacks.
5.2.1.2
Security threats
Cyber attacks or anomaly events may not be detected by the 5G network, thus further attacks could be conducted.
5.2.1.3
Potential security requirements
The data collected and from which source the data is collected by NWDAF to support cyber-attacks detection shall be defined in the 5G system. 
The related output analytics provided by NWDAF shall be defined to support cyber-attacks detection in the 5G system.

Note: the output analytic and corresponding actions NWDAF will be defined in coordination with SA2.
*************** End of the change ****************

