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1
Decision/action requested

To provide further evaluation for solution #2.4 of 3GPP TR 33.846.
2
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3
Rationale

This contribution proposes further evaluation for solution #2.4 of 3GPP TR 33.846 [1]. 
An editor’s note remains in the evaluation clause to check whether the solution impacts the SEAF/AMF. It appears that the solution modifies the SEAF/AMF behaviour. Consequently, a sentence is proposed to indicate that the solution impacts the SEAF/AMF and the corresponding editor’s note is removed. 

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.846 [1].

   *** START of CHANGE ***

6.2.4.3
Evaluation

Active attack

The solution protects against linkability attacks based on recognizing MAC / synchronization failures on the radio interface, and protects the procedure for resynchronization thanks to the addition of new parameter RAND_Sync. 

Modification of failure message
The solution proposed that both MAC failure message and Sync failure has same format, only one of them includes the MAC. The attacker could modify any of them to make the MAC verification failed. 

-   If the failure message is MAC failure message, it contains a random number instead of the MAC-S in AUTS. Supposing the attacker tamper the content, then after the network verify the MAC-S, it will fail, then the network take this failure message as the the MAC failure. 

-   If the failure message is Sync failure message, it contains a MAC-S in AUTS. Supposing the attacker tampers the MAC-S, then after the network verify the MAC-S, it will fail, then the network takes this failure message as the MAC failure, which is incorrect.

This could lead to attack in which all the failure message will be taken as the MAC failure, and the original MAC failure is tampered while the network is not aware, then upon receipt of an authentication failure message, the AMF/SEAF may initiate new authentication towards the UE.

But, this attack is not new, it already exists in AKA. 

Unified failure message

The solution proposes a unified format for MAC failure and synchronisation failure since the key issue on "resilience against identifier linkability" (key issue in clause 5.2) results from the fact that an attacker could distinguish the MAC failure and the synchronization failure sent by the UE. The solution does not propose to have a unified authentication response to cover scenarios where 1- the verification of the AUTN successful, or 2- there is MAC failure, or 3- there is synchronization failure since the integration of the RES in the unified format would have implied substantial changes to the AMF.

Authentication for resynchronization
The changes to the authentication procedure with addition of RAND_SQN improves the security since the presence of RAND_SQN, generated by the USIM, ensures that the RAND_Sync value (RAND_Sync = RAND_SQN || RAND_SVR) used for the authentication for resynchronization is not a RAND value corresponding to previous successful authentications. Additionally, thanks to the use of the AMF field sent by the home network to indicate a resynchronization in the authentication request of step 8, the USIM knows that the resynchronization is requested by the home network. 
The solution impacts the SEAF/AMF. 

*** END of CHANGE ***
