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1
Decision/action requested

This contribution proposes to add a new solution on exposure for key issue #8.
2
References

[1]
3GPP TS 33.839
Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC
[2]
3GPP TR 23.748: "Study on enhancement of support for Edge Computing in the 5G Core network (5GC)".
3
Rationale

This contribution proposes to add a new solution on exposure for key issue #8 by reusing the existing authentication and authorization mechanism of CAPIF.
4
Detailed proposal

It is suggested to approve the following change.
*************** Start of the 1st change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.558: "Architecture for enabling Edge Applications."

[3]
3GPP TR 23.748: "Study on enhancement of support for Edge Computing in the 5G Core network (5GC)".
[4]
3GPP TR 23.758: "Study on application architecture for enabling Edge Applications".
[5]
3GPP TS 23.502: "Procedure for the 5G System; Stage 2".

[6]
3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
[7]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
[8]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[9]
3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".

[10]
3GPP TS 33.501: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".

[11]
3GPP TS 33.187: "Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".
[12]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[13]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[xx]
3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs".

[yy]
3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs".

*************** End of the 1st change ****************

*************** Start of the 2nd change ****************

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	Solutions
	Key Issues

	
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	Solution #1: DNS request protection
	
	
	
	
	
	
	
	
	x
	

	Solution #2: Authentication between EEC and ECS based on primary authentication
	
	x
	
	
	
	
	
	
	
	

	Solution #3: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	
	
	
	
	
	
	

	Solution #4: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	x
	
	x
	
	
	
	

	Solution #5: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #6: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #7: Authentication and Authorization with the Edge Data Network
	x
	x
	
	
	
	x
	
	
	
	

	Solution #8: Authentication between EEC and EES
	x
	
	
	
	
	
	
	
	
	

	Solution #9: Authentication and authorization between EEC and ECS based on AKMA
	
	x
	
	
	
	
	
	
	
	

	Solution #10: Authentication and Authorization between the Edge Enabler Client and the Edge Configuration Server
	
	x
	
	
	
	
	
	
	
	

	Solution #11: Authentication between EEC and ECS
	
	x
	
	
	
	
	
	
	
	

	Solution #12: Onboarding and authentication/authorization framework for Edge Enabler Server and Edge Configuration Server
	
	
	x
	
	
	
	
	
	
	

	Solution #13: Transport security for EDGE-1-9 interfaces
	
	
	
	
	
	x
	
	
	
	

	Solution #14: Protection of Network Information Provisioning to Local AF directly
	
	
	
	
	
	
	x
	
	
	

	Solution #15: Service capability re-exposure
	
	
	
	
	
	
	
	x
	
	

	Solution #X: Authentication and authorization in EES capability exposure based on CAPIF
	
	
	
	
	
	
	
	x
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	#X: <Solution name>
	X
	
	
	
	
	
	
	
	
	


Editor’s Note: This clause provides the mapping of Solutions to Key Issues.
*************** End of the 2nd change ****************

*************** Start of the 3rd change ****************

6.X
Solution #X: Authentication and authorization in EES capability exposure based on CAPIF

6.X.1
Introduction

This solution addresses the security requirement for authentication and authorization in EES capability exposure in the key issue #8. 

6.X.2
Solution details

As defined in the TS 23.558 [2] clause 8.7.3, it says that

“The Edge Enabler Server may re-expose the network capabilities of the 3GPP core network to the Edge Application Server(s) as per the CAPIF architecture specified in 3GPP TS 23.222 [6].
Depending on the deployment models (centralized or distributed) employed, 

-
the Edge Enabler Server assumes the role of the API exposing function (may also acts as the API topology hiding entry) as described in 3GPP TS 23.222 [6]; and

-
the Edge Application Server assumes the role of an API invoker.”

Therefore, CAPIF functional security model defined in the TS 33.122 [xx] can be reused here for the authentication and authorization.
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Figure 6.X.2-1: CAPIF functional security model
For the edge computing scenario, the EES can be regarded the API exposing function in API provider domain1 or API provider domain 2, which depends on the EES deployment. And EAS can be regarded as the API invoker.

Therefore, authentication and authorization mechanism defined in the TS 33.122 clause 6.5 could be reused here to meet the authentication and authorization requirement between EES and EAS. In general, the authentication could be realized based on the TLS-PSK, TLS-PKI, or TLS with OAuth token.

For the TLS-PSK, and TLS-PKI, the CAPIF core function as an NF managed by the operator could forward the pre-shared key or the security information related with TLS-PKI to the EAS. Then EAS could authenticate with the EES. Then, the following authorization procedure is referring to the TS 23.222 [yy] clause 8.17.

For the TLS with OAuth token, the authentication could be based on the TLS, and the authorization could be based on the Oauth mechanism.

6.X.3
Solution Evaluation

TBD

*************** End of the 3rd change ****************
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