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1
Decision/action requested

This contribution proposes a new solution on UE-to-UE Relay or UE-to-Network Relay selection.
2
References

[1]
3GPP TS 33.839 
Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC
3
Rationale

This contribution proposes a new solution new solution on UE-to-UE Relay or UE-to-Network Relay selection.
4
Detailed proposal

It is proposed to approve the following changes.
*************** Start of the changes ****************

6.X
Solution #X: Security procedures for UE-to-UE Relay or UE-to-Network Relay selection
6.X.1
Introduction 

This solution addressed the key issue #X on UE-to-UE Relay or UE-to-Network Relay selection from the security point of view. This solution proposes that the remote UE could use the security related information broadcasted by the UE-to-UE Relay or UE-to Network Relay to make the decision on the selection.

6.X.2
Solution details

It is assumed that the UP security policy defined for the PC5 interface in the TS 33.536 [8] will be reused here. And after serving for a number of remote UEs, the Relay’s computation capability on the confidentiality and integrity protection will be reduced, and may not be able to provide a normal protection for the following remote UEs.
The steps used for UE-to-UE Relay selection are as follows.

Step 1. The UE-to-UE Relay broadcasts its security information based on its current computation capability on the confidentiality and integrity protection, which will be used by the remote UE to make the decision on the selection. The security information indicates whether the confidentiality capability is supported or not, whether the integrity protection capability is supported or not.

Step 2. After receiving the security information(s), the remote UE first has to determine the security policy of the service, which was provisioned with the same mechanism as defined in TS 33.536 [8], and check whether the security policy is align with the confidentiality and the integrity protection capability, i.e. the protection capability supports the requirement of the security policy.  

Step 3. If the above checking passed, the remote UE will send the communication request to the UE-to-UE relay. The following steps are referred to the normal communication procedures via the UE-to-UE relay.

The UE-to-Network relay selection is similar with the above.

6.X.3
Evaluation 

TBD
*************** End of the changes ****************

