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1
Decision/action requested

It is proposed to address the EN in Solution#2 in TR 33.839.
2
References

 [1]
3GPP TS 33.839, Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC. 
3
Rationale

This pCR proposes to address one EN on the impact of key hierarchy and add the evaluation in Solution#2. 
In the SA6 spec TS 23.558, EEC ID and other IDs (EES ID, EAS ID, etc.) are not mandatory, but in some procedures defined in SA6, the EEC ID are mandatory to be carried. For example, Service provisioning request (Clause 8.3.3.1), Edge Enabler Client registration request (Clause 8.4.2.3.1), EAS discovery subscription request(Clause 8.5.3.3) . Without supporting EEC ID, those procedures don’t work. 

TS 23.558 excerptions: 
-----------------------------------------------Example #1-----------------------------------------------------------------------

8.3.3.1
Service provisioning request

Table 8.3.3.1-1 describes the information elements for service provisioning request from the Edge Enabler Client to the Edge Configuration Server. 

Table 8.3.3.1-1: Service provisioning request

	Information element
	Status
	Description

	EEC ID
	M
	Unique identifier of the EEC.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the edge computing service.

	Application Client Profile(s)
	M
	Information about services the EEC wants to connect to, as described in Table 8.2.2-1.

	UE Identifier
	O 
	The identifier of the UE (i.e. GPSI or identity token)

	Connectivity information
	O
	List of connectivity information for the UE, e.g. PLMN ID, SSID.

	UE location 
	O
	The location information of the UE. The UE location is described as clause 7.3.2. 


----------------------------------------------------- Example #2------------------------------------------------------------------------- 

8.4.2.3
Information flows

8.4.2.3.1
Edge Enabler Client registration request

Table 8.4.2.3.1-1 describes information elements in the Edge Enabler Client registration request from the Edge Enabler Client to the Edge Enabler Server. 

Table 8.4.2.3.1-1: Edge Enabler Client registration request

	Information element
	Status
	Description

	EEC ID
	M
	Unique identifier of the EEC.

	UE Identifier
	O
	The identifier of the hosting UE (i.e. GPSI or identity token)

	Security credentials
	M
	Security credentials resulting from a successful authorization for the edge computing service.

	Application Client Profile(s)
	O
	Profiles of Application Clients for which the EEC provides edge enabling services. Application Client Profiles are further described in Table 8.2.2-1. 

	Proposed expiration time
	O
	Proposed expiration time for the registration.

	Edge Enabler Client context ID
	O
	Identifier of the EEC context obtained from a previous registration. 

	Source EES ID
	O
	Identifier of the EES that provided Edge Enabler Client context ID.


------------------------------------------------------------- Example #3-----------------------------------------------------------------
8.5.3.3
EAS discovery subscription request

Table 8.5.3.3-1 describes the information elements for EAS discovery subscription request from the Edge Enabler Client to the Edge Enabler Server. 

Table 8.5.3.3-1: EAS discovery subscription request

	Information element
	Status
	Description

	EEC ID
	M
	Unique identifier of the EEC.

	UE Identifier
	O 
	The identifier of the UE (i.e. GPSI or identity token)

	Security credentials
	M
	Security credentials resulting from a successful authorization for the edge computing service.

	EAS discovery filters
	O
	Set of characteristics to determine required Edge Application Servers, as detailed in Table 8.5.3.1-2. 

	EAS discovery notification triggers
	M
	EEC provided notification triggers for EAS discovery notification, as described in Table 8.5.3.3-2.

	Proposed expiration time
	O
	Proposed expiration time for the subscription


According to the above argument, in SA6, EEC ID is mandatory to be supported to complete the necessary procedures. Therefore, it is proposed to delete this EN: 

Editor’s Note: This derivation is dependent on SA6’s decision on making EEC ID mandatory or not
4
Detailed proposal

****START OF CHANGES ***

6.2
Solution #2: Authentication between EEC and ECS based on primary authentication
6.2.1
Introduction

A new key issue is proposed that Edge Computing system needs to support the 3GPP credential based authentication. This solution proposes the authentication between EEC (Edge Enabler Client) and ECS (Edge Configuration Server). To be more specific, it is proposed to use the Kausf derived from the primary authentication as the trust root to perform the authentication between EEC and ECS.
It is assumed in this solution that ECS is located outside of the MNO’s network. 
6.2.2
Solution details

6.2.2.1
Procedure
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Figure-6.2.2.1-1. Authentication between the EEC and ECS based on primary authentication

The authentication procedure details are as following: 

Step 0: UE performs primary authentication with the network. Then KAUSF is shared between UE and AUSF in Home network. UE performs PDU session establishment procedure as defined in TS 23.502. 
Step 1: UE generates a credential Kedge and Kedge  ID using KAUSF and SUPI, and stored securely. The method to derive generate Kedge and Kedge  ID is in 6.2.2.2.
Step 2: AUSF generates a credential Kedge and Kedge  ID using KAUSF and SUPI, and stored securely.

Step 3: UE computes MACEEC using the Kedge and EEC ID (defined in TS 23.558 [2]). The method to generate MACEEC is in 6.2.2.3.
Step 4: UE sends Application Registration request (EEC ID, MACEEC, Kedge  ID) to ECS. Whether this message is send using NAS or user plane is based on SA2’s decision. 

Step 5: ECS sends Authentication verification (EEC ID, MACEEC, Kedge  ID) to NEF for verification. 

Step 6: NEF discovers the AUSF based on Kedge ID, and sends Authentication verification (EEC ID, MACEEC, Kedge  ID) to AUSF for MACEEC verification. 
Editor’s Note: How to discover the AUSF is FFS.
Step 7: AUSF retrieves Kedge  using Kedge  ID, and verify MACEEC using the (Kedge and EEC ID).

Step 8: If verification in AUSF succeed, then AUSF sends Authentication verification response(success) back to NEF, otherwise, AUSF sends Authentication verification response(fail) to NEF. 

Step 9: NEF sends Authentication verification response(success/fail) from AUSF to ECS. 

Step 10: Based on the verification results, ECS decides whether to accept or reject the authentication request, and sends Authentication Request accept/rejection to EEC in the UE.
Editor’s Note: it is FFS what is the impact on the existing key hierarchy. 

Editor’s Note: How the AUSF can be aware of each specific Kedge per UE is FFS
6.2.2.2
Derivation of Kedge and Kedge ID

Kedge is generated using KDF defined in Annex B.2.0 of TS 33.220 [8]. When deriving a Kedge from KAUSF, the following parameters should be used to form the input S to the KDF:

-
FC = xxxx (to be allocated by 3GPP)

-
P0 = <SUPI>,

-
L0 = length of <SUPI>.

The input key KEY should be KAUSF. 

Kedge ID is generated by AUSF and UE, and uniquely identify only one Kedge.
Editor’s note: How to generate the Kedge ID in AUSF and UE is FFS.
6.2.2.3
Generation of MACEEC
When deriving MACEEC in the UE and AUSF, the following parameters should be used to form the input S to the SHA-256 hashing algorithm:

-
P0 = Kedge,

-
P1 = EEC ID,

The input S should be equal to the concatenation P0||P1 of the P0 and P1.

The MACEEC is identified with the 32 least significant bits of the output of the SHA-256 function. 

6.2.3
Solution Evaluation

TBD.
***END OF CHANGES***

