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1	Decision/action requested
It is proposed to approve the Solution for paging indications in MUSIM TR 33XXX.
2	References
[1]	3GPP TR 23.761: " Study on system enablers for devices having multiple Universal Subscriber Identity Modules (USIM)"
3	Rationale
pCR Proposes a new solution for Security for Paging Notifications.
4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***

[bookmark: _Toc513475452][bookmark: _Toc47518367][bookmark: _Toc54000654]6.Y	Solution #Y: Security for Paging Notifications 
[bookmark: _Toc513475453][bookmark: _Toc47518368]6.Y.1	Introduction
This Solution relates the KI#XX and proposes a solution to send PUSH notification for Paging and delivered to UE via the Internet. The Solution applies to both 5GS and EPS. 
[bookmark: _Toc513475454][bookmark: _Toc47518369]6.Y.2	Solution details



Figure 6.Y.2-1: Push Notification through Paging Server: UE-A in Idle; UE-B in Connected
The procedure below is based on Solution 6.7 in SA2 TR 23.761[YY]. The Push Notification content is equivalent to the content of the Uu Paging message. Paging notification includes an indication of the service type that triggered the paging and an identifier (e.g., 5G-GUTI or Paging Server-specific identity as in step 2) non-ambiguously points to the USIM in the Multi-USIM device for which the Paging is intended.
1.	Upon registration to the network associated with USIM A, the UE indicates to the network (AMF-A) that it wants to register for paging events, e.g., because it is unable to monitor the paging channel during an active communication via the network associated with USIM B or would like to avoid creating reception gaps. If the network (AMF-A) acknowledges the UE request, it indicates to the UE the address (e.g., IP address or FQDN) of a 5GC network function, referred to as Paging Server A, that has a service-based interface in 5GC and is also accessible via the Internet. The AMF-A also provides a credential and an identity for the UE, enabling the UE to register for paging events at Paging Server A via the Internet. Similarly, upon connecting to the network associated with USIM B, the UE obtains the address of a Paging Server B and registers for paging events at Paging Server B via Internet access provided by the network associated with USIM A. Figure 6.Y.2-1 shows an example of Paging events through Paging server A when UE-A is in IDLE, and UE-B is in the connected state. 
2.	The UE next registers with Paging Server A (e.g., using an HTTPS connection using credentials received in step 1) via Internet access provided by the network associated with USIM B. UE forms the secure connection using an HTTPS connection. 
NOTE: The Push Notification in the UE is expected to be handled in an IP application client that can communicate with the 3GPP layers in the UE (cf. similar to the IMS client). The details of the IP application client handling the Push Notifications is implementation-dependent and is outside the scope of this study. The registration for paging events is expected to be performed by the same IP application client.
3.  When AMF-A pages the UE-A, AMF triggers sending of push notification via the Internet using paging server A. The push notification is delivered to the UE-2 as a user plane data. If the multi-USIM device responds to the Paging in Network A, UE-2(application client on UE-2) sends back a Push Notification ACK to PSA visa the Internet. Paging server delivers Push notification ACK to AMF-A.
4.	The AMF-A, upon receiving the Push Notification ACK,  pages the UE-A, which then responds to the Paging.
[bookmark: _Toc47518370]6.Y.3	System impact
[bookmark: _Toc513475455][bookmark: _Toc47518371]UE:
-	Application Client to receive paging notification from Paging Server
-   Established and maintains a secure connection with the paging server 
AMF:
-	Interaction with Paging Server to push paging notification
-    Push paging server IP and credentials to UE 
Paging Server:
-	new functionality in 5GC that maintains a secure connection with the UE via the Internet and that is used for sending Paging Notifications
6.Y.4	Evaluation
Editor's Note: Each Solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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