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1	Decision/action requested
It is proposed to approve the Key Issue for privacy while roaming for MUSIMs in MUSIM TR 33XXX.
2	References
[1]	3GPP TR 23.761: " Study on system enablers for devices having multiple Universal Subscriber Identity Modules (USIM)"
3	Rationale
pCR Proposes a new key issue related to the security issues for one serving network for MUSIMs .
4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***

[bookmark: _Toc54000654]5.X	Key issue #X: Privacy while roaming
[bookmark: _Toc54000655]5.X.1	Key issue details 
[bookmark: _Hlk48802220][bookmark: _Hlk48802239]MUSIM feature enables a scenario where UE with more than one USIMs registers with the same PLMN. i.e., if both the USIMs of the UE camp on the same PLMN. In a roaming scenario, the two USIMS in a device may be served by the same serving network but with two different home networks, e.g., USIM1 for business use and USIM2 for private use. UE-1 registers to the network using USIM1 and receives GUTI1.  When UE-2 in the same device starts registration with the same serving network, the UE indicates the GUTI1 identifier allocated to UE-1. 
Solutions to this key issue should study security requirements for this scenario and potential solutions. E.g., In the above scenario, based on the provided GUTI-1, the AMF in the serving network retrieves the UE-1 context and links it together with the UE-2 context. In the case of MT call for, say, UE-1, the AMF determines that UE-1 is in Idle state, while the linked context of UE-2 is in the connected state; instead of paging UE-1, the AMF sends a NAS Notification message to UE-2 containing information for UE1. If UE is roaming on both USIMs, linking the two UE contexts together in the AMF doesn't pose any security issues. However, if UE is roaming only on USIM-1 but is connected to its home network on USIM-2, there is a possible privacy issue. For instance, consider when the user with a default subscription on USIM-1 is on a tourist trip in a foreign country and uses a pre-paid card (USIM-2) for affordable access to the Internet. By linking the two UE contexts together, the AMF in the foreign country will have no issues to associate the user identity of USIM-1 with the pre-paid card (USIM-2).

[bookmark: _Toc54000656]5.X.2	Threats
The serving network may be able to identify and link the user identity of one USIM with another USIM device. The serving network collects and analyses the network's usage and track device with exposed UE identity. 
[bookmark: _Toc54000657]5.X.3	Potential security requirements 
The 3GPP system shall provide means for mitigating linkability and trackability attacks on UE identities during communications with the same serving network while connecting to two different home networks.
The 3GPP system shall enable the serving network to preserve the privacy of UE. 
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