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*** 1st CHANGE***

4.2.2
AF

The AF is defined in TS 23.501 [3] with additional functions:

-
AF with the AKMA service enabling requests for AKMA Application Key, called KAF, from the AAnF using A-KID.
-
AF is authenticated and authorized by the operator network before providing the KAF to the AF. 
-
AF performs the AAnF selection when the AF is located inside the operator's network.
*** NEXT CHANGE***

6.2
Deriving AKMA Application Key for a specific AF

Figure 6.2-1 shows the procedure used by the AF to request application function specific AKMA keys from the AAnF, when the AF is located inside the operator's network.


[image: image1.emf]Pre-requisite

AUSF AAnF AF UE

Primary authentication and establishment of K

AKMA

1. Application Session Establishment Request (A-KID)

2. 

Naanf_AKMA_ApplicationKey_Get 

Request

(A-KID, AF_ID)

3. Derive AF key 

from K

AKMA


Figure 6.2-1: KAF generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF needs to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF or indicated by the AKMA AF to the UE (see clause 6.5). 

1.
The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. When the UE initiates communication with the AKMA AF, it shall include the derived A-KID (see clause 6.1) in the Application Session Establishment request message. 

2.
If the AF does not have an active context associated with the A-KID, then the AF discovers and selects an AAnF based on local configuration or via NRF, and sends a Naanf_AKMA_ApplicationKey_Get request to the AAnF with the A-KID to request the KAF for the UE. The AF also includes its identity (AF ID) in the request.

AF ID consists of the FQDN of the AF and the Ua* security protocol identifier. The latter parameter identifies the security protocol that the AF will use with the UE.

The AAnF shall check whether the AAnF can provide the service to the AF based on the configured local policy or based on the authorization information or policy provided by the NRF using the AF ID. If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.

The AAnF shall verify whether the subscriber is authorized to use AKMA based on the presence of the UE specific KAKMA key identified by the A-KID.


If KAKMA is present in AAnF, the AAnF shall continue with step 3. 


If KAKMA is not present in the AAnF, the AAnF shall continue with step 4 with an error response.

3.
The AAnF derives the AKMA Application Key (KAF) from KAKMA if it does not already have KAF. 


The key derivation of KAF shall be performed as specified in Annex A.4. 

4.
The AAnF sends Naanf_AKMA_ApplicationKey_Get response to the AF with KAF and the KAF expiration time.

5.
The AF sends the Application Session Establishment Response to the UE. If the information in step 4 indicates failure of AKMA key request, the AF shall reject the Application Session Establishment by including a failure cause. Afterwards, UE may trigger a new Application Session Establishment request with the latest A-KID to the AKMA AF.

*** NEXT CHANGE***

6.3
AKMA Application Key request via NEF

Figure 6.3-1 shows the procedure used by the AF to request KAF from the AAnF via NEF, when the AF is located outside the operator's network. 
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Figure 6.3-1: AKMA Application Key request via NEF
1.
When the AF is about to request AKMA Application Key for the UE from the AAnF, e.g. when UE initiates application session establishment request as in clause 6.2, the AF discovers the HPLMN of the UE based on the A-KID and sends the request towards the AAnF via NEF service API. The request shall include the A-KID and the AF ID.

NOTE:
In the case of architecture without CAPIF support, the AF is locally configured with the API termination points for the service. In the case of architecture with CAPIF support, the AF obtains the service API information from the CAPIF core function via the Availability of service APIs event notification or Service Discover Response as specified in TS 23.222 [5].

2.
If the AF is authorized by the NEF to request KAF, the NEF discovers and selects an AAnF based on local configuration or via NRF. 

3.
The NEF forwards the KAF request to the selected AAnF.

4.
The AAnF generates the KAF as specified in clause 6.2 and sends the response to the NEF with the KAF, the KAF expiration time (KAF_exptime) and potentially other parameters.

5.
The NEF forwards the response to the AF.

Editor's Note: Whether other parameters are to be returned to the AF via NEF is FFS.

*** END OF CHANGES***
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