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1
Decision/action requested

It is proposed to approve the changes to solution #20 in TR 33.809.
2
Rationale

This contribution addresses the editor notes in 6.20.4 by providing an evaluation of the solution.  
3
Detailed proposal

****START OF CHANGES ***
6.20.4
Evaluation 


This solution addresses KI #2 and fulfils its potential security requirement by providing message authenticity and replay protection of system information independently of UE state. 
This solution uses a digital signing network function (DSnF) located at core network to sign system information, allowing for fine-grained authorization of information signing (e.g., only entity legitimately originating a message is allowed to request the signing of that particular message). For example, gNB is allowed to request the signing of SIB1, but may not sign SIB6 since the latter is a public warning message and should not be originated by a gNB. This helps to minimize security risk in the event that an entity gets compromised. 
This solution helps to alleviate key management overhead from the entities (e.g., gNB) that otherwise would need to be provisioned with public and private key pair and corresponding public key certifiates, with the downside of additional bandwidth consumption over NG-RAN. 
This solution requires UEs to be provisioned with a trust anchor (e.g., the root public key certificate of a network) to verify the authenticity of messages signed by a particular network. An operator deploying this solution can protect its own subscribers within its own network. If a roaming partner also deploys this solution and the home network operator also provisions the root public key certificate of the roaming partner network into a UE, the UE is also protected over the roaming partner’s network. It may require an operator to maintain a list of trust anchors of its roaming partners in order to protect its subscibers over global roaming. 
This solution requires new system information block to carry a digital signature and the certificate chain used to verify the digital signature. 
This solution requires gNBs to communicate with DSnF in the core network to get static system information signed and obtain temporary keys to sign dynamic information elements (e.g., SFN). 
This solution supports incremental deployment with incremental security benefit in that it can be deployed over time by an operator independently.

***END OF CHANGES***
