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	Reason for change:
	In authorization for indirect communication with delegated discovery procedure, the SCP is requesting NRF for the authorization token before forwarding NFc’s service request to NFp. Thus, unless the SCP caches the access tokens, the SCP needs to re-ask a new access token to the NRF for every request, even for requests targeting an already created resource for which an access token had already been obtained, which causes signalling overhead and latency.

Revision 1: In SA3#100e in addition to S3-201802 (Nokia), also a proposal by Ericsson was provided (S3-201924), which addresses the case that the token is not valid anymore. Both proposals are combined.

	
	

	Summary of change:
	Enable to return access token from SCP to NFc to avoid SCP re-asking a new access token at every request targeting a resource: 
When SCP is requesting for NFc a service from the same NFp it may re-use a previously issued token within its validity time. Thus, it is proposed that SCP returns the access token with the service response to NFc. If NFc then asks again for the same resource and the token is still valid, NFc can attach the token and SCP can forward the request to NFp without the need of requesting a new authorization token from NRF. 
This can also be used in the case of access token requested for an NF type (not a specific NF Set / NF instance id). Further, NFc could also provide the same access token for a request creating a new resource (e.g; when access token is obtained for an NF type).

Revision 1: Including S3-201924 reusage of access token request parameters with additional clarification, i.e. make clear that for subsequent request the access token request parameters should also be sent from SCP to NFc during the servicer response (step 9).

	
	

	Consequences if not approved:
	SCP is re-asking NRF for a new access token at every service request targeting the same resource.
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************ START OF CHANGES

[bookmark: _Toc45028854][bookmark: _Toc45274519][bookmark: _Toc45275106][bookmark: _Toc51168364]13.4.1.3.2	Authorization for indirect communication with delegated discovery procedure
This clause covers the scenario where the NF Service Consumer use the SCP to discover and select the NF Service Producer instance that can process the service request.
[bookmark: _GoBack][image: ]
Figure 13.4.1.3.2-1: Authorization and service invocation procedure, for indirect communication with delegated discovery  
1. 1.	The NF Service Consumer sends a service request to the SCP. The service request may include the NF Service Consumer CCA as defined in clause 13.3.8. 
If a valid access token is available at the NF Service Consumer (e.g. if the NF Service Consumer received an access token from the SCP in a service response creating a resource) and a subsequent service request is sent targeting the same resource, the service request should also include this access token. 
If no valid access token is available at the NF Service Consumer, the NF Service Consumer includes the parameters required for the access token request, if available at NF Service Consumer. I.e. the NF Service Consumer received these parameters, see 3GPP TS 29.500 [74] Table 6.3.5.2.2-1, from SCP in a previous service response.
2.   The SCP may perform a service discovery with the NRF. If NF Service Consumer has included access token parameters, SCP does not perform any discovery. If NF Service Consumer has included a valid access token, then SCP may reuse this information and proceeds at step 6.
3. 	The SCP sends an access token request (Nnrf_AccessToken_Get Request) to the NRF. The access token request includes parameters as defined in clause 13.4.1.1 discovered in step 2 or provided by NFc (see step 9). The access token request may include the NF Service Consumer's CCA if received in Step 1.
4.	The NRF authenticates the NF Service Consumer using one of the methods described in clause 13.3.1.2. If cNF authentication is successful and the NF Service Consumer is authorized based on the NRF policy, the NRF issues an access token as described in clause 13.4.1.1. The NRF uses the NF Service Consumer instance ID as the subject of the access token. 
5.  The NRF sends the access token to the SCP in an access token response (Nnrf_AccessToken_Get Response).
6.	The SCP sends the service request to the NF Service Producer. The service request includes the valid access token (i.e. received in Step 5, received in Step 1, or previously cached), and may include the NF Service Consumer CCA if received in Step 1.
7.	The NF Service Producer authenticates the NF Service Consumer  by one of the methods described in clause 13.3.2.2 and if successful, it validates the access token as described in clause 13.4.1.1. 
8.  If the validation of the access token is successful, the NF Service Producer sends the service response to the SCP.
9.	The SCP forwards the service response to the NF Service Consumer. The SCP may include the access token and/or access token request parameters in the service response to NFc for possible re-use for subsequent service requests.
NOTE: Without SCP providing NF Service Consumer with access token or access token request parameters, a subsequent request is only possible, if the SCP is maintaining NF Service Producer instance ID.



Page 1


************ END OF CHANGES
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