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At the last ITU-T Study Group 17 (SG17) virtual meeting (24 August – 3 September 2020), SG17 reviewed and discussed the attached document. It identifies two new threats to 5G networks, which are (1) service disruption due to falsely generated RRC messages and security capability to address and (2) SIP message alternation and content eavesdropping and security capability to address. 
SG17 would appreciate if 3GPP SA3 and GSMA FASG could review the identified new threats and initial countermeasures and provide feedback on their validity so that SG17 takes further following actions on this proposal.

Attachments (2): 
· Threat on service disruption due to falsely generated RRC messages and security capability to address 
· [bookmark: _Hlk50246332]Threat on SIP message alternation and content eavesdropping and security capability to address
Attachement 1 – Threat on service disruption due to falsely generated RRC messages and security capability to address

8.2 Threats to access network
· Service disruption due to falsely generated RRC messages by the attacker impersonating the victim UE:  It is assumed that three pre-assumption are met: (1) An attacker is able to capture messages exchanged in the wireless cell as the victim UE. (2) The attacker put a faked UE that is able to send later messages captured in the previous session. (3) This procedure is performed before normal authentication and key agreement based on EAP while the message is not integrity-protected. This attack may result in communication of victim UE to be disrupted. In the case of general voice calls, it may not cause a big problem. 5G communication is used to transport messages from a medical device and an autonomous vehicle requiring Ultra-Low Latency (ULL) and highly reliable services. If communication is disrupted while remote surgery is conducted through a 5G network, it may cause fatal damage to the patient. When a vehicle in high-speed driving is under control using 5G communication, serious problems such as vehicle rollover may occur when communication is interrupted. Please see Annex II for procedure for successful attack utilizing this threat.

0. Security capabilities to access network
· Access network is required to have capability to prevent attack aiming at service disruption due to falsely generated RRC messages by the attacker impersonating the victim UE: When re-establishing the RRC connection between the user device (UE) and the network, which is the RRC connection after the idle state of the UE, it is required for the access network to conduct integrity verification or detecting tampered message when establishing the existing connection. It is necessary to raise awareness of the danger of unauthorized access blocking of the UE by malicious attackers and to identify further technical measures to address this attack. If the connection is blocked for this kind of reason on the device caused by this attack, reconnection by rebooting the device is recommended, and if the connection is blocked again, it is necessary to suspect this attack.




Appendix II
 Threat on Service disruption due to falsely generated RRC messages

II.1 Overview
RRC Connection Request, a message transmitted to e/gNB when the user device (UE) accesses first the network after the idle state of the user device, is transmitted in plain text. The message includes GUTI(Globally Unique Temporary Identifier) and TMSI (Temporary Mobile Subscriber Identity), which are temporary identification information of the user device (UE) assigned by the 5G Core network. There are several ways for attackers to find out temporary identification information of a specific user. If an attacker exploits the temporary identification information of a victim UE by manipulating the RRC Connection Request message transmitted in plain text and the following attack succeed, the victim's UE to access network may be continuously blocked.
II.2 Attack scenario
The IMSI(International Mobile Subscriber Identity) is subscriber identification information stored in USIM(UMTS Subscriber Identity Module) that needs to be protected. The reason why temporary identification information is used is to protect the IMSI which may cause privacy infringement due to the leakage and abuse of IMSI. In this scenario, an attacker can intercept the RRC Connection Request message sent in plain text from the victim UE and obtain GUTI and TMSI which are the temporary identification information. The attacker leverages them to send an RRC Connection Request message captured in the previous session between the victim UE and e/gNB. The attacker impersonates the victim UE as being by maliciously using the temporary identification information. In addition, temporary identification information is newly generated by e/gNB at regular time intervals according to a specific rule based on IMSI. If TMSI is changed, an attacker can recognize the changed TMSI and send an attack message again.
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Figure II.1 - Attack scenario 

II.3 Consequence 
The wireless communication network equipment (e/gNB) reflects the message sent by the attacker as it is due to the vulnerability applied without checking whether the message has been tampered or generated by an unauthorized entity, and terminates the connection with the victim UE that was previously connected and establishes a connection with the attacker UE. The victim UE may continue to be unable to access the communication network normally.





Attachment 2 - Threat on SIP message alternation and content eavesdropping and security capability to address
8.2 Threats to access network
· SIP message alternation and content eavesdropping:  It is assumed that three pre-assumption are met: (1) The service provider does not encrypt voice traffic nor use the IPSec encryption for the victim UE device. (2) The service provider does not encrypt a user’s voice traffic in the wireless communication. (3) The attacker is able to capture all traffic between the UE and a base station. The attacker can use a sniffing tool like SNIFFER. The attacker impersonates to the UE as the legitimate base station with the high power in the CELL to which the victim UE belongs. Then the attacker deployed base station lures the UE to be connected with, and can conduct the man-in-the-middle attack, which enables the attacker to capture the contents of wireless communication. Besides, the attacker can impersonate to the base station as a legitimate UE, which enables the attacker to conduct man-in-the-middle attack. There are threats that a attacker can alter the message sent by the victim UE. As a request for the non-encryption of the initial access message, communication between the device and the 5G network is formed as a non-encrypted channel so that an attacker can eavesdrop on all wireless communication traffics.
0. Security capabilities to access network
· Access network is required to have capability to prevent attack known as a SIP message alternation and a content eavesdropping by applying IPSec security associations for voice communications to address. 

Appendix III
 Threat on SIP message alternation and content eavesdropping

III.1 Overview
Figure III.1 illustrates the NDS(Network Domain Security) architecture specified in 3GPP standard. The IPSec security associations should be used to protect the communication between network elements.
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Figure III.1 - NDS(Network Domain Security) architecture in 3GPP standard

III.2 Attack scenario
3GPP 5G standard defines security architecture for mobile communication networks and voice services in TS.33 series. However, there are problems that may occur due to low security strength, such as not using a security function for contents defined as Optional, not Mandatory according to policies of an operator. In particular, although the 3GPP standard defines 5G voice communication to be encrypted through IPSec security associations, it is defined as an optional between the device and the server, therefore, it can be selectively operated according to needs of device manufacturer or service provider.
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Figure III.2 - IPSec establishment procedure 

This attacks will not occur if the service provider encrypts an user traffic in the wireless section (AS Security) or if voice messages sent from the UE cannot capture the traffic in the wireless situation. However, an attacker can exist between the victim UE and the base station and eavesdrop on the voice traffics from the UE. In addition, even if service providers operate their service to use IPSec encryption, it is possible to turn off the IPSec security associations on UE and change setting. If the attacker can change the victim's device settings (using malicious code infection), the IPSec security associations may be turned off as well.
Figure III.4 illustrates snapshot for example Unencrypted voice service control message.
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Figure III.3 - Snapshot for example Encrypted voice service control message
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Figure III.4 - Snapshot for example Unencrypted voice service control message

III.3 Consequence 
The core network equipment (CSCF) for 5G voice service establishes an unencrypted voice call channel with the device according to a request for non-encryption in the message sent by the device, although the encryption setting is the default. This problem occurs because traffic encryption for voice service between device and server is defined as a recommendation in 3GPP standard (3GPP TS.33.210). Unencrypted voice service communication occurs due to the operating policies of service providers and device settings.
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