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Introduction
The ETSI SAGE shared with TCA their current thinking regarding the new 256-bit authentication algorithm for 5G. TCA thanks the ETSI SAGE for their willingness to seek our feedback on this topic. TCA’s response is provided below. 
Status
The feedback provided below is from the 5G Working Group, as summarized by the Board.
Feedback
TCA 5G WG members recommend using AES with a 256-bit key (and the 128-bit block size fixed in AES) in Milenage-256. Some of the reasoning behind this decision is supported by the fact that AES-128-256 is a well-proven standard algorithm and therefore supported in many hardware platforms by a high-speed AES hardware accelerator that already contains certified countermeasures against side channel and fault attacks. Even in case AES-128-256 has to be implemented in software, TCA 5G WG sees much better overall performance compared to Rijndael-256-256. 

Because of this decision, the TCA 5G WG did not fully support or recommend Rijndael with a 256-bit key and a 256-bit block size in Milenage-256. 
Actions
None.
Conclusion
The TCA welcomes the continued fruitful collaboration with the ETSI SAGE and any further questions regarding the Milenage-256 and related topics. 

If more details are needed, please contact TCA’s General Secretary at mike@alliancesmanagement.com 
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