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6.14
Solution #14: LTE-EPC UP IP with option 3X/1X

6.14.1
Introduction

This solution uses NR PDCP in the EPS and UE to provide full rate User Plane Integrity Protection.

It is based on the capability of "Option 3" UEs to support NR PDCP (when used in the "option 3X" configuration), however the part of the UE's NR PDCP functionality used in an "option 3X" configuration may need to be extended to support NR UP IP capability. This solution would not change the UE's implementation of LTE PDCP.

NOTE:
Other solutions may be proposed, e.g. that use User Plane Integrity Protection in LTE PDCP.

Within the network, the option 3X architecture the eNB can remotely control an entity implementing NR PDCP functionality. 

With Release 17 RAN work (WID in RP-193181) on the Control Plane - User plane split of E-UTRAN, the architecture of option 1 will also allow the control plane of the eNB to remotely control an entity implementing PDCP functionality. As a deployment option, the network's PDCP functionality could be located at a gNB site (which uses NR-PDCP).

With the option 3X architecture, the UE's data radio bearers use NR-PDCP (specified in TS 38.323). The NR-PDCP firmware can be located in a separate gNB site, or in the "Centralised Unit" of a gNB implemented with a CU-DU split. This PDCP firmware can be common to what is used by the UE in "Option 2" operation and hence may be able to support User Plane Integrity Protection.

As specified in clause 4.2.2 of Release 15, TS 37.340:

"In E-UTRA connected to EPC, if the UE supports EN-DC, regardless whether EN-DC is configured or not, the network can configure either E-UTRA PDCP or NR PDCP for MN terminated MCG bearers while NR PDCP is always used for all other bearers."
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Figure 6.14.1-1: Radio Protocol Architecture for MCG, SCG and split bearers from a UE perspective in MR-DC with EPC (EN-DC)


6.14.2
Network options affected

This solution is applicable to the following network options:

- 
Option 1 - eUTRA with EPC

- 
Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

6.14.3
Solution description

With the option 3X architecture, the UE's data radio bearers use NR-PDCP (specified in TS 38.323). The NR-PDCP firmware can be located in a separate gNB site, or in the "Centralised Unit" of a gNB implemented with a CU-DU split. This network PDCP firmware is what is expected to be used by "Option 2" UEs and hence can be expected to be able to support User Plane Integrity protection.

When configured to use EN-DC, the UE does not know whether the network will allocate radio resources on the NR cell, or the LTE cell, or both. The network allocates these resources dynamically - e.g. on a per TTI basis (1 ms on LTE, 500 ms (or less) on NR with 30 kHz subcarrier spacing). When resources are allocated on NR, the HARQ loop timings need to comply with the NR specifications, and these require faster processing times than on LTE. Hence the PDCP layer in an EN-DC UE needs to be adapted to work with NR speeds. 

In Release 15, it is also perfectly feasible for the network to configure an EN-DC capable UE to use NR PDCP without the use of dual connectivity. This is specified in clause 4.2.2 of Release 15, TS 37.340 (copied below). Hence the addition of User Plane Integrity Protection in LTE could be realistic in, a UE that supports Option 2 UPIP. 

In E-UTRA connected to EPC, if the UE supports EN-DC, regardless whether EN-DC is configured or not, the network can configure either E-UTRA PDCP or NR PDCP for MN terminated MCG bearers while NR PDCP is always used for all other bearers.
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Figure 6.14.3-1: Radio Protocol Architecture for MCG, SCG and split bearers from a UE perspective in MR-DC with EPC (EN-DC)


Future changes to the UE's NR-PDCP firmware to support full rate option 2 NR UPIP may be able to be used by the UE with option 3(X) and hence also for option 1.  The UE’s UPIP capabilities would be based on the NR algorithm options and would be signalled (to the MME) by adding 2 extra octets into the UE additional security capability IE defined in TS 24.301 clause 9.9.3.53 (by adding 2 octets, independent interoperability testing of the User Plane Integrity Protection for each of the NR PDCP algorithms is possible).

Editor's Note: 
The activation of UP security also needs to be described – whether it’s via AS SMC or RRC reconfiguration.
6.14.4
Solution Evaluation

Editor's Note: To be completed – extra aspects may still be identified.
This solution requires RAN upgrades and UE updates, but the RAN updates can be aligned with the hardware deployed by operators who operate both option 2 and 3X. . Specifically, UE, MME, (and SGW and PGW) and RAN (S1 and e.g. X2) signalling software updates are expected.  The UE PDCP layer needs to support FR UPIP.
NOTE: This solution requires UE to support NR-PDCP with the capability to run Integrity Protection at its full LTE data rate.

UE performance impact would be similar to that of NR devices, except that the lower data rates of LTE mean that the performance impact might well be less.
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