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1
Decision/action requested

This contribution proposes a new KI for TR.33.850.
2
References

[1]
3GPP TS 33.246: " Security of Multimedia Broadcast/Multicast Service (MBMS) ".
[2]
3GPP TR 23.757: " Study on architectural enhancements for 5G multicast-broadcast services ".
3
Rationale

In SA3, MBMS security for 4G and before was analysed in TS 33.246[1]. Threat and requirements on security service access are described. It is required that a UE is authenticated and authorised such that only legitimate users are able to participate in a MBMS service.
In SA2, there is an ongoing study on MBS in TR 23.757 [2]. KI#3, Levels of authorization for Multicast communication services, is describing the related issues.
This contribution proposes a new Key Issue for MBS TR to identify specific service authentication and authorization issues.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR.33.850.

***
BEGIN OF 1st CHANGE
***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[xx]
3GPP TR 23.757: " Study on architectural enhancements for 5G multicast-broadcast services ".
[yy]
3GPP TS 33.246: " Security of Multimedia Broadcast/Multicast Service (MBMS) ".
[zz]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description".
***
END OF 1st CHANGE
***







***
BEGIN OF 2nd CHANGE***

5.X
Key Issue #X: Security of authentication and authorization for multicast communication services
5.X.1
Key issue details 

Architecture enhancements for 5G MBS services have been studied in TR 23.757 [xx]. Two reference architectures for 5G MBS are proposed. Compared to the MBS architecture for 4G and before as specified in TS 23.246 [zz], 5G MBS architecture differ, among others, in that MBS signalling is flowing through the control plane of 3GPP. Figure 1a and 1b shows the MBS architecture for 4G and before in TS 23.246 [zz], and  Figure A.1.2-1 and A.2.2-1 in TR 23.757 [xx] shows the MBS architecture alternatives for 5G.







TS 33.246 [yy] specifies the security for the MBS for 4G and before. It is required that a UE is authenticated and authorised such that only legitimate users are able to participate in a MBS service. In addition, KI#3 from TR 23.757 [xx] is describing authorization for multicast communication services for 5G, which addresses the following security-related issues:
5.3.1
Description

The 5GS is expected to support different use cases of multicast services. The mobile network operators (MNO) and/or application service providers (ASP) may want to provide different levels of authorization (e.g. at session or service level) for the UE to access multicast communication services.

This key issue will study the following aspects:

-
Define and study how to support the necessary level(s) of authorization for UEs to access multicast communication services.

-
How can a UE join/leave (including authorised or revoked to access) a multicast communication service?
How that authentication and authorization is realized in the new architecture for 5Gmulticast communication service needs to be studied. The necessary level(s) of authorizationcould be needed for UEs to access multicast communication services.
5.X.2
Security threats

If authentication for multicast communication service is not supported, an attacker may spoof a legitimate UE to gain access to a MBS service. If authorization for multicast communication service is not supported, an attacker may gain free access to content without any knowledge of the service provider. In addition, an attacker may use the 3GPP network to gain "free access" of MBS services and other services on another user's bill. 
5.X.3
Potential security requirements

The 5GS shall support the authentication and authorization for multicast communication service.
***
END OF 2nd CHANGE
***
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