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For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
CMS	Configuration Management Server
CS	Crypto Session
CSB-ID	Crypto Session Bundle Identifier
CSC	Common Services Core
CSK	Client-Server Key
CSK-ID	Client-Server Key Identifier 
DPCK	MCData Payload Cipher Key
DPPK	MCData Payload Protection Key
DPPK-ID	MCData Payload Protection Key Identifier
GBA	Generic Bootstrapping Architecture
GMK	Group Master Key
GMK-ID	Group Master Key Identifier
GMS	Group Management Server
GUK-ID	Group User Key Identifier
IdM	Identity Management
IdMS	Identity Management Server 
InK	Integrity Key
InK-ID	Integrity Key Identifier
InterKMRec	Interworking Key Management Record
InterKMRec-ID	Interworking Key Management Record Identifier
InterSD	Interworking Security Data
IWF	InterWorking Function
JSON	JavaScript Object Notation
JWS	JSON Web Signature
JWT	JSON Web Token
KDF	Key Derivation Function
KFC	Key For for Floor Control Signalling
KFC-ID	Key for Floor Control Identifier
KMS	Key Management Server
MBCP	Media Burst Control Protocol
MCData	Mission Critical Data
MCPTT	Mission Critical Push to Talk
MCVideo	Mission Critical Video
MCX	Mission Critical Services
MKFC	Multicast Key for Floor Control
MSCCK	MBMS subchannel control key
MSRP	Message Session Relay Protocol 
MuSiK	Multicast Signalling Key
MKI	Master Key Identifier 
NGMI	Next Generation Mobile Intelligence
NTP	Network Time Protocol
NTP-UTC	Network Time Protocol – Coordinated Universal Time
OIDC	OpenID Connect
PCK	Private Call Key
PCK-ID	Private Call Key Identifier
PKCE	Proof Key for Code Exchange
PSK	Pre-Shared Key
RGK	Regroup Key
RGK-SEED	Regroup Key Seed
SEG	Security Gateway
SeGy	Security Gateway
SPK	Signalling Protection Key
SRTCP	Secure Real-Time Transport Control Protocol
SRTP	Secure Real-Time Transport Protocol
SSRC	Synchronization Source
TBCP	Talk Burst Control Protocol
TGK	Traffic Generating Key
TrK	KMS Transport Key
TrK-ID	KMS Transport Key Identifier
UID	User Identifier for MIKEY-SAKKE (referred to as the 'Identifier' in RFC 6509 [11])
XPK	XML Protection Key

********************  END of change 2 **********************
********************  START of change 3 **********************
X	Group regroup and user regroup security
X.1	Group regroup with preconfigured group
Group regroup with preconfigured group is defined in TS 23.379 [2]. The basis of this feature is to allow an authorized MC user to dynamically create a temporary group consisting of a set of predefined groups (i.e. all the members of the predefined groups become members of this new regroup group).
Security for group regroup with predefined group is based on a GMK obtained through a predefined group configuration.  The group configuration to be used (i.e. the GMK) is identified in the initial preconfigured regroup request message.  All users that participate in a secure group regroup call must have the predefined group configuration and GMK.
While some users may not be invited into the group regroup, they may still have access to the group configuration containing the GMK and therefore key diversity for the group regroup is imperative.  In order to create key diversity, a randomly generated 128-bit Regroup Key Seed (RGK-SEED) shall be included in the preconfigured regroup request message.  The combination of the preconfigured GMK and RGK-SEED shall create the Regroup Key (RGK) for the regroup group session as defined in F.1.Y.
The following key deriviation function, as defined in 3GPP TS 33.220 [17] annex B, shall be used for calculating the RGK key;
RGK = HMAC-SHA-256 (Key, S)
Where the GMK shall be the ‘Key’ and the RGK-SEED shall be the string ‘S’.  The 128 least significant bits of the 256 bits of the key derivation function output shall be used as the RGK.
The RGK-SEED is provided by the MC service server to those users invited to the regroup group call using either unicast or multicast on the downlink.  To protect the RGK-SEED during transit, the preconfigured regroup request message from the initiating MC client to the MC service server carries the RGK-SEED encrypted on the initiating client’s CSK.  The MC service server decrypts the RGK-SEED from the initiating client’s CSK and in turn, delivers the preconfigured regroup request message to each participating MC client.  For unicast downlink, the MC service server protects the RGK-SEED with each target client’s individual CSK. For multicast downlink, the MC service server protects the RGK-SEED with the MuSiK.
NOTE: 	Multicast delivery of the RGK-SEED does not provide the same level of security compared to unicast delivery.  With multicast, any UE that has the MuSiK and access to the regroup group configuration may see the broadcast of the RGK-SEED and has the potential to generate the RGK whether invited to the call or not.
The MC service server shall store the RGK-SEED for the duration of the group regrouping so that new users added to the regroup group or late-entry of users to the regroup regroup may receive the seed.  The MC service server shall securely key manage the RGK-SEED as described in clause 5.11.1.
Figure X.1-1 provides an example showing unicast and multicast distribution of the RGK-SEED for a preconfigured group regroup call.
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Figure X.1-1: Key establishment for group regroup with preconfigured group 
1.	The authorized user of MC client 1 initiates the group regroup procedure.
2.	MC client 1 sends the preconfigured regroup request message to the MC service server.  The preconfigured regroup request message contains the set of group regroup information listed in TS 23.379 [2] together with a randomly generated RGK-SEED protected on the initiating client’s CSK.
3.	The MC service server performs the group regroup validation steps described in TS 23.379 [2].  In addition, the MC service server decrypts the RGK-SEED from the initiating client’s CSK and securely stores it.
4.	The MC service server sends a unicast preconfigured regroup request message to MC client 2.  The preconfigured regroup request message includes the RGK-SEED encrypted on client 2’s CSK.
5.	The MC service server sends a multicast preconfigured regroup request message to MC clients 3, 4 and 5.  The multicast preconfigured regroup request message includes the RGK-SEED encrypted on multicast MuSiK.
6a.	MC client 2 notifies the user of the regrouping.
6b.	MC clients 3, 4 and 5 notify their users of the regrouping.
7.	MC client 2 may optionally send a preconfigured regroup response to the MC service server to acknowledge the regrouping action.
NOTE:	MC clients 3, 4 and 5 received the preconfigured regroup request message via multicast and therefore do not send a preconfigured regroup response to the MC service server.
8.	The MC service server affiliates the regrouped MC clients to the regroup group.  
9.	The MC service server sends a preconfigured regroup response to MC client 1.
10a.  MC client 1 calculates the RGK to be used for the regroup group session.  This step may happen any time after step 1.
10b.  MC client 2 calculates the RGK to be used for the regroup group session.  This step may happen any time after step 6a.
10c.  MC clients 3, 4 and 5 calculate the RGK to be used for the regroup group session.  This step may happen any time after step 6b.
X.2	User regroup with preconfigured group
User regroup with preconfigured group is defined in TS 23.379 [2]. The basis of this feature is to allow the MC operator to dynamically create a temporary group consisting of a specified set of users (i.e. all the users identified in the user regroup become members of this new temporary group).
Security for user regroup with predefined group is based on a GMK obtained through a predefined group configuration.  The group configuration to be used (i.e. the GMK) is identified in the initial preconfigured regroup request message.  All users that participate in a secure user regroup call must have the predefined group configuration and GMK.
While some users may not be invited into the user regroup call, they still may have access to the group configuration containing the GMK and therefore key diversity for the user regroup is imperative.  In order to create key diversity, a randomly generated 128-bit Regroup Key Seed (RGK-SEED) shall be included in the preconfigured regroup request message.  The combination of the preconfigured GMK and RGK-SEED shall create the Regroup Key (RGK) for the regroup group or user regroup session as described in F.1.Y.



The RGK-SEED is provided to those users invited to the user regroup call using unicast on the downlink. Multicast is not used on the downlink for user regroup.  To protect the RGK-SEED during transit, the preconfigured regroup request message from the initiating MC client to the MC service server carries the RGK-SEED encrypted on the initiating client’s CSK.  The MC service server decrypts the RGK-SEED from the initiating client’s CSK and in turn, delivers the preconfigured regroup request message unicast to each participating MC client with the RGK-SEED encrypted on each target client’s individual CSK.  
The MC service server temporarily stores the RGK-SEED for the duration of the user regrouping so that new users added to the user regroup or late-entry of users may receive the seed.  The MC service server shall securely key manage the RGK-SEED as described in clause 5.11.1.
Figure X.2-1 provides an example showing the distribution of the RGK-SEED for a preconfigured user regroup call.


Figure X.2-1: Key establishment for user regroup with preconfigured group 
1.	The authorized user of MC client 1 initiates the user regroup procedure.
2.	MC client 1 sends the preconfigured regroup request message to the MC service server.  The preconfigured regroup request message contains the set of user regroup information listed in TS 23.379 [2] together with a randomly generated RGK-SEED protected on the initiating client’s CSK.
3.	The MC service server performs the validation steps described in TS 23.379 [2].  In addition, the MC service server decrypts the RGK-SEED from the initiating client’s CSK and securely stores it.
4a.	The MC service server sends a unicast preconfigured regroup request message to MC client 2.  The preconfigured regroup request message includes the RGK-SEED encrypted on client 2’s CSK.
4b.	The MC service server sends a unicast preconfigured regroup request message to MC client 3.  The preconfigured regroup request message includes the RGK-SEED encrypted on client 3’s CSK.
5a.	MC client 2 notifies the user of the regrouping.
5b.	MC client 3 notifies the user of the regrouping.
6a.	MC client 2 may send a preconfigured regroup response to the MC service server to acknowledge the regrouping action.
6b.	MC client 3 may send a preconfigured regroup response to the MC service server to acknowledge the regrouping action.
7.	The MC service server affiliates the regrouped MC clients to the user regroup group.
8.	The MC service server sends a preconfigured regroup response to MC client 1.
9a.  MC client 1 calculates the RGK to be used for the user regroup session.  This step may happen any time after step 1.
9b.  MC client 2 calculates the RGK to be used for the user regroup session.  This step may happen any time after step 5a.
9c.  MC client 3 calculates the RGK to be used for the user regroup session.  This step may happen any time after step 5b.
********************  END of change 3 **********************
********************  START of change 4 **********************
[bookmark: _Toc3886447][bookmark: _Toc26797814][bookmark: _Toc35353660][bookmark: _Toc44939633]F.1.Y	Calculation of regroup key for preconfigured groups
The following key deriviation function, as defined in rfc4868 [zz], shall be used for calculating the RGK key;
RGK = PRF-HMAC-SHA-256 (Key, Data)
The GMK of the preconfigured group shall be the input ‘Key’ and the RGK-SEED shall be the input ‘Data’.  The 128 least significant bits of the 256 bits of the key derivation function output shall be used as the RGK.
********************  END of change 4 **********************
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