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1
Decision/action requested
This pCR proposes certificate-based encryption solution.
2
Rationale

This pCR proposes a certificate-based encryption solution for 5G authentication enhancement as solution #2.X.

All the unicast NAS signaling messages, during UE primary authentication process, are in the clear and can potentially be exploited.

Unlike other solutions proposed fixing one issue at a time, the proposed solution can mitigate two issues with one framework / technique: Key Issue #2.1: Mitigation against the linkability attack and Key Issue #4.1: Protection of SQN during AKA re-synchronisations.

By applying the proposed solution, the unprotected unicast NAS messages during authentication will be encrypted, and hence, protected. 

3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR.
********************** First Change ****************************

6.2.X
Solution #2.X: Certificate based encryption of unicast NAS messages  

6.2.X.1
Introduction

This solution addresses the following key issues:

Key Issue #2.1: Mitigation against the linkability attack

Key Issue #4.1: Protection of SQN during AKA re-synchronisations.

This solution provides certificate-based encryption to unicast NAS messages during authentication.

The core network and UEs can encrypt unicast NAS signaling messages during authentication. The core network and UEs shall accept the messages after the message is successfully decrypted.

6.2.X.2
Solution details

6.2.X.2.1
Provisioning and certificate distribution 

This solution requires the network to support PKI (Public Key Infrastructure), which needs the Mobile Network Operator (MNO) to have one or more Certificate Authorities (CAs) as the root of the trust chain. 
UE shall have the capability to support storing more than one CA Root certificate, which can be stored in USIM or other implementation-dependent way that can provide secure storage. 
NOTE: The vendor can provision a list of Root certificates into the UEs, the length of the list depends on the capability of the UE. When the certificate(s) needs to be changed or updated, then the update can be pushed to UEs, like a software update. 

Each UDM is provisioned to have stored certificates for all authorized UEs, and each UE to have the UDM’s certificate. 
Editor‘s Note: It is FFS for the associated security requirement(s) for UDMs on storage and processing the keys/certificates.

6.2.X.2.2 Provisioning Process

The core network and UEs use PKI principles to perform mutual authentication.

The following method is used to provision the certificates into the UEs.

UEs are pre-loaded with X.509 certificates with signed public keys for the UDM in which they are allowed to connect. The UDM would likewise be pre-loaded with certificates of eligible UEs.

· Each UDM has a public and private key pair (UDM_PUB_Key, UDM_PRI_Key).

· UEs have a corresponding public and private key pair (UE_PUB_Key, UE_PRI_Key).

· Each core network shares its public key (UDM_PUB_Key) with all UEs with a certificate. The certificate has a subject name that ties with the UDM ID.

· UEs share their public keys (UE_PUB_Key) with a certificate with the core network.

6.2.X.2.3 Call Flows

The call flow procedures are illustrated below.

Scenario 1 for valid SUPI:

1. AMF sends the registration request message to the UDM. The UDM retrieves the corresponding subscription information for the UE including the UE_PUB_Key.

2. For the UDM, if the SUPI is valid, the UDM encrypts the authentication request message using UE_PUB_Key and sends it to the AMF. The AMF sends the encrypted authentication request message to the UE.

3. After receiving the encrypted authentication request message, the UE uses the UE_PRI_Key to decrypt the message and then verifies the MAC and the SQN in the AUTN.

4a. If the verification succeeds, the UE shall encrypt the authentication response message by using UDM_PUB_Key, and then execute step 5a.

4b. If the verification fails, the UE shall encrypt the authentication failure message regardless of the 5GMM cause (e.g. MAC failure or Synch failure) by using UDM_PUB_Key, and then execute step 5b. (Note: The authentication failure message has the same size regardless of the 5GMM cause. See Table 8.2.4.1.1: AUTHENTICATION FAILURE message content in TS24.501.)

5a. The UE sends the encrypted authentication response message to the AMF.

5b. The UE sends the encrypted authentication failure message with 5GMM cause to the AMF.

6. Upon receiving of the encrypted authentication response message or authentication failure message, the AMF sends the message to UDM for decryption.

7. The UDM uses the UDM_PRI_Key to decrypt the authentication response message or the authentication failure message. The UDM shall determine the subsequent procedures as described in TS33.501.

Scenario 2 for invalid SUPI:

1. AMF sends the registration request message to the UDM. The UDM retrieves the corresponding subscription information for the UE including the UE_PUB_Key.

2. For the UDM, if the SUPI is invalid, the UDM encrypts the registration reject message using UE_PUB_Key and sends it to the AMF. The AMF sends the encrypted registration reject message to the UE.

3. After receiving the encrypted registration reject message, the UE uses the UE_PRI_Key to decrypt the message. The UE shall determine the subsequent procedures as described in TS24.501
Editor’s Note: The authentication procedure includes the AUSF. Sequence flows and explanation showing the AUSF behavior is needed.
6.2.X.3
Evaluation

In this solution, the UE encrypts NAS messages during authentication by leveraging PKI certificates and public / private key pair. Only the UDM in the core network can decrypt and obtain the contents of these messages. The decryption of the encrypted SUPI for every Registration request adds much load to the UDM and will create more congestion at UDM.
For the linkability attack, the attacker cannot distinguish the specific authentication failure cause in the authentication failure message, thereby preventing the breach of the user’s untraceability and mitigating the linkability attack. 

The solution fulfills the security requirements from Key Issue #2.1X: “The 5G system shall support mechanisms to mitigate the linkability attacks”.

For the attack of SQN during AKA re-synchronisations, the contents of the authentication failure message (with an authentication failure message with synchronisation failure [AUTS]) is encrypted, where the AUTS is a function of the protected SQN (using f5 and key stream [RAND]). As a result, the attacker is not able to exploit the AUTS for breaking the protection of SQN inside.

The solution fulfills the security requirements from Key Issue #4.1X: “The 5G system shall support mechanisms to mitigate the attacks of SQN during AKA re-synchronisations”. 

It is not R15 compatible.

There is minimal overhead for the messages due to the nature of public key encryption; however, there is processing cost.

This solution relies on the availability of PKI architecture.
Editor’s Note: It is FFS how provisioning of certificates to all UE and UDM works.
Editor‘s Note: It is FFS for the impact to the visited network.
Editor’s note: It is FFS to evaluate the complexity of PKI for Key Issue#2.1 and Key Issue #4.1.
Editor’s note: it is FFS how to securely update the root CA(s) in all the UEs in case that the root CA is common to different operators.
Editor’s Note: The impact on the solution of multiple UDM instances in the PLMN is FFS
********************** End of pCR********************


