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1
Decision/action requested

KI addressing security threats by TSN multiple working domains.
2
Rational

3GPP Rel-16 included support for multiple TSN working domains. DS-TT and NW-TT are required to determine to which working domain an incoming or outgoing communication belongs. This is implemented by a specific domainNumber (3GPP TS 23.501 [3], clause 5.27.1.3). 

Downlink Time Sync is considered in Rel-16 (TS 23.501 [3], clause 5.27.1.3), such that multiple gPTP messages are sent transparently in the UP to the UE/DS-TT for all cases of Time Domains identified by the IE 'domainNumber'.

However, a compromised TSN node may send a tampered domainNumber to access other than the intended TSN working domains, which is addressed by this KI.
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Abbreviations
5G



Fifth Generation

5GS



Fifth Generation System

ARP



Address Resolution Protocol 
BMCA



Best Master Clock Algorithm
CNC



Centralized Network Configuration

CP



Control Plane

CUC



Centralized User Configuration

DS-TT



Device Side Translator
DoS



Denial of Service

gPTP



generalized Precision Time Protocol

IIoT



Industrial Internet of Things

IP



Internet Protocol

KI



Key Issue

Ln



Layer n

MAC



Media Access Control

NW-TT



Network Side Translator

PTP



Precision Time Protocol

TSC



Time Sensitive Communication

Rel



Release

UE



User Equipment

TSN



Time Sensitive Networking

TSN AF



TSN Application Function
UPF



User Plane Function

UP



User Plane

****** START OF CHANGES
5.X
Key issue #X: Multiple TSN working domains 
5.X.1
Key issue details 

3GPP Rel-16 included support for multiple TSN working domains. DS-TT and NW-TT are required to determine to which working domain an incoming or outgoing communication belongs. This is implemented by a specific domainNumber (3GPP TS 23.501 [3], clause 5.27.1.3). 

Downlink Time Sync is considered in Rel-16 (TS 23.501 [3], clause 5.27.1.3), such that multiple gPTP messages are sent transparently in the UP to the UE/DS-TT for all cases of Time Domains identified by the IE 'domainNumber'. This allows any integrity and replay protected TSN bridge to transfer time synchronisation messages to another TSN bridge. This KI is to further study how to protect the 5GS acting as a TSN bridge being accessed by an unauthorized TSN bridge. I.e., a compromised TSN node may send a tampered domainNumber to access other than the intended TSN working domains.

5.X.2
Threats

A compromised TSN node (a non-5GS bridge) may send a tampered domainNumber to access other domains than the intended TSN working domains (i.e. the 5GS bridge). 
TSN domains not verifying the domainNumber parameter by any means may be vulnerable to spoofing attacks: 
A malicious node may send a tampered domainNumber parameter to access other than the intended TSN working domains. This may lead to unauthorized access to the (g)PTP communication within a TSN working domain. This attack may be the initial attack vector for further exploitation, such as rogue master clock attacks and (g)PTP message spoofing.
The impact of this attack may be DoS, accuracy degradation and false times being synchronized.

5.X.3
Potential security requirements 

TBD
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