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Impacts 
	Affects:
	UICC apps
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship
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Justification

The 5G System supports a registration procedure with AMF re-allocation. As described in TS 23.502, this procedure is used when the initial AMF is unable to serve the UE. In which case, the NAS message received from the UE is rerouted to another target AMF either directly over the AMF-to-AMF interface i.e. N14, or via RAN. Currently, the reroute via RAN is only possible during initial registration. Once the UE has registered and established security with the network, only the direct reroute is possible. The reason for this is that the current security mechanisms specified in TS 33.501 rely heavily on the assumption that AMFs can communicate directly. 
The dependency on this assumption goes to the extent that the security specifications prohibit the UE from accepting unprotected messages from the core, once security has been established. Therefore, whilst a registered UE is moving from an area to the other, it is assumed that the target AMF is always able to retrieve the security context from an old AMF that used to serve the UE. In case a reroute via RAN takes place, and the target AMF is unable to retrieve the UE security context, then the target AMF is not able to trigger a new authentication procedure in order to establish a new security context. In fact, the target AMF wouldn't be able to communicate with the UE in the first place since all the unprotected downlink messages will be dismissed by the UE. 
During the work on Release 16, the need to support the indirect reroute procedure for registered UEs has become apparent. The intention is to enable deployment scenarios with stricter slice isolation requirements on the core network, for example where the AMFs are unable to communicate with each other. Both SA2 and SA3 have attempted to address the issue and have engaged in a long LS exchange to capture the requirements and to agree on a solution without success. This was unavoidable. In fact, such new requirements related to slice isolation have never been properly defined. In addition, without a proper WID, SA3 could neither prioritize nor allocate enough time to study the security implications of abandoning the AMF direct communication assumption, such a crucial one during the early design of the security mechanisms in the 5G System.
4
Objective

The aim of this work is to collect the requirements related to the AMF re-allocation procedure and to study the potential enhancements to the security mechanisms in order to fulfil them. More precisely, the objectives are:

1. Collect the requirements related to the AMF re-allocation procedure

2. Study the potential enhancements to the security mechanisms in order to fulfil the requirements for the AMF re-allocation 
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Expected Output and Time scale

	New specifications

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.XXX
	Study on the security of AMF re-allocation
	TSG#90 (December 2020)
	TSG#91 (March 2020)
	Tsiatsis, Vlasios, Ericsson, vlasios.tsiatsis@ericsson.com 


	Impacted existing TS/TR

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Tsiatsis, Vlasios, Ericsson, vlasios.tsiatsis@ericsson.com 
7
Work item leadership

SA3.
8
Aspects that involve other WGs
SA2 for other stage 2 aspects.
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Supporting Individual Members
	Supporting IM name

	Ericsson

	Interdigital

	China Mobile

	Qualcomm Inc.

	Nokia
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	Motorola Mobility


