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3 Justification
[bookmark: OLE_LINK69]3GPP has defined many features relevant to API invocation. For example, services for SBA are defined in clause 7 in 3GPP TS 23.501, NF service consumer may invoke an API provided by NF service provider to initiate specific communication procedure; CAPIF architecture is defined in 3GPP TS 23.222, API invoker may invoke an API provided by API provider (e.g. NEF, CAPIF) to enable 3GPP service to external application function.
Currently, the security aspect on invocation of 3GPP API is only concentrating on the authentication and authorization between NF service consumer (e.g. NF)/API invokers (e.g. AF, AS) and API providers (e.g. NEF, CAPIF, NF) in clause 13 and clause 12 in 3GPP TS 33.501, the authorization granularity is per-NF, but does not consider finer granularity. Thus, the following scenarios are overlooked and necessary to be considered while using the API invocation:
· [bookmark: OLE_LINK67][bookmark: OLE_LINK70][bookmark: OLE_LINK60][bookmark: OLE_LINK53][bookmark: OLE_LINK54][bookmark: OLE_LINK68]An API invoker/consumer (e.g. 3rd party server, 3GPP NF) invokes a 3GPP API published by NFs to process data relating to an identified or identifiable natural person without user consent.
· An unauthorized 3rd party API invoker/consumer (e.g. the unauthorized 3rd party server acts as an AS, and is behind AF) which is invisible for API provider invokes a 3GPP API published by the API provider.
Meanwhile, some of issues relevant to API invocation as described above have been raised already in other groups: 
As stated in LS S6-200947, SA6 is asking SA3 to ensure that user consent is secured before providing the GPSI or any other sensitive information about the UE to an EAS.
As stated in LS S2-2004560, SA2 is asking SA3 to provide feedback on user consent requirements for data analytics.
[bookmark: OLE_LINK73]In order to uniformly address security issues raised by existing and potentially upcoming API invocation architecture, SA3 should take enhancement of authorization of API invocation into account.
4	Objective
The objectives of this study are to identify and evaluate the requirements and solutions to support enhancement of authorization of API invocation.
The detailed objectives are as follows:
· [bookmark: OLE_LINK148][bookmark: _GoBack]Analyze and identify general security oriented principle for user consent.
· [bookmark: OLE_LINK183][bookmark: OLE_LINK186]Investigate potential security threats and requirements for authorization scenarios, including:
· An API invoker/consumer (e.g. 3rd party server, 3GPP NF) invokes a 3GPP API published by NFs to process data relating to an identified or identifiable natural person without user consent.
· An unauthorized 3rd party API invoker/consumer (e.g. the unauthorized 3rd party server acts as an AS, and is behind AF) which is invisible for API provider invokes a 3GPP API published by the API provider.
· Propose the potential solutions resolving the security requirements above.
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
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	33.xxx
	Internal TR
	Rong Wu, Huawei Technologies,   raina.wu@huawei.com
	TSG#90 (DEC 2020)
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Note 1:	Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.
Note 2:	The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}
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6	Work item Rapporteur(s)
[bookmark: OLE_LINK7]He Li, Huawei Technologies,  lihe2@huawei.com
7	Work item leadership
SA3

8	Aspects that involve other WGs
SA2 may evaluate possible new procedure.
SA6 may evaluate possible new procedure.
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