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1	Decision/action requested
It is proposed to approve the Key Issue in TR 33.857.
2	References
[1]	3GPP TR 23.561: " Service requirements for the 5G system."
[2]	S3-201436: “Study on enhanced security support for Non-Public Networks”
3	Rationale
The FS_eNPN-SEC[2] SID includes the following objectives:
"1.	Study potential solutions for Authentication using credentials owned by an entity separate from the SNPN.
2.	Study potential solutions for the secure provisioning of subscription credentials taking into account different deployment scenarios, e.g. depending on who owns the provisioning server. 
3.	Analyse potential security impacts from supporting IMS voice and IMS services in SNPNs. In Rel-16 SNPNs do not support IMS emergency services but for Rel-17 its expected that the enabling of IMS and IMS services for SNPNs is to be studied.
“
The following are the service requirements with respect to the non-public network specified in TS 22.261[1]:
· Based on MNO and NPN policy, the 5G system shall support a mechanism to enable MNO to update the subscription of an authorized UE in order to allow the UE to connect to a desired NPN. This on-demand mechanism should enable means for a user to request on-the-spot network connectivity which is authorized by its MNO.
· Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). The 5G system shall support an on-demand mechanism for a user (human or software) to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.
· The 5G system shall support a secure mechanism for a network operator of an NPN to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.
· The 5G system shall enable an NPN to be able to request a third-party service provider to perform NPN access network authentication of a UE based on non-3GPP identities and credentials supplied by the third party service provider.
· The 5G system shall enable an NPN to support multiple third-party service providers.
· The 5G system shall enable an NPN to be able to request a PLMN to perform NPN access network authentication of a UE based on 3GPP identities and credentials supplied by the PLMN.
”
There are two possible scenarios possible for the highlighted service requirements above.


Figure 1: SNPN + PLMN as a service provider
Scenario 1, as shown in Figure 1: User (UE1), has subscription/credentials with PLMN and can access either the services provided by the PLMN or the local services provided by the SNPN. The standalone non-public network (SNPN) has a service agreement with the PLMN. The agreement between SNPN and PLMN may allow the RAN node in SNPN to optionally broadcast the PLMN identifier in addition to the NPN identifier. When the service provider of the UE1 is a PLMN, the UE subscription data and credentials are stored at the UDM/AUSF of the PLMN.



Figure 2: SNPN + non-PLMN as a service provider
Scenario 2, as shown in Figure 2: User (UE1), has subscription/credentials with a third-party service provider and can access the services provided by the third-party service provider. The standalone non-public network (SNPN) has a service agreement with the third-party service provider. The agreement between SNPN and the third-party service provider may allow the RAN node in SNPN to optionally broadcast the service provider identifier in addition to the NPN identifier. When the service provider of the UE is a third-party entity, the UE subscription data and credentials are maintained by the third-party entity.
This contribution provides a key issue to fulfill the security requirements for highlighted service requirements and scenarios described above.
 

4	Detailed proposal
****START OF CHANGES ***
[bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]5.X	Authentication using credentials owned by an entity separate from the SNPN 
5.X.1	Key Issue Details
Key issue details on two possible scenarios possible for Authentication using credentials owned by an entity separate from the SNPN


Figure 5.X.1-1: SNPN + PLMN as a service provider
Scenario 1, as shown in Figure 5.X.1-1: User (UE1), has subscription/credentials with PLMN and can access either the services provided by the PLMN or the local services provided by the SNPN. The standalone non-public network (SNPN) has a service agreement with the PLMN. The agreement between SNPN and PLMN may allow the RAN node in SNPN to optionally broadcast the PLMN identifier in addition to the NPN identifier. When the service provider of the UE1 is a PLMN, the UE subscription data and 3GPP or non-3GPP credentials are stored at the UDM/AUSF of the PLMN.
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Figure 5.X.1-2: SNPN + non-PLMN as a service provider
Scenario 2, as shown in Figure 5.X.1-2: User (UE1), has subscription/credentials with third-party service providers and can access the services provided by the third-party service provider. The standalone non-public network (SNPN) has a service agreement with the third-party service provider. The agreement between SNPN and a third-party service provider may allow the RAN node in SNPN to optionally broadcast the service provider identifier in addition to the NPN identifier. When the service provider of the UE is a third-party entity, the UE subscription data and non-3GPP credentials are maintained by the third-party entity.

5.X.2	Security Threats
· The SNPN and Service Provider (PLMN or Third-party) should provide mutual authentication mechanism to ensure that the network services are provided only to the UEs with a valid subscription. Compromise of the security credential at the UE or any network entity can lead to compromise of all other networks, which shares the same credential.
· Access of UEs to SNPN unauthorized by the service provider.   

5.X.3	Potential Security Requirements
The 5G system should support non-3GPP subscription credentials for the SNPN network access authentication and authorization that are owned by the entity(service provider) separate from the SNPN. 
****END OF CHANGES ***
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