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1
Decision/action requested

This contribution is proposed to analyse the scenario of KAF update issues in AKMA. SA3 is kindly requested to endorse the proposals in this contribution for solving the stated issues.
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Rationale

In TS33.535 [1], an AKMA Application Key is established based on the current AKMA Anchor Key KAKMA: KAF=KDF (KAKMA, AF_ID). When the AF is not changed, if it wants to update the KAF, the KAKMA needs to be refreshed.

When the lifetime of the KAF expires, the KAF needs to be updated. There are three scenarios. 

Scenario 1: AF can find the KAF according to A-KID, and the lifetime of the KAF is expired.
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Prerequisites: UE and AAnF store KAKMA0 and A-KID0, while AF stores KAF0, lifetime0 and A-KID0.

UE sends the Application Session Establishment request message to the AF with A-KID0. The AF finds the lifetime of the KAF relate to the A-KID0 expired. If the AF try to obtain a new KAF from the AAnF, as the KAKMA and the AF ID are not changed, the AF can only obtain the same KAF0 and cannot update the KAF. The AF may reject the Application Session Establishment request due to the invalid KAF0. Hence, the UE needs to wait for or initiate a new Primary Authentication to refresh the KAKMA and KAF. Waiting for a new Primary Authentication will result in bad quality of experience.
Observation 1: If the AF rejects a service request from a UE with a failure cause value, the UE shall initiate the primary authentication procedure.

Scenario 2: AF cannot find the KAF according to A-KID.
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Prerequisite: After the primary authentication is initiated, the UE and AAnF store KAKMA1 and A-KID1, while the AF stores KAF0, lifetime0 and A-KID0.

The UE derives KAF1 according to KAKMA1. The UE initiates a service request to the AF with A-KID1. If the AF finds no security context in the AF according to A-KID1, it will obtain the new KAF1 from AAnF. This is a normal process and there is no abnormality.

Scenario 3: Primary authentication during the AKMA service request
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Prerequisites: UE and AAnF store KAKMA0 and A-KID0, while AF stores KAF0, lifetime0 and A-KID0.

UE sends the Application Session Establishment request message to the AF with A-KID0. The AF finds the KAF relate to the A-KID0 is valid. The AF can continue the service establishment.

However, if the primary authentication is executed when UE sends the Application Session Establishment request message to the AF with A-KID0. The AF finds the lifetime0 of the KAF 0 is expired. If the AF try to obtain the new KAF from the AAnF, it will failed because of the invalid A-KID0. The AF must reject the service request to UE with a failure code.Then the UE may re-initiate service request with A-KID1 after Primary Authentication is finished. In this scenario, if the AF try to trigger off a primary authentication to refresh the key, it is redundant because UE already have one. It is better for AF to wait for UE initiate a new service request with new A-KID.
Observation 2: When UE has a Primary Authentication during Application Session Establishment request and the AF finds the lifetime of KAF expired. It is better for AF to wait for UE initiate a new service request with new A-KID.
Summary:

	
	Gets a new KAF from AAnF
	Directly responses UE with a failure code

	Scenario 1
	AF gets a same KAF from AAnF and the KAF cannot update.
	UE shall indicate network initialing a primary authentication procedure.

	Scenario 2
	No problem
	No problem

	Scenario 3
	It is a redundant procedure because the AAnF has no security context of A-KID
	UE may re-initiate service request with new A-KID


Proposal: When the AF find the lifetime of KAF expired, the UE may indicate network initialing a primary authentication procedure according to the local policy.
4
Detailed proposal

Proposal: When the AF find the lifetime of KAF expired, the UE may indicate network to initiate a primary authentication procedure according to the local policy. SA3 is kindly requested to agree the CR S3-201683.
