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1
Decision/action requested

It is proposed to add a key issue on the 5G ProSe study
2
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3GPP TR 33.847: " Study on Security Aspects of Enhancement for Proximity Based Services in 5GS".
3
Rationale

SA WG2 has made a lot of progree on 5G ProSe architecture. As a part of their work, UE-to-UE Relay as one of their key issues has been being studied in TR 23.752 [1]. Thus it is necessary for SA WG3 to look at the security aspect for UE-to-UE Relay. 

This contribution proposes to add a new key issue to study about the end to end security for UE-to-UE relay. 
4
Detailed proposal





It is proposed to agree on the new key issue below and include it in the new 5G ProSe TR [2].
*************************************** Start of Changes *******************************************
5
Key issues
5.X
Key Issue #X: End to End security protection for UE-to-UE Relay
5.X.1
Key Issue details

In TR 23.752 [1], KI#4 is looking at the support of UE-to-UE Relay over PC5, and there are several candidate solutions captured to address the issue. With those solutions, UE-to-UE Relay can be performed either at Layer-2 or at Layer-3. While the security association is established directly between the source UE and the target UE via the relay UE in Layer-2 UE-to-UE Relay architecture, the security associations are established between the source UE and the relay UE, and the relay UE and the target UE respectively in Layer-3 UE-to-UE Relay mechanisms so the relay UE has to decrypt the traffic from one UE and re-encrypt it before forwarding, which means the relay UE has a chance to access the unprotected message during the communication. This will end up leaving an opportunity for the relay UE to misuse the traffic.
The solution#10 in TR 23.752[1] proposing Layer-3 based architecture assumes that IPSec can be used if end-to-end security protection is required between the source UE and the target UE. However, in order to use IPSec protocol for end-to-end security, it is necessary to define a mechanism how to distribute a credential that is used to authenticate each end UEs (excluding the relay UE) and agree on the security keys. It is also necessary to define a mechanism when and how to enable the IPSec protocol.
Hence it needs to be studied how to provide end-to-end security for Layer-3 UE-to-UE relay, and especially if IPSec is adopted, how to manage the keys and procedures.
5.X.2
Security threats
A malicious application running on the Relay UE that has all the credentials for establishing unicast link with the source UE as well as the target UE can conduct MITM attack if only hop-by-hop security is applied.
MITM attack is also possible even if IPSec protocol is additionlally used unless there is a mechanism to provide a credential, which is used to create IPSec tunnel, to the end UEs only.
5.X.3
Potential security requirements
The 5G System shall provide means to support end-to-end security for the traffic between source UE and target UE when using Layer-3 UE-to-UE Relay.
