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Decision/action requested

It is proposed to discuss this document and capture the discussion in the TR.
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Rationale

The European General Data Protection Regulation (GDPR) can be considered one of, if not the strongest privacy regulations currently in force. This is evident as other countries (such as India) are using it as a template to update their own privacy regulations. It defines that consent must be freely given, specific, informed, and unambiguous. It also means that, for users in the European Union, if consent is chosen as the legal basis for processing, users have to agree actively through an affirmative action (opt in). 
Other legislations such as Brazil’s Lei Geral de Proteção de Dados Pessoais (LGPD) from August 2020 and the upcoming Indian privacy law both use similar guidelines for obtaining consent.

Jurisdictions such as California and their Consumer Privacy Act (CCPA), while not having limitations on the initial collection of personal data, do have updated consent controls regarding the selling and onward transfer of personal data.
OBSERVATION 1 – There could be different views around the world how user consent should be handled as there are different laws and principles around privacy in the different countries/regions. 
Under the GDPR, while most of the interest revolves around the legal basis of consent for processing personal data, it forms only one of six legal bases. The other five (contract, legal obligations, vital interests of the data subject, public interest, and legitimate interest) are all used to varying degrees of popularity, with legitimate interest being perhaps the most flexible and a suitable alternative where consent cannot be used. 

OBSERVATION 2 – There could be other legal bases for processing personal data than consent.
Consent can be obtained through a variety of methods and techniques, as long as the action is an affirmative one by the data subject and matches the GDPR requirements of being freely given, specific, informed, and unambiguous. This can be from ticking a box on a website to writing a letter confirming everything. 

OBSERVATION 3 – How consent can be given depends on the concrete use case and also on the laws in the country where the use case is implemented. 
4
Detailed proposal

*** START OF CHANGES ***
Annex X (Informative):
Observations related to regulations
NOTE: 
There are many regional privacy regulations. In this clause specific ones like GDPR are considered for guidance only.

The European General Data Protection Regulation (GDPR) can be considered one of leading privacy regulations as other countries (such as India) are using it as a blueprint to update their own privacy regulations. It defines that consent must be freely given, specific, informed, and unambiguous. It also means that, for users in the European Union, if consent is chosen as the legal basis for processing, users have to agree actively through an affirmative action (opt in). Other legislations such as Brazil’s Lei Geral de Proteção de Dados Pessoais (LGPD) from August 2020 and the upcoming Indian privacy law both use similar guidelines for obtaining consent. Jurisdictions such as California and their Consumer Privacy Act (CCPA), while not having limitations on the initial collection of personal data, do have updated consent controls regarding the selling and onward transfer of personal data. Thus, there could be different views around the world how user consent should be handled as there are different laws and principles around privacy in the different countries/regions.

Under the GDPR, while most of the interest revolves around the legal basis of consent for processing personal data, it forms only one of six legal bases. The other five (contract, legal obligations, vital interests of the data subject, public interest, and legitimate interest) are all used as well.. Thus, there could be other legal bases for processing personal data than consent.

Consent can be obtained through a variety of methods and techniques, as long as the action is an affirmative one by the data subject and matches the GDPR requirements of being freely given, specific, informed, and unambiguous. This can be from ticking a box on a website to writing a letter confirming everything. Thus, how consent can be given depends on the concrete use case and also on the laws of the jurisdictions which govern the use case. 
*** END OF CHANGES ***

