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1
Decision/action requested

This paper proposes a new solution for network access authentication with credentials owned by an entity separate from the SNPN.
2
References

[1]
TR 33.857 
Study on enhanced security support for Non-Public Networks (NPN)
3
Rationale

In TR 33.857, the Key Issue #1 “Credentials owned by an external entity” describes the potential security requirement that “the UE and SNPN shall support network access authentication procedure with credentials owned by an entity separate from the SNPN”.
It is proposed in the solution below that the changes to the system are kept to a minimum and the normal procedures are carried out as much as possible.

4
Detailed proposal

Begin of Changes

6.Y
Solution #Y: Network access authentication with credentials owned by an entity separate from the SNPN
6.Y.1
Introduction

This solution addresses Key Issue #1 “Credentials owned by an external entity”. 

The AUSF is taking the role of a AAA proxy towards the the AAA server of the service provider holding the credentials. It is assumed that the SNPN and the service provider have a SLA in place with respective security for the secure transport of messages between the two entities, e.g. TLS or IPSec. The AAA server is 5GS aware and can derive a KAUSF.
The assumption here is that the UDM grants a certain number of default profiles for the service provider and the service provider is on the other hand configured with the routing ID for the particular UDM holding those subscritpions. 

The NAI of the UE at the service provider with username@realm is then used in the SNPN as SUPI. 

6.Y.2
Solution details




Figure 6.Y.2: Network access authentication with credentials owned by an entity separate from the SNPN

1.
The UE sends a Registration Request with the NAI (pseudonym@realm or username@realm) of the Service Provider as UE identity to the AMF. The username of the NAI maybe set to anonymous if the EAP method of the Service Provider supports privacy, or to a pre-configured pseudonym or the subscription identifier of the Service Provider. 

2.
The AMF detects based on the realm of the NAI that the Registration Request is not from a subscriber of the SNPN but from a Service Provider. The AMF authorizes the request by verifying the realm of the NAI and whether the SNPN has an active agreement with this Service Provider. The AMF forwards the request to the AUSF which may be preconfigured for handling requests towards external Service Providers. 

3.
The AUSF may perform authorization of the registration request by verifying the realm of the NAI and whether the SNPN has an active agreement with this Service Provider. The AUSF identifies the Service Provider and takes the role of an AAA-Proxy, sending a related AAA message to the corresponding AAA-Server. 

4.
The AAA-Server verifies the authentication request based on the username. If the AAA-Server supports privacy, then the related EAP message e.g. in tunnel mode, will receive the real identity protected in the first exchange with the UE during authentication. The AAA-Server selects the subscriber profile based on the username and performs an EAP based authentication with the UE, using the pre-shared credentials in the UE and the subscriber profile in the AAA-Server. 

5.
After successful authentication, the AAA-Server derives EMSK and further using the most significant 256 bits of EMSK as the KAUSF.

The UE derives the same keys accordingly.
The AAA-Server may select the stored Routing ID (preconfigured in step 0) for the SNPN as well as the validity time for one authentication period, i.e. after which the AMF should trigger a re-authentication request. 

6.
The AAA-Server sends the result of the authentication back in an authentication response to the AUSF and may include the KAUSF, validity time, Routing ID, result of the authenticaiton and the NAI of the UE with the real username of the subscription profile in the AAA-Server of the UE, which is used further as the SUPI in the SNPN.

7.
The AUSF verifies the response and selects the UDM e.g. based on pre-configuration or based on the Routing ID. The AUSF sends to the UDM the NAI of the UE and the result of the authentication, similar to clause 6.1.4.1a of TS 33.501. 




The AUSF derives the KSEAF from the KAUSF according to 3GPP TS 33.501.

8.
The AUSF sends an authentication response to the AMF/SEAF including the authentication result from the Service Provider and the KSEAF, the NAI of the UE to be used as SUPI, the validity time, i.e. time until the next re-authentication. 


9.
The AMF/SEAF may perform from now on the normal procedures like for a normal 5G subscriber, e.g. NAS SMC, AS SMC etc. and sets up the security for the NAS protocol and the radio interface. For KAMF derivation the NAI of the UE is used as specified in TS 33.501. 

Editor’s Note: The architectural relation between AUSF and AAA including the derivation of keys is FFS.
6.Y.3
System impact

Editor’s Note: Each solution should clearly list which entities need new functionality and what functionality they need for the provided solution to work.
6.Y.4
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

End of Changes
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