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1
Decision/action requested

This contribution proposes an alternate simple solution for protection of Resumecause to be captured in TR 33.809.
2
Rationale
For the initiated Resume request, the UE receives any one of the following response from the gNB: 
· RRCRelease (SRB1), 
· RRCResume (SRB1), 
· RRC Setup (SRB0) and 
· RRCReject (SRB0). 

The gNB usually sends the RRC Setup messages, if the ShortMAC-I fails. Making the gNB to send an unexpected response to the UE is the intension of the attacker, then by making the ShortMAC-I verification fail (by tampering the request message) the attacker mounts the attack successfully. So, there is no benefit in protecting the entire Resume request message.  

Nonetheless, there is some benefit, if the UE identifies the Resumecause is manipulated and the response is not intended for the requested Resumecause. This can be achieved by echoing back the received Resumecause in the response message by the gNB, the UE can determine whether it is modified or not. 
The response message RRCRelease and RRCResume are protected, therefore inclusion of the received Resumecause is straightforward. Inclusion of the received Resumecause in the RRC Setup can be optional, as the UE anyways going to perform RRC Setup procedure therefore it does not have any impact. It becomes difficult to mount the attack, if the received Resumecause is echoed back in the Reject message, as it is very difficult for an attacker to modify the Resumecause in both request and response. If the UE determines there is manipulation of the Resumecause then the UE take appropriate action, by re-establishing the RRC connection.

If either the UE or the target gNB is Rel-15 or Rel-16 compliance, then only security level provided by Rel-15/16 is achieved.
The proposed solution is based on NAS SMC procedure (TS 33.501), which is used to verify whether the security capabilities are modified in between the UE and the AMF, when NAS context is not available:

	6.7.2
NAS security mode command procedure

---snip---

2a. The UE shall verify the NAS Security Mode Command message. This includes checking that the UE security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the ngKSI.  

---snip---


Similar solution is proposed by companies directly to CT1#125-e (C1-205054), for identification of the fake base station, where the UE is to verify, the CAG ID(s) received by the AMF is same as the CAG ID(s) broadcasted by the current camped CAG cell.  

	Solution 1.2 (To Solve Issue 1):

When the AMF receives a registration request from a UE and the broadcasted CAG ID ( received from NG-RAN) is not in the CAG information list stored in the AMF and the AMF wants to reject the registration request, AMF shall include the broadcasted CAG ID(s) (received from NG-RAN) list to the UE. UE can compare the broadcasted CAG ID(s) received from the AMF and the broadcasted CAG ID(s) broadcasted by the current camped CAG cell. If they are different, UE can definitely know that there is a fake base station in between. 


Therefore, the proposed solution to be agreed for identification of manipulation of Resumecause, between the UE and the genuine gNB, as the alternate solutions (#13 and #17) which modifies the MAC-I calculation introduce backward compatibility issue and not a complete solution.
3
Proposed pCR
********************Start of Changes***************************

6.x
Solution #x: Protection of resumecause in the RRCResumeRequest 

6.x.1
Introduction
This solution addresses the following key issues:

-
Key issue #1: The 5G system shall have support for protection against tampering of RRCResumeRequest message.

The solution provides a mechanism to identify the manipulation of the resumecause field in the RRCResumeRequest message, if the network echo the received resumecause in the response message.

6.x.2
Solution details

To protect against tampering of Resumecause, the gNB echo back in the response message, the “resumecause” received in the request message from the UE. 

There are four possible response messages from the gNB on receiving a Resume request message from the UE: RRCRelease, RRCResume, RRC Setup and RRCReject. 

As the RRCRelease and RRCResume response from the network are protected (SRB1), it is not possible of the attacker to successfully manipulate these response messages as like in the request message. 

For the case of RRC Setup response message, it does not have impact as the UE anyways moves to connected state. 

By echoing back the received Resumecause in the Reject message, it becomes difficult to mount the attack as it is very difficult for an attacker to modify the Resumecause in both request and response messages. 

When the UE identifies that the resumecause sent in the RRC resume request message and the resumecause received in the response messages are different, then the UE suspects the vulnerability in the air interface and take appropriate action, like re-establishing the RRC connection.  

If either the UE or the target gNB is Rel-15/16 compliance, then only security level provided by Rel-15/16 is achieved.
6.x.3
Evaluation
This solution addresses the Key issue #1: The 5G system shall have support for protection against tampering of RRCResumeRequest message. By echoing back the resumecause by the network, the UE can identify whether any manipulation performed in the RRCResumeRequest message and take appropriate actions. 
*********************End of Changes**************************

