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1	Decision/action requested
This discussion paper identifies the need to develop a unified solution to the key issue#2.1 and key issue #4.1, and is kindly asked to be endorsed by SA3.
2	Reference
[1] TR 33.846 v 0.7.0, Study on authentication enhancements in 5G System.
3	Rationale
Althogh the key issue#2.1 and key issue #4.1 are independent issue, the best way to address them is to develop a unified solution for the following reasons.

(1) Both Attacks based on the same captured message (RAND, AUTN)

The linkability attacks in the key issue#2.1 are launched by replaying the captured valid (RAND, AUTN) to the victim UE. The attacker can determine that the victim UE is in the vincity if the Synchronziation Fail message is received. 

The SQN leakage attacks in the key issue#4.1 are lauched by replaying the captured valid (RAND, AUTN) to the victim UE two times. If the victim is in the vicinity, the attacker can get two Synchronziation Fail messages. Then attacker could deduce some bits of SQN based on these two messages.

(2) Possibilty to address  both key issues with a unified solution

It is simple and straightfoward that the both key issues can be addressed if the confidentiality and inetgrity of the Synchronziation Failure message and MAC Failure message are protected. 

(3) Backward compatiblity regarding the USIM

Currently most solutions for the key issue#4,1 (e.g. solution 4.1 and 4.2) require a change to the USIM. This forces the users to replace their USIM cards with new ones. These solutions are not prefered by MNOs as they will impose a heavy overhead to the MNOs and its customers. 

In contrast, most solutions for the key issue# 2.1 ( e.g. solution 2.1 and 2.2) does not need to a change to the USIM, and can address the key issues# 2.1 and key issues#4.1 at the same time. 
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Endorsement: SA3 should develop a unified solution to address the key issue#2.1 and key issue #4.1without the impact on the USIM.


