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1
Decision/action requested

It is proposed to add this solution to TR 33.857 [1]
2
References

 [1]
3GPP TS 33.857 Study on enhanced security support for Non-Public Networks
[2]
3
Rationale

During SA3#100-e a new key issue was agreed on credentials owned by a separate entity. The proposed solution describes how primary authentication can be performed with a third party deploying a AAA server using EAP-TTLS.
4
Detailed proposal

*****FIRST CHANGE****
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6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	
	Key Issues

	Solutions
	1
	2
	3

	1
	
	
	

	2
	
	
	

	Z
	X
	
	


*****NEXT CHANGE****
6.Z
Solution #Y: Primary authentication between an SNPN and third-party AAA server using EAP-TTLS

6.Z.1
Introduction

This solution address Key Issue #1 Credentials owned by an external entity, in particular, the case where the separate entity is deployed as a AAA server. It is assumed that the AAA server is some existing solution. Hence, no updates to the AAA server can be made. 

6.Z.2
Solution Details  

This solution relies on the decision in Annex I of TS 33.501[2] that any key generating EAP-method can be used for primary authentication to SNPN. In this case EAP-TTLS is used. 

In this setting, a TLS tunnel is established between the UE and AUSF, based on the AUSF server certificate only. Through the established tunnel, any legacy authentication protocol can be run towards the AAA, for example other EAP methods. In this case, the KAUSF is derived by the AUSF from the EMSK established in the first (outer) authentication. This would not impact the key hierarchy. However, this would mean that the KAUSF is based solely on the AUSF credentials, not on the UE credentials or the output keys from the UE authentication. 

Also, for this to work, the UE would need to be provisioned with the root of trust to enable verification of the AUSF certificate. The root of trust for the SNPN could potentially be provided during the onboarding procedure (studied in KI#4 of TR 23.700-7 [3]) or installed during manufacturing.
6.Z.2.1
Procedure
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Figure: 6.Y.2-1: Primary authentication with external domain

0.
The UE is configured with credentials from the CdP e.g. SUPI containing a network-specific identifier, and credentials for any key-generating EAP-method.
The UE and TTLS server (AUSF) may have a one-way security relationship based on the TTLS server's (AUSF) possession of a private key guaranteed by a CA certificate which the user trusts or may have a mutual security relationship based on certificates for both parties.
1.
The UE selects the SNPN and initiates UE registration in the SNPN. The UE creates a SUCI/SUPI based on the CdP-UE ID provided by the CdP and provisioned in the UE.
NOTE 1:
It is assumed that the SUPI is on NAI format and includes also the CdP ID in the domain part of the NAI, e.g. UEID@CdPID. 


For construction of the SUCI, existing methods in TS 33.501 [2] can be used.  If the public key of the SNPN is not provisioned in the UE, null scheme can be used with anonymised SUPI as described in Annex B of TS 33.501 [2]. 

2.
The AMF within the SNPN initiates primary authentication for the UE using a Nausf_UEAuthentication_Authenticate service operation with the AUSF as currently specified in TS 33.501 [2]. The AMF selects an AUSF based on the SUCI presented by the UE as specified in TS 23.501 [XX].

3.
The AUSF checks with UDM within the SNPN for the authentication method to be executed for the UE using a Nudm_UEAuthentication_Get service operation as currently specified in TS 33.501 [2]. The AUSF selects a UDM also using the SUCI provided by the AMF as specified in TS 23.501 [XX]. 
4. 
The UDM resolves the SUCI to the SUPI before checking the authentication method applicable for the UE. The UDM can obtain the common subscription data or individual subscription data based on the SUPI. 

The UDM determines that primary authentication is to be performed using EAP-TTLS based on subscription data or by interpreting the realm part of the NAI. 
5.
The UDM provides the AUSF with the UE SUPI and the applicable authentication method for the UE. In this case, the UDM indicates to the AUSF to run primary authentication using EAP-TTLS. The UDM provides the AUSF also with the address of the CdP if required. CdP UE ID is also provided if available in the subscription data.
6.
Based on the indication from the UDM, the AUSF runs EAP-TTLS phase 1 towards the UE as specified in RFC 5281 [YY]. 
7.
The UE runs EAP-TTLS phase 2 towards the CdP (AAA) as specified in RFC 5281 [YY]. 

8.
After successful authentication, an EMSK is established from the authentication in step 6. The AUSF derives the KAUSF from the EMSK as described in 33.501 [2] (using the 256 msb of the EMSK as KAUSF). The AUSF also derives KSEAF from the KAUSF as defined in Annex A.6 of 33.501 [2]. 
9-10. As described in steps 20, 21 of Annex B in TS 33.501, [2].


6.Y.3
System impact

UE

UE needs to be provisioned with the CA certificate used for signing the AUSF certificate. 

UE needs to support EAP-TTLS.

AMF

None

UDM


UDM needs to be able to determine that EAP-TTLS shall be run.  

AUSF

AUSF needs to support EAP-TTLS 

AAA-S

None

6.Y.4
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

The solution fulfils the potential security requirements of KI#1 and shows how a key-generating EAP method can be used as primary authentication with a separate entity.
Key hierarchy is not impacted. 

****END OF CHANGES****
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