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1	Decision/action requested
It is proposed to approve the minor updates to key issue 3  in TR 33.839.
2	References
N/A
3	Rationale
Fixed interface end points in key issue 6.
 4	Detailed proposal
****START OF CHANGES ***
[bookmark: _Toc49174564][bookmark: _Toc8427006][bookmark: _Toc49174605]5.3	Key issue #3: Authentication and Authorization between EES and ECS
[bookmark: _Toc49174565]5.3.1	Key Issue Details
As per 23.558[2], the EDGE-6 reference point enables interactions between the Edge Configuration Server (ECS) and the Edge Enabler Server. EDGE-6 supported the registration and registration updates, deregistration, of Edge Enabler Server information to the Edge Enabler Network Configuration Server. The Edge Enabler Server Registration procedure allows an Edge Enabler Server to provide information to an Edge Configuration Server to request the use of its edge configuration capabilities. The Edge Enabler Server registration update procedure allows an Edge Enabler Server to update the Edge Configuration Server if there is a change in the information at the Edge Enabler Server. The Edge Enabler Server uses the Edge Enabler Server deregistration procedure to remove its information from the Edge Configuration Server. As per 23.558[XX2], The Edge Configuration Server(ECS) can be deployed in the MNO domain or can be deployed in 3rd party domain by the service provider in which one Edge Enabling Client may communicate with one or more Edge Configuration Server(ECS)(s) concurrently. One Edge Enabling Server may concurrently connect to one or more Edge Configuration Server with a separate EDGE-6 reference point interface. The Edge enabling server that is configured with multiple Edge Configuration Server (ECS) endpoint addresses (es) may perform the service registration, updates, or deregistration procedures per the Edge Configuration Server(ECS) of each Edge Configuration Server(ECS) multiple times. In this context, the Security Context of each of EDGE-6 interfaces needs to be separate from each other as the trust domain may be different.
[bookmark: _Toc49174566]5.3.2	Security Threats
Without Authentication authentication or authorization, the Malicious Edge Enabling server may be able to register with the Edge configuration server, further exposing its services to UE's Edge, enabling clients and applications running on UE.
Registration updates without any confidentiality or integrity may be able to help a Man In the middle actor impersonating the Edge configuration server to Edge Enabling server exposing and possibly altering the registration updates with falsified Edge Enabling Server profile to Edge configuration server. Also, this attack leads to exposing the topology details, server information within the PLMN domain. Malicious actors can use this exposed information for the benefit of PLMN's or Edge Computing Service provider's competitors.
[bookmark: _Toc49174567]5.3.3	Potential Security Requirements
The Edge Configuration Server and the Edge Enabling Server shall perform mutual authentication, to register and update the server profile information.
The Edge Configuration Server shall be able to authorize the Edge Enabling Server to register and update the server profile information.
***NEXT CHANGES***
[bookmark: _Toc49174568]5.6	Key issue #6: Transport security for the EDGE-1-9 interfaces 
[bookmark: _Toc49174569]5.6.1	Key issue details 
TS 23.558 [2], clause 6.2 describes a new architecture for enabling edge applications, i.e.


New interfaces (i.e. EDGE-1-9) were introduced in the architecture for enabling Edge Applications. This key issues studies the related transport security, i.e. confidentiality, integrity and replay-protection.
· Type A (Between UE and Edge servers):
· EDGE-1: between EEC and EES
· EDGE-4: between EEC and ECAS
· EDGE-5: between EEC and Application Client(s)
NOTE:	Details of the EDGE-5 is out of scope of this release of this specification, according to TS 23.558[2xx]
· Type B (Between 3GPP core and Edge servers):
· EDGE-2: between 3GPP Core network and EES
· EDGE-7: between 3GPP Core network and EASC
· EDGE-8: between 3GPP Core network and ECSA
· Type C (Between Edge servers):
· EDGE-3: between EAS and EES
· EDGE-6: between EES and ECS
· EDGE-9: between EES(s)
[bookmark: _Toc49174570]5.6.2	Threats
Without confidentiality, integrity and replay protection, an attacker may eavesdrop or manipulate or replay the communication or initiate the MITM attacks on the interface.
[bookmark: _Toc49174571]5.6.3	Potential security requirements 
Confidentiality protection, integrity protection and replay-protection shall be supported on the EDGE-1-4, and EDGE 6-9 interfaces.
***END OF CHANGES***
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