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1	Decision/action requested
This paper discusses the solution 22 in TR 23.748 and proposes an LS reply
2	References
[1]	TR 23.748: Study on the enhancement of support for Edge Computing in 5G Core network (5GC) 
[2]	S2-2006033:  LS on checking security issue for Solution 22 in TR 23.748
[3]	IETF RFC 7858: "Specification for DNS over Transport Layer Security (TLS)."
[4]	IETF RFC 8484: "DNS Queries over HTTPS (DoH)".
3	Rationale

SA2 has progressed the study on Study on Edge Computing (TR 23.748). Solution #22 in TR 23.748 is under discussion in SA2 for the conclusion on DNS based EAS discovery. To finalize the work, SA2 has sent an LS to SA3 (S2-2006033)[2], asking for feedback on the following questions. LS asks the following questions:
"Solution #22 in TR 23.748 is under discussion in SA2 for the conclusion on DNS based EAS discovery for session breakout scenario (part of KI#1) for Rel-17 Study Item FS_enh_EC. During the discussion, it was controversial on whether there is security issue on solution #22.
SA2 would like to check with SA3 whether there is severe security issue for solution #22 of TR 23.748."
SA2 solution ## in TR 23.748 is shown is the figure below for DNS-based EAS discovery. Solution considers three options for DNS based EAS discovery as below.
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Figure 6.22.1.4-1: Options for the EAS discovery using LDNSR for PDU session breakout
DNS resolution with pre-established UL CL/BP/L-PSA option: In this option, 5G core functions (PCF, UDR) can be configured by AF traffic influence routing with the list of DNAIs and IP addresses where the edge application servers are deployed and the traffic filters corresponding to the service including DNS messages to be steered. The UE may be configured with DNS resolver IP address per UE interface(e.g., per (DNN, S-NSSAI) using PCO, or use application-specific DNS configurations (DoH, VPN). 
DNS resolution before and after Dynamic UL CL/L-PSA insertion: In this option, The LDNSR is configured as a DNS server to the UE during PDU session establishment by SMF via PCO. LDNSR has visibility of the DNS parameters. In case DoT [3], DoH [4], or DNS over DTLS[5] is used, LDNSR terminates the DNS security.LDNSR does not apply in case the security (e.g., for DoT) of the interaction between the UE and its DNS server shall be terminated in a 3rd party (corporate) domain. The following options are considered in this case as below,
Option 1: The ECS option (IP address corresponding to DNAI available to UE's location). LDNSR receives a UL DNS query, inserts an ECS option, which includes an IP address/prefix obtained from SMF, into the DNS query, and sends to C-DNS.
Option 2a: LDNSR receives UL DNS query, and it forwards the UL DNS Query to an L-DNS
Option 2b: LDNSR receives the UL DNS query that determines the L-DNS address but cannot send traffic to the L-DNS directly.
For Option 1 and 2a, 2b, the E2E security is established using security solutions like DoT, DOH, and DTLS as described above, and LDNSR is a termination point. SMF inserted UL CL rules after resolvers receive the DNS response. As the DNS traffic is encrypted between UE and LDSNR, we don't see any issue with options 1, 2a, 2b.
Observation 1: For DNS resolution with Pre-established or before and after dynamic UL CL insertion, there is no security issue as DNS encrypted traffic terminates in LDSNR. 
The above two options apply before dynamic UL CL/BP/L-PSA insertion. Option 3 below works after dynamic UL CL/BP/L-PSA is inserted.
Options 3a and "pre-established" case: Based on the uplink forwarding rules, the UL CL route the DNS query to local PSA or PSA, and then forwards to Local DN. All application traffic, including Do53, DoT, and DoH requests, are steered using this mechanism. 
      Option 3b: 
a. The local DNS resolver modifies the packet's destination IP address (corresponding to a default DNS server) to that of the L-DNS and stores the original IP address (Default-DNS-IP) and the packet's source IP address (corresponding to UE's IP address) to its own (i.e., the local DNS resolver's) IP address and stores the source IP address (UE-IP) for later processing.
For options 3a, 3b, encrypted DNS solutions like DoT, DOH, or DTLS is not feasible as UL CL needs to process the packet to forward to either Local PSA or PSA for DNS resolution. However, even though Option 3a, 3b is not compatible with encryption, but it may be possible to use this option without encryption in a controlled and trusted environment, and it should be left to operators to decide whether to enforce the use of DNS encryption or whether to take the informed risk of disabling it.
Observation 2: For options 3a, 3b, encrypted DNS traffic is not an option; in that case, using this option without encryption should be left to the operator to decide.
 

4	Detailed proposal
From the above analysis, we would like to send the reply to LS as in S3-202524 to SA2, indicating that there is no security issue for DNS resolution options in solution #22. 
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