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1	Decision/action requested
It is proposed to approve the updates to Solution 3 in TR 33.839.
2	References
N/A
3	Rationale
 4	Detailed proposal
****START OF CHANGES ***
[bookmark: _Toc49174564][bookmark: _Toc8427006][bookmark: _Toc49174605]6.3	Solution #3: Authentication/Authorization framework for Edge Enabler Client and Servers
[bookmark: _Toc8427007][bookmark: _Toc49174606]6.3.1	Introduction
This solution addresses the security requirement for the Authentication and Authorization of EEC in key issue #1 and key issue #2, Key issue #6(for EDGE-1, EDGE-4 interfaces).
[bookmark: _Toc8427008]The Edge Configuration Server (ECS) act as the token server for issuance and validation of access tokens to the UE and also to the EES/EAS. Access tokens are issued to EEC for the Edge Computing service, after verification of the UE authenticity using AKMA service. AKMA service is used as to use the network access credentials for the UE’s authentication. Access token is used for authorization of the UE to access/obtain the Edge Computing service.   
[bookmark: _Toc49174607]6.3.2	Solution details




Figure 6.3.2-1: Authentication/Authorization framework for Edge Enabler Client and Servers
Step 1: The UE performs the procedures as defined in TS 23.502 [5] to get the 5GC network access. 
Step 1A: At the end of the network access authentication procedure (Primary authentication and key agreement [TS 33.501, clause 6.1]), the UE and the AUSF are in possession of the key KAUSF.
Step 2A: The UE derives the AKMA key as specified in TS 33.535 [6] and the further keys for Edge Computing service.
	KECS = KDF{KAKMA, ECS IP Address, AKMA Key ID} 
Editor’s Note: Derivation of KECS needs to be revisited to be in-line with AKMA KAF derivation.
Step 2B: Optionally the EEC establish a TLS session with the ECS, to secure the communication. TLS shall be used to provide integrity protection, replay protection and confidentiality protection for EDGE-4 interface
[bookmark: _GoBack]Step 2C-2J: Then, the UE initiates the service provisioning procedure with the ECS (as specified in clause 8.3 in TS 23.558 [2]). ECS is Application Function (AF) for the AAnF [TS 33.535]. The UE includes the AKMA Key ID and also generates MAC-I over the request message using the key KECS to prove its authenticity. The ECS contacts the AAnF (using AKMA key ID) to obtain the corresponding key KECS (KAF) of the UE. The key KECS is used by the ECS to verify the MAC-I and then provide the response. If the UE is authorised to access the EES, then the ECS generates and provides the access token to the UE in a secure way (the access token is encrypted using the KECS).
Editor’s Note: Calculation of MAC-I needs to be detailed.
	Editor’s Note: Details of the access token generation to be detailed.
Step 3: The UE performs EEC registration (as specified in clause 8.4.2 in TS 23.558 [2]) and discovery (as specified in clause 8.5 in TS 23.558 [2]) with the EES. 
Step 3A: Before sending the access token to the EES, the UE and the EES establish a secure TLS connection using EES server certificate. Edge Configuration Server may provide Edge Enabling Client's root CA certificate during the registration response (as specified in clause 8.4 in TS 23.558[2]) to the Edge Enabling Server to validate the Edge Enabling Client's certificate. TLS provides integrity protection, replay protection, and confidentiality protection over the EDGE-1 interface. It is required to protect and to provide the access token to an authentic EES.
Step 3C-3E: The UE initiates EEC registration procedure with the EES, including the access token obtained from the ECS in Step 2J. The authorization check for the EEC registration request is performed by verification ofying the access token issued by the ECS to the UE. The EES obtains the access token validation service from the ECS. 
Step 3F-3I: When the UE initiates EAS discovery procedure with the EES by including the same access token obtained from the ECS in Step 2J, if it is valid. Again the EES obtains the access token validation service from the ECS. The EES also requests and obtains the access token(s) from the ECS for the UE to grant access to the EAS(s). Then in response to the request, the EES includes the EAS access grant token(s), with relevant information like validity time, to the UE. 
In case, if the obtained access token from the ECS (in Step 2J) is not valid (due to time limitation), then the EEC requests ECS for a new access token as shown in figure 6.3.2-2. The access token request message includes the necessary parameters to identify the EEC security context and parameters for authenticity verification. After verification of the authenticity, the ECS provides a new access token to the EEC, in response to the request.   

Step 4A-4F: The UE obtains service from EAS, by producing the access token obtained from the EES, over the secure TLS connection. The UE also obtains security policy and the relevant access token from the EES in Step 3I. Before sending the access token to the EAS, the UE and the EAS establish a secure channel using EAS server certificate. It is required to protect and to provide the access token to an authentic EAS. The EAS obtains the access token validation service from the ECS via EES. After successful validation of the access token, the UE obtains the Edge Computing service from the EAS.
Editor’s Note: Details and the need for the security policy (mentioned in step 4A-4F) needs to be clarified.
Editor’s Note: Whether the authorization between EAC and EAS (step 4C) is in the scope of SA3 is FFS.
***END OF CHANGES***



image1.emf
1A. Generation of K

AUSF

2C. Initial Provisioning Request (AKMA Key Id, MAC-I)

1. Network Access Authentication 

procedure

2F. Key Request 

2E. Key Response 

2J. Initial Provisioning Response (Token)

3B. EEC registration request (Token)

3E. EEC registration response 

1A. Generation of K

AUSF

3D. Retrieve EEC͛s Context

2H. Key Res 

2I. MAC-I validation

3F. Edge Application server discovery request (Token)

3I. Edge Application discovery response (Application specific security policy and credentials(Token))

4C. Application specific request (Token)

4F. Application specific response

4D. Token validation

3G. Token 

validation

3C. Token 

validation

4A. Security

 Policy & 

Credentials 

(Token)

2B. Secure session establishment: TLS using server certificate

3A. Secure session establishment: SSL using server certificate

4B. Secure session establishment: SSL/TLS using server certificate

2D. Derives K

AKMA

UE

Edge Enabler

Server

AUSF

EDGE Application

Server

Edge Enabler 

Client

Application 

Client

MT

AAnF ECS

2G. Derives K

ECS

OAuth Server

4E. Token 

validation

3H. Obtain Access 

Token for EEC

2A. MT Derives K

AKMA, 

K

ECS. 

MT 

provides K

ECS

 to EEC

 


Microsoft_Visio_Drawing.vsdx
1A. Generation of KAUSF
2C. Initial Provisioning Request (AKMA Key Id, MAC-I)
1. Network Access Authentication procedure
2F. Key Request
2E. Key Response
2J. Initial Provisioning Response (Token)
3B. EEC registration request (Token)
3E. EEC registration response
1A. Generation of KAUSF
3D. Retrieve EEC’s Context
2H. Key Res
2I. MAC-I validation
3F. Edge Application server discovery request (Token)
3I. Edge Application discovery response (Application specific security policy and credentials(Token))
4C. Application specific request (Token)
4F. Application specific response
4D. Token validation
3G. Token validation
3C. Token validation
4A. Security
 Policy & Credentials (Token)
2B. Secure session establishment: TLS using server certificate
3A. Secure session establishment: SSL using server certificate
4B. Secure session establishment: SSL/TLS using server certificate
2D. Derives KAKMA
UE
Edge Enabler
Server
AUSF
EDGE Application
Server
Edge Enabler Client
Application Client
MT
AAnF
ECS
2G. Derives KECS
OAuth Server
4E. Token 
validation
3H. Obtain Access Token for EEC
2A. MT Derives KAKMA, KECS. MT provides KECS to EEC



