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1
Decision/action requested

Update of requirements for time synchronization messages
2
References

 [1]
3GPP TR 33.851
3
Rationale

IEEE specifications provide different options for security. If applied, double protection should be avoided. Thus, protection at user plane should be optionial for time synchronisation messages.
4
Detailed proposal

******* related to clause 5.1 


************ KI#1: Security for time
************ synchronization messages

******* START OF CHANGES
5.1.3
Potential security requirements
The transfer of time synchronization messages in the user plane of the 5GS may be confidentiality protected.

The transfer of time synchronization messages in the user plane of the 5GS shall be integrity and replay protected, if not protected at application layer.

The sender and recipient of time synchronisation messages shall be mutually authenticated.
******* END OF CHANGES

