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1
Decision/action requested

This contribution proposes a new KI for TR 33.847.
2
References

[1]
3GPP TR 23.752 V0.5.0 (2020-09) Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS) (Release 17)
3
Rationale

TR 23.752 [1] in Clause 5.4, Key Issue #4: Support of UE-to-UE Relay, has the following key issue:

-
How to provide a mechanism for path changing in case of e.g. UE-to-UE Relay changes?

NOTE 1:
For the involvement of NG-RAN, coordination with RAN WGs is needed.

NOTE 2:
For security aspects, coordination with SA WG3 is needed.
The following solutions in TR 23.752 [1] address either entire UE to UE Path Change or its  aspects:

· Solution #9: Connection establishment via UE-to-UE Layer-2 Relay and has the following Editor's note: “The Details of the authentication and security procedure will be investigated by SA WG3 group.”
· Solution #10: ProSe 5G Layer-3 UE-to-UE Relay based on IP routing 

· Solution #32: Support Layer-3 UE-to-UE Relay Based on IPv6 link-local addresses and has the following Editor’s Note: “Whether and how to support periodic change of the link-local IP address due to privacy requirement is FFS and co-ordinated with SA WG3 group.”

· Solution #50: Negotiated UE-to-UE Relay Reselection
3GPP system has to be able to preserve privacy of identities during UE to UE Relay path change. Failure to protect privacy of identities during path change will open vulnerability in 5GS and allow various privacy attacks including tracing and tracking of identities.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in 5G ProSe Sec TR 33.847. 







***
BEGIN OF CHANGES
***

5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.h
Key Issue #h: privacy of identities preservation during UE to UE Relay path switch
5.h.1
Key issue details 

3GPP system has to be able to preserve privacy of entities and identities during UE to UE Relay path change. Failure to protect privacy of information during UE to UE Relay path change will open vulnerability in 5GS and allow various privacy attacks including tracing and tracking of identities.
TR 23.752 in Clause 5.4, Key Issue #4: Support of UE-to-UE Relay, has the following key issue:

-
How to provide a mechanism for path changing in case of e.g. UE-to-UE Relay changes?

NOTE 1:
For the involvement of NG-RAN, coordination with RAN WGs is needed.

NOTE 2:
For security aspects, coordination with SA WG3 is needed.
Multiple solutions in TR 23.752 address either entire UE to UE Path Change or its  aspects and require to be studied in TR 33.847.
5.h.2
Security threats

Failure to protect privacy of entities and identities during UE to UE Relay path change will open vulnerability in 5GS and allow various privacy attacks including tracing and tracking of entities and identities. 

5.h.3
Potential security requirements

3GPP system shall provide means to preserve privacy of entities and identities during path change caused by a UE-to-UE Relay change.
***
END OF CHANGES
***



