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Agenda Item:
2.8
1 Decision/action requested 
This contribution proposes to update KI#10 in TR 33.839 to coordinate with the User Consent SID 
2 References
TR33. 839 Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC.
3 Rational
Considering the new study for study on a common architecture to obtain user's contest has been approved, the KI#10 on user's consent for exposure of information to Edge Applications need to removed from TR 33.839.
4 Detailed proposal
*************** Start of 1st Change ****************
5.10
Key Issue #10: User's consent for exposure of information to Edge Applications
5.10.1
Key issue details

EES exposes UE Identifier API to the EAS in order to provide an identifier uniquely identifying a UE. Further, the Edge Enabler Server exposes the UE location API to the Edge Application Server in order to support tracking or checking the valid location of the UE. In order to expose such user related private information to the Edge Application servers, consent from the user is needed.
EES capability exposure to EAS as defined in TS 23.558 [xx], mandates the end user's consent for reporting UE's information, particularly for UE Identifier API and UE location API. Following editor’s note is captured in the TS 23.558 [2] for obtaining the user's consent: “Editor's note:
Whether and how user's consent is obtained to share the UE identifier with a particular EAS is SA3's responsibility.”

5.10.2
Security threats

Use of user’s information to identify and track the user or user’s behavior without the permission or knowledge of the user, poses huge threat to user’s privacy. 

5.10.3 Potential security requirements
NOTE: This key issue is not addressed under this study, it will be discussed in TR33.867 (study on user consent for 3GPP services) and the conclusions made of TR33.867 in future will apply in this key issue.



*************** End of 1st Change ****************
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