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LS on Enhanced User Identity Confidentiality

To improve the level of security S3 has specified the security feature 'enhanced user identity confidentiality' in the document 3G Security: Security Architecture (3G TS 33.102). This feature has the property, that the permanent user identity (IMSI) of a user to whom a service is delivered cannot be eavesdropped on the radio access link.

To achieve this, the user is normally identified by a temporary identity by which he is known by the visited serving network (like in GSM), or by an encrypted permanent identity (EMUI). In exceptional cases, however, when encryption is forbidden or not required, the IMUI may have to be transmitted in clear. This is a static HE option.

Therefore instead of the IMSI the encrypted IMSI (EMUI) together with some routing information consisting of MCC, MNC, HLR-id and GI may be transmitted between UE and access network. The example mechanism in the annex B of TS 33.103 has a length of the EMUI of 128 bit, GI is 32 bit and HLR-id is 3 digits. It is however required that a variable length field can be transmitted from MS to HLR.

TSG CN1 is kindly requested to clarify all implications with regard to the security feature 'enhanced user identity confidentiality' and to make sure that the appropriate extensions will be added to the relevant documents for R99.

Details on the parameter lengths proposed by S3 will be found in the document 3G Security: Integration guidelines (3G TS 33.103).

