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Abstract

In two companion contributions, S3-994xx and S3-994zz two CRs to 3G TS 33.102 (UMTS Security Architecture), section 6.3 and Annex F, are presented. This contribution gives reasons for the proposed changes.

Proposed CR to section 6.3 (Siemens contribution S3-994xx):

Several paragraphs need clarification or improvement: 

1. Throughout section 6.3: When checking the current version of section 6.3 and comparing it with the proposed new Annex C (Siemens contribution S3-994xy) an inconsistency in the notation were noticed. The notation for the counters SQNMS and SQNHE  is proposed to be replaced with SEQMS and SEQHE in section 6.3.

2. Subsections 6.3.2 and 6.3.3 repeatedly describe a particular method for generating sequence numbers in the AuC and verifying them in the USIM. It is proposed that the description of this particular method be removed and replaced with statements that the specifications for SQN generation and verification can be found in Annex C.

3. It is proposed to add to subsection 6.3.2 that f5 may be the null function. 

4. End of subsection 6.3.2: Notes on requirements for authentication algorithms are proposed to be deleted (should go into new algo requirement spec.)

5. Re-synchronisation procedure – no need to send RANDMS: it is specified in subsection 6.3.3 that the anonymity key AK used to conceal the counter value SQNMS shall be generated using RANDMS as input to f5. Although this is the most satisfactory solution from a cryptographic point of view it has the disadvantage that the parameter RANDMS has to be sent along from the MS to the HE/AuC because it is not known to the network side. Moreover, this parameter is not needed at all if f5(0. It is therefore proposed to use MACS as input to f5 instead. MACS is sent anyway as part of AUTS.
Disadvantage: the cryptographic requirements on f5 are higher now because an attacker can now make the MS produce different anonymity keys AK used with the same the counter value SQNMS. In addition, it has to be made sure that the concatenation of f5 and f1* does not reveal anything about SQNMS.

6. Re-synchronisation procedure – no need to always check MACS in the AuC: it is specified in subsection 6.3.5 that the AuC always checks the MACS value received in an authentication data request with synch failure indication. It is proposed that this check is only done when the counter in the AuC has to be reset to the value received from the USIM. Otherwise, the only action required of the AuC is to send an authentication data response to the SN/VLR with fresh authentication vectors. Possible attacks: Because the MACS is not checked any more an attacker could send forged authentication data request with synch failure indication. The attacker can in this way make the AuC send out fresh authentication vectors unnecessarily. But an attacker can achieve the same if he just sends spoof service requests to the SN which will then request fresh authentication vectors from the AuC. So, no additional threat is introduced.

7. Re-synchronisation procedure – deletion of option at the end of subsection 6.3.5: gain does not seem to warrant the additional complexity.

8. Subsection 6.3.3, paragraph on “conditions on the use of authentication information”: With the introduction of the list concept in Annex C.4 (old) resp. C.2 (new), the strict conditions formulated in that paragraph are no longer necessary. Only the statement that re-use of authentication vectors is forbidden is proposed to remain.

9. Section 6.3.6: it is proposed to simply state that sequence numbers shall have a length of 6 octets as agreed at S3#8.   

10. Section 6.3.7: it is proposed to delete this paragraph in conformance with the decision at S3#8 because the additional parameter SQNLO does not seem to fit in a GSM location update request message with IMSI. 

Proposed CR to Annex F (Siemens contribution S3-994zz):

Annex F.1: minor clarification proposed. 

Annex F.2: another parameter which may be used to manage lists is proposed for use with the AMF field in accordance with the proposed new Annex C.2. Of course, the use of any of the now two parameters to manage lists within the AMF is optional, as all the rest of Annex F. 

Annex F.3 (old): it is proposed to remove this subsection. The function to avoid synchronisation failures when authentication vectors from the two different mobility management domains are used in an interleaving fashion is also provided by the use of lists or windows in the USIM. The use of MODE, however, requires twice the storage in the AuC when authentication vectors are pre-computed.

Annex F.3 (new): it is proposed to use the AMF field for setting threshold values to restrict the life times of cipher and integrity keys.
� This document is based on work carried out in the EU-sponsored collaborative research project USECA (http://www.useca.freeserve.co.uk/). Nevertheless, only the author is responsible for the views expressed here.
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