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Description of an authentication failure report mechanism 

It was pointed out at SA3#8 that GSM/GPRS and UMTS lack a feature for reporting authentication failures from the serving environment back towards the home environment.

An authentication failure report mechanism would need to:

a) report authentication failures from the SGSN to the HLR over the Gr-interface

b) report authentication failures from the VLR to the HLR over the D-interface

The authentication failure report mechanism is to be implemented as a new MAP operation. For the purpose of this document we may call the operation MAP_AUTHENTICATION_FAILURE_REPORT.

It is desirable that the report is as accurate as possible with respect to the reason for the failure. Currently there are three possibilities:

· network signature was wrong (MAC-A)

· SQN could not be verified to be fresh (SQN)

· user response was wrong (RES)

An information element to encode these failure reasons, and possibly new ones in the future, must be defined. For the purpose of this document we may call it FailureReportIE.

The basic MAP operation does not need to contain much more that the Invoke ID, the IMSI number and the FailureReportIE information element. The MAP acknowledge from the HLR may also be very simple, and can possibly be realised with a TCAP operation with an empty MAP component.

Additional functionality

When implementing a new function like this it might be tempting to add features. In this case we may consider implementing an additional option for cancellation of the subscriber information. Such option may be quite useful, and it may even be useful in both directions. 

The serving environment node may find it useful to throw out a subscriber that cannot be properly authenticated and the home environment node may want to indicate to the serving environment that the subscriber should be cancelled in the MAP acknowledge operation.

Before we proceed with such addition we should consider that MAP already contains:

· MAP_CANCEL_LOCATION

Used when HLR wants to cancel the location information at the VLR/SGSN

· MAP_PURGE_MS

Used when VLR/SGSN wants to inform the HLR that the location information has been purged

We recommend that the authentication failure report mechanism should be kept as simple as possible and consequently that cancellation should be carried out by the standard MAP operation if needed.

Additional requirements

It is important that the MAP_AUTHENTICATION_FAILURE_REPORT operation is sent immediately after the authentication failure. It is therefore important that caching mechanisms like GLR does not try to "optimise" this operation in such way that it is unnecessary delayed.

OPTIONAL or MANDATORY

SA3 must decide whether the authentication failure report mechanism should be made mandatory or if it should be an operator option. 

We recommend that the feature be made mandatory in order to improve security and simplify roaming requirements. 

Impact on specifications

The suggested authentication failure report mechanism will affect a number of specifications. The actual number of specification that needs to be updated depends on whether we want the mechanism to apply to pre-UMTS releases. The following table contains some of the specifications that probably need to be updated. Pre-UMTS specifications will come in addition to the specification in the table. 

Specification
Chapters that probably needs updating

TS 29.002
A number of changes needed

TS 22.060
Chapter 5.x.x on "Security services"

TS 23.060
Chapter 6.8 "Security function", Annex B.9 "Security"

TS 33.102
Chapter 5?, chapter 6.3/4, chapter 7?

TS 33.103
-not investigated-

The MAP specification (TS 29.002) will need to be updated in a number of places. Since this document, with its terrifying size of more than 1100 pages, is rather complex it is recommended that an assessment of the necessary changes is carried out in CN2 and not in SA3. Even though GTP does not have anything directly to do with the HLR it may nevertheless be affected. GTP is also quite complex and we should therefore let CN2 evaluate any possible impact on the GTP protocol.

How to proceed

· SA3 must decide whether the authentication failure report mechanism should be implemented for R'99 or if it should wait for R'00. We do recommend that the mechanism is formally included in R'99 if this is still possible.

· SA3 should also decide whether the mechanism should be a simple minimum solution (recommended) or if it should contain cancellation options in addition to the core functionality.

· SA3 must decide whether the mechanism should be MANDATORY or OPTIONAL. We recommend that it is MANDATORY.

· SA3/SMG10 should also consider whether it is appropriate to implement the feature for GSM/GPRS specifications pre-dating UMTS.

Finally, depending on the decisions made above, it is recommend that SA3 sends an LS to CN2 (and possibly others) that states the requirements for an authentication failure report and asks CN2 to incorporate the feature. Corresponding change requests should be prepared for our own specifications.
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