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This document is a summary from the documents sent for “IMEI SECURITY” e-mail discussion. This is a quick start to pre-discuss possible future applications and the necessity (if any) of a secured IMEI in the 3GPP mobile equipment.  The goal of that document is to distinguish or define possible future applications which may require a secured IMEI.

All delegates are invited to give their comments and contributions. The result should be  a basic discussion document for the next S3 meeting #8.

1.    Status of IMEI

The GSM  terminal identifier is IMEI. It is supposed to be unique in the mobile equipment and in the network. Annex A is an extract  of the current security requirement on IMEI.

1.1 Current status: 

IMEI is unsecured entity. It is practically not unique and is feasibly changeable.

Extract from Charles Brookson see [1]: The IMEI was introduced into GSM at first for type approval reasons, so that out of specification terminals may be removed from a network. Subsequently, the identities of stolen mobiles were used to stop them from working on a network. This introduced an incentive for criminals to change the terminal identity (in order to allow the mobiles back on to a network).

In general, almost without exception in GSM, terminals can have their identity easily changed. Most manufacturers build a trapdoor into the mobile so that the identity can easily be changed for servicing and maintenance reasons, and these trapdoors usually leak out within a few months. Information is available around the Internet on the changing of identities of most models of GSM mobiles.

Many operators have reported large numbers of mobiles with identical identities to the GSM Association Fraud Group. In some cases a few thousand terminals. I have seen mobiles on a GSM 1800 network, which claim to be GSM 900 network mobiles for example.

Similar arguments are presented in [5] to support the change request [4] towards better IMEI security in SMG10.

1.2 Future Status and Proposals: 

The following proposals are presented till now:

Alternative 1: 

(Ericsson/ [2])

Keep the status as in GSM and add better protection as in the SMG10 CR [4]

The new wording is:

It shall not be possible to change the IMEI after the ME’s final production process. It shall resist tampering by any means (e.g. physical, electrical or software).

The security policy for the Software Version Number (SVN) is such that it cannot be readily changed by the user, but can be updated with changes to the software. The security of the SVN shall be separate from that of the IMEI.
Mannesmann, T-Mobil, [10]

A proposal in [10] supporting just using software technique to make IMEI more secure without cryptographic provable identity

Reasoning/claims:

1. No clear applications and specifications for more secured IMEI.

2. Secured software integrity is essential to enable the use of secured IMEI. 

3. Mechanisms to secure terminal software integrity may not exist

Alternative 2: 

Bosch [3]

IMEI should become  a provable and unique cryptologically-secured entity. Bosch presented secret key (challenge response) [6] and public key (Fiat-Shamir zero knowledge) [7] scenarios for implementing such secured IMEI.

Bosch claim is:  if a provable identity is integrated in the terminal/base station then a great class of current and future authentication/security problems would be easily solved.

(type approval, stolen terminals, software version, user authentication, traceability....)

Vodafone [8]
Vodafone presented in [8] a reasoning and arguments supporting the usage of zero-knowledge public key mechanisms to secure the terminal identity. Many applications are also mentioned.

SMG10 Change request  supports indirectly secured IMEI [4,5]

IMEI is expected to become a serious future security gap in the system. The first warning signal is the change request on IMEI security [4] to GSM 02.09, 02.16,03.03,11.10 WG3 meeting #5 in 1999. The reasoning for that CR is given in [5].

The following is extracted from [5]:

Why is IMEI security necessary?

The main purpose of the IMEI is to be able to take measures against the use of stolen equipment or against equipment of which the use in networks can not or no longer be tolerated for technical reasons. Secondary purposes include special network handling of specific mobile equipment types, the tracing and prevention of malicious call use, assistance in fraud investigation and configuration management of the customer equipment base. 

The management of mobile equipment identities is achieved via the use of black, white and grey lists on the Equipment identity register (EIR) and the Central Equipment Identity Register CEIR. The trust on the original Data of the IMEI is the critical factor in the viability of CEIR and EIR equipment and associated processes.

There are a number of guidelines (see below) that need to be adhered to if the IMEI is to be successfully implemented allowing the use of EIR and CEIR equipment. Failure to do so will in fact make it impossible to implement EIR and CEIR equipment effectively and remove the ability to identify equipment types and to take any appropriate action if required. It is in the interests of the whole GSM industry that the security of the IMEI is given.

In practice this modified sentence should be interpreted as follows:

· The IMEI shall uniquely identify each individual unit of mobile equipment.

· The IMEI shall not be capable of being changed outside the place of manufacture. There should not be any method of changing the IMEI after leaving the factory.

· The ME correctly returns its initially programmed identity and the software version on request.

· Where repairs necessitate the need to replace the components that contain the IMEI a new IMEI shall be used. No means should be provided to replicate the IMEI in new hardware or components. Therefore spare parts with IMEI hardware should be allocated unique IMEI. When IMEI have been replaced in this manner recycling of the now disused IMEI is not permitted.

· Where a ME has variants that operate in other bands/modes then the ME should be constructed in such a way so that it is not possible to interchange components to permit the IMEI being swapped between the variants.

The requirements of that change request are really much more strict than what is compromised and recommended by the CR wording shown above.

MExE [11]: 

TS 23.957  (chapter 8) introduced many new requirements on the terminal functionality. The requirement for operator or third party key to reside in the ME. The ME shall support secure storage of many keys. There is no practical secure storage other than cryptographically secured storage. The infrastructure of the secured IMEI would support easily the MExE requirements. 

Reasoning, claims:

1- Terminal capabilities and applications would increase in 3GPP

2- A provable identity would then be essential requirement. It would be too late to make any future reactions to possible problems as a  hardware infrastructure in the mobile is needed to secure IMEI.

3-
Basic statement: The terminal/user (or base station) are essential entities in a mobile system. They would become potential security gaps if they are not securely identifiable.  Tamperproof physical unique provable identity is a basic requirement in security systems

2. Possible 3GPP applications which require provable identity

Ref.  [1] and [3] list many applications classified for the regulator, manufacturer, operator, and customer

The following is compact listing from [1] for such applications:

For the Regulator

· The terminal identity allows only type approved mobiles to be used on networks (in some countries, such as Denmark, this is a Telecommunications License obligation).

· The identity allows a mobile to be identified for the purposes of lawful interception, and helps in criminal prosecution.

For the manufacturer

· The identity helps identify terminals, which may be part of the Grey market in mobile phones that may have been subject to unauthorized export and import. This will allow servicing and support to be more easily managed.

· The identity allows manufacturers to identify which mobiles may need software updates over the network, and allows updates to be downloaded to the correct mobiles (if not, the wrong mobiles will have the software updated, which may lead to problems).

· The identity allows operators to be able to recall mobiles on behalf of manufacturers should they prove to be out of specification or even dangerous.

· The identity allows manufacturers to have operators introduce special functions into the network to support mobiles that may not work correctly, such as has been done in the cases of frequency hopping or DTX in GSM.

· The identity allows manufacturer to discourage theft in their production and delivery processes and reduce crime.

· The identity helps identify which added value services are supported by the mobile, such as MExE or Java or other enhanced future functions, and then allows operators to handle them correctly, preventing potential customer support questions to manufacturers.

For the operator

· The identity allows mobiles to be identified to allow added value services and enhanced functions to be run on a mobile.

· The identity allows market research to be performed on the user base to identify which mobiles are used by which customers.

· The identity allows an operator to determine which mobiles may be responsible for technical problems on a network, for example dropped calls or handover problems.

· The identity allows the operators to identify possible fraud problems, such as a user with multiple subscriptions. Identity is often used in Fraud Detection Systems to such monitor handset activity.

· The identity is often used in criminal trials to prove possession of a mobile terminal (as well as the subscription and customer identity with the SIM).

· The lack of identity integrity within GSM has lead to the failure of the Equipment Identity Register (it is only supported by a few operators, about 30 of 400) and minimises the circulation of stolen handsets, increasing the effect of crime.

· The terminal identity is used to prevent stolen mobiles from being re-used on networks to prevent crime, which may have great consequential problems (for example car theft and insurance) and social impact.

For the Customer

· The identity allows a customer to check if a terminal has been stolen (some operators allow customers to check by telephone or Internet if a mobile has been stolen).

· The identity allows a customer to prove purchase for warranty purposes.

In the following, the applications are classified in two major areas: standard relevant, and non-standard relevant. The non-standard  relevant applications would in general make use of the standardized infrastructure. This classification would simplify identifying the impacts on the system.

2.1
Standardization  relevant  applications:

1. Secured type approval (Manufacturer certifies the terminal type or IMEI)

The Manufacturer electronically signs the type and identity number of the terminal. Any authority or network operator should be able to check the manufacturer signature of the terminal. Cloning terminals would be prohibited.

Requirements: no need for central data base

2. Certifying the software version 

This can be a mechanism coupled to a secured IMEI to certify the software loaded into the terminal in both of the following directions

· Check by operator that the software loaded is manufacturer approved.

· The terminal checks if the manufacturer software is authentic

Requirements: probably a central data base is required

3. Denial of service for  stolen or type non-approved terminals

Check terminal identity and deny service for stolen and type non-approved terminals.

This could be restricted to certain service or class of terminals.

Requirements: needs central data base to store all stolen terminal identities. A possible legal procedure is to be defined

4. Proving legal  or criminal issues related to the use of terminal.

The operator can only back-trace the terminal involved in some criminal case if the terminal identity is provable. Some prepaid applications could then become fully untraceable !!!. If terminal identity is enforced by law then the service is more traceable. (Many untraceable criminal scenarios are possible !!).

Authority or operator wants, for some legal reasons,  to force provable terminal identification. (example: emergency calls, blacklisting stolen terminals or terminals that do not operate)

Requirements: A central data base is required in many cases

2.2 Standardization non-relevant  applications:

Such application could make use of the standardized infrastructure. The following possible future applications or scenarios are presented in groups to find their impact on manufacturer, operator, user and regulator.

1. User only defined secured identity  

In 2nd generation system the user is not participated to give his own identity definition independent on the operator and manufacturer. This would result with new applications

· Cryptographically secured user identity for private use

Example : the user can restrict  applications if they are invoked from his own terminal 

· Restrict service to some terminal by a third party on demand 

Example: Certain bank transactions can be restricted to a unique terminal
· Restrict some prepaid service if terminal identity is secured

· Shared secret/identity for a user-trusted virtual private network

· Terminal can generates its own security for own applications (e.g. home 

applications)

· Network independent mutual-authentication

Requirements: ..................................

2. Operator defined terminal identity

· Restrict service to some user on his demand

Example: the user asks the operator to limit certain service provided to him to some  specific terminal 


      -


Requirements: ...................................

3. Manufacturer defined terminal identity 

-    Secured loading software updated from the manufacturer

· Exclusive safety and security for a class of costly terminals

· Software licensing for special user applications

      Requirements: ...................................

4. Third party  defined terminal identity 

· Authority would for some reason limit service to some terminal

· Software applications could be restricted to certain terminals (secured licensing). The service provider/operator can limit some service to certain subset of terminals for some reason (this may be required for MExE)

· Software licensing through operator or other service provider over network MExE 

etc. (software works only if it is licensed for certain  terminal)


-    

Requirements: ...................................

2.3 
Other mixed applications (threshold security)

1. Terminal can certify (o not deny) service to a service provider who is not an operator

2. Certificates for use of software or service where both service provider (who is not operator) and user/terminal need mutual authentication (Banking and similar services)

3. Jointly certified Voting tied to terminal identity, Statistics ...

4. Operator restricts some service to a terminal or group of terminals where the user is not defined.

User is charged just for calls, terminal (as service sub-provider) is charged for the service provided.

5. End-to-end user trusted security

6. Multiparty threshold security. Example: user, operator, authority can build joint mutual authentication.

Requirements: ...................................

2.4 Side effects

1. Discourage Grey market import and export 

2. Fair competition in the market

3. New applications/more service load through new powerful security

4. More sophisticated terminals are feasible 

3.
Proposed Requirements on IMEI  Security 

· Cryptographic provable Identity

· Identity is not possible to read modify or remove. Any attack on the terminal/unit identity should be time consuming and technically expensive

· Low-cost implementation

· Security should have cryptographic level

· Low network management overhead (small data base)

· Distributed processing (no central data base) 

ANNEX: A

3G Security requirements (Extract)
 Terminal Security Requirements:

R7a   It shall be possible to deter the theft of terminals.   (T10a,c,d)

R7b  It shall be possible to bar a particular terminal from accessing 3G services.    (T10a,c,d)

R7c  It shall be difficult to change the identity of a terminal to circumvent measures taken to bar a particular terminal from accessing 3G services.    (T10a,c,d)

The corresponding threats are:

 T10a  Use of a stolen terminal and UICC: Intruders may use stolen   terminals and UICCs to gain unauthorised access to   services.  (MAJOR)

 T10c   Use of a stolen terminal: Users may use a valid USIM with a stolen terminal to access services.       (MAJOR)

T10d  Manipulation of the identity of the terminal: Users may modify the IMEI of a terminal and use a valid USIM  with it to access services.
(MAJOR)

T10e  Integrity of data on a terminal: Intruders may modify, insert or delete applications and/or data stored by the terminal. Access to the terminal may be obtained either locally or remotely, and may involve breaching physical or logical controls.
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