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Title:	Clarification of USIM-related security issues in 33.102 and 33.103


Introduction

This LS answers questions posed by T3 on the security architecture specification 3G TS 33.102 and the integration guidelines specification 3G TS 33.103. The questions were posed in two separate LSs (T3-99364 = S399402 and S3-99432 = T3-99326). S3 answers are given in bold itallics.

It should be noted that S3 will decide on narrowing down the options on sequence number management at their next meeting, S3#9, Helsinki, 7 – 9 Dec 1999. Some of these answers represent only preliminary comments. Where this is the case, it is indicated below. Confirmation will be given after S3#9.

Answers to questions on 33.102


Clause
Item
Description

6.8.1
Interoperability
T3-question: It is described in the text that GSM authentication data is to be used 'when the MS is located in the GSM radio access network'.
However, figure 13 implies that in some cases (GSM access network in conjunction with a UMTS MSC/VLR or a UMTS capable GSM MSC/VLR) UMTS authentication data can also be used.
T3 asks for clarification. 
S3 answer: 
The UMTS AKA shall be used if the UE and the VLR are release ’99 and a USIM is inserted, both over a UTRAN and a GSM BSS. When in a GSM BSS this is followed by a derivation of the GSM cipher key from the UMTS cipher/integrity keys. 
The GSM AKA shall be used if the UE or the VLR is pre-release ’99 or a SIM is inserted. When in a UTRAN this is followed by a derivation of the UMTS cipher/integrity keys from the GSM cipher key.
T3 should therefore make sure that UMTS AKA is supported in UMTS release ’99 UE, and also in GSM-only release ’99 UE.
The text in 33.102 is being clarified accordingly.

Annex C
Resync
T3-question: T3 understands that the resynchronisation is required in all scenarios except the one described in C.2.
T3 asks for confirmation.
S3 answer: Preliminary consensus within S3 is that resynchronisation is mandatory and that the option described in C.2 should be deleted.

Annex C.3
SQN window
T3-question: Is the SQN accepted if a SQN larger than the stored SQNMS is received?
S3 answer: Yes, text has been clarified in TS 33.102 v.3.2.0.
Does the window have to be updated if a SQN is received in the range [SQNMS –w, SQNMS] ? If yes, how?
T3's understanding is that the window itself is not updated, but instead the particular SQN is marked as used.
S3 answer: 
Your understanding is correct. If SQN is in the range of the window but is not marked as already received, and the authentication is successful, it is marked, but the window limits are not modified. If authentication is not successful, nothing is modified. 

Annex C.4
SQN list
T3-question: Is the SQN accepted if a SQN larger than the stored SQNMS is received ?
S3 answer: Yes, text has been clarified in TS 33.102 v.3.2.0.

Annex C
No. of options for SQN mgmt.
T3-question: T3 feels that there is too large a variety of options for SQN management as these have an affect on the security management of network operators, and the interoperability of products from various vendors.
T3 asks S3 to investigate if the number of options can be reduced.
S3 answer: This is the aim for S3#9.

Annex C.6
Generalised SQN mgmt option
T3-question: T3's interpretation is that from the USIM perspective this option is only a combination of the options of annexes C.1, C.4, C.5.
Why is option 3 omitted?
S3 answer: T3's interpretation is not correct. In contrast to the method for generating SQNs described in Annex C.1, the generalised SQN mgmt method described in Annex C.6 does not require concealment of SQNs by an anonymity key AK. The generalised SQN mgmt method is partly clock-based, and SQNs generated for a particular user will not be contiguous. They cannot be combined with the windows method for handling SQNs in the USIM described Annex C.3 because windows could become very long. If the clock has a granularity of seconds and the user has not been active for half a day then two consecutive SQNs generated for the user would differ by 12x60x60 bits, and the window would have to be that large.

Annex F.3
CS / PS authentication data
T3-question: The MODE parameter within the AMF offers the possibility to use separate authentication vectors for CS and PS domains.
T3 asks whether separate locations are required to store the CKs and IKs for CS and PS modes.
Even if the MODE parameter is not provided in the AMF by the HE, it could make sense to provide these separate locations, as the mobile knows in which domain the authentication is being performed.
S3 answer: CKs and IKs are to be handled separately irrespective of the use of the MODE parameter. Preliminary consensus within S3 is that the MODE parameter as specified in Annex F.3 is no longer needed.

6.8.1
Conversion of KcGPRS
T3-question: In case of being served by a non-UMTS capable GSM or GPRS switch, the USIM is requested by the mobile to use the conversion functions according to TS 33.102.
T3's assumption is that in case of being in a GPRS domain the same conversion function is applicable as for GSM 'circuit switched'. Subsequently the returned Kc will be stored in the dedicated EF KcGPRS by the mobile.
T3 asks for confirmation.
S3 answer: This is confirmed.

Answers to questions on 33.103


Section
Item
Description
1
4.2.2
THRESHOLDc
Our interpretation is that it specifies the maximum value of re-using a key set (IK and CK) after that the generation of a new set is triggered (according to S3-99338, section 6.4.4, p32)
T3 kindly asks for confirmation. 
S3 answer: This parameter represents the maximum number of hyperframes which can be transmitted using a particular set of keys (CK,IK).
2
4.2.2

AMF

Our interpretation is that this field can be used operator specifically for managing authentication options (key no., algorithm, mode, ...) and as such no standardised format is required.
T3 kindly asks for confirmation.
S3 answer: This is unstructured data of a fixed length. Example uses of this operator-specific field are given in 33.102v3.2.0 Annex F. 
3
4.2.2

WINDOW

Why do we need up to 100 bits? What is the maximum value?
S3 answer: The list and window sizes given in 33.103v3.0.0 will be increased significantly in the next version. Typically storage required for lists should be greater than storage required for windows.
4
4.2.2

KSI

The usage and the coding are not completely clear.
According to S3-99333, section 6.6.5 the KSI is to be stored in the ME. Should it rather be stored in the USIM?
S3 answer: S3-99333 actually says that KSI is stored on the mobile station (i.e. USIM). This is in-line with the fact that KSI is used in a similar way to CKSN in GSM and the fact that KSI is stored together with CK and IK.
5
4.2.2

C1 to C2

How are these mapped to the functions described in S3-99332?
S3 answer: The next version will be updated. C1 is the function that converts the GSM RAND to the UMTS RAND, C2 converts the GSM SRES to the UMTS RES, and C3 converts GSM Kc to UMTS CK and IK.


