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1 Introduction

Annex C of TS 33.102 currently provides a number of options for sequence management. A companion contribution proposes to chose for the use of aggregate sequence numbers that consist of a most significant part that is individual and a least significant part that is common to (at least) all subscribers associated to the same HLR/AuC and verification of the freshness in the MS using a list of the highest sequence numbers that are received.

In this paper we propose two mechanisms which both approximately reduce the memory requirements in the USIM by a factor equal to the mean batch size. 

We present both mechanisms as possible improvements over the native list mechanism.

2 Array mechanism

2.1 General

The array mechanism consists of the following rules:

· In addition to the sequence number, the HLR/AuC associates with each quintet a MODE that  takes values between 0 and 2m-1, whereby m is 4 to 6. MODE is included in AUTN, as a part of the AMF. 

· At the user side, the USIM maintains an array with 2m entries SQN-MS(k), whereby k ( [0, 2m-1]. 

· The USIM accepts an AUTN with sequence number SQN and mode MODE only if SQN > SQN-MS(MODE), and then updates SQN-MS(MODE) accordingly.

2.2 MODE Assignment 

How does the HLR/AuC assigns the MODE values for each quintet? 

The HLR/AuC has so freedom here, and its objective is to assign MODE values such that the number of failed authentications due to out-of-order use of quintets is minimized. 

For a HLR/AuC that generates quintets in batches of size b, we propose that a) quintets that belong to the same batch get the same MODE value, and that b) MODES are assigned to consecutive batches in a circular fashion, i.e., when a certain batch gets MODE value k < 2m-1, then the next batch gets MODE value k+1, if a certain batch gets MODE value 2m-1, then the next batch gets MODE value 0.

The above assignment scheme is such that a) the MODE of the next batch can be known in advance of the request, and does not depend on the identity of the serving network that requests the quintets; b) batches of quintets with the same MODE, are sent as far apart (in time) as possible.

However, the above assignment scheme need not be standardised and some flexibility is welcome here.  

2.3 Advantages

The main advantage of the use of arrays is 

a) the storage requirements at the user side are lowered by a factor approximately equal to the batch size. 

The array mechanism with circular MODE assignment as described in 2.2, with 2m array entries and a batch size b assures that for a tagged quintet, none of the (2m-1) ( b quintets generated after that tagged quintet can make the tagged quintet invalid. A list mechanism that offers the same assurance needs to have (2m-1) ( b list entries. The array mechanism thus safes memory in the USIM by a factor that is approximately equal to the batch size b.

Further advantages (when compared to the list mechanism) are: 

b) the complexity of the verification of the freshness of sequence numbers is lower; 

Arrays does not require that a sequence number is looked up in a (possibly long) list, nor does it require that sequence numbers be added to such a list. 

c) the complexity of the verification of sequence numbers is independent of the array size; 

Note that in the list mechanism this is not the case: query and insertion are more complicated as the list size increases.

d) there is no need for explicit commands to change the array size in the USIM. 

In annex F of TS 33.102 it was suggested that the AMF is used to manage the list or window sizes in the USIM. Clearly there is no need for such commands using the array mechanism. First, there is no incentive, as the complexicity at the USIM side is independent of the array size, unless the memory not actually used on the USIM can be freed. Second, even if it is required, the management can be implicit. The HLR/AuC are free to use only the mode values [0, M1-1] for some time, and then, if too many indications of synchronisation error occur, increase the number of modes to M2 > M1.

2.4 Compatibility and incompatibility

The array mechanism is compatible with all types of individual, global as well as aggregate sequence numbers.

The array mechanism is incompatible with the use of SQN-LO to prevent authentication failure due to synchronisation failures.

3 List/index mechanism

3.1 General

The enhanced list mechanism consists of the following rules:

· In addition to the sequence number, the HLR/AuC associates with each quintet an INDEX that takes values between 0 and 2m-1, whereby m is 3 to 4. INDEX is included in AUTN, either as a part of the AMF or as a part of SQN. 

· At the user side, the USIM maintains an array with 2m entries of sequence numbers SQN-MS (k) and modes IND-MS(k), whereby k ( [0, 2m-1]. 

· The USIM accepts an AUTN with sequence number SQN and index INDEX 

· if SQN is larger than the lowest sequence number in the list and is not included in the list, and the list is updated accordingly, or

· if SQN is part of the list, and INDEX > IND-MS(INDEX), and IND-MS(INDEX) is updated.

· All SQN that belong to the same batch get the same sequence number, INDEX is assigned according to the order of the quintet in the batch (the first quintet gets INDEX value 1, the second gets INDEX value 2, and so on).

3.2 Advantages

The main advantage of the use of batch list is 

a) the storage requirements at the user side are lowered by a factor approximately equal to the expected batch size. 

The enhanced list mechanism as described in 3.1, with l list entries and a batch size b assures that for a tagged quintet, none of the (2m-1) ( b quintets generated after that tagged quintet can make the tagged quintet invalid. the native list mechanism that offers the same assurance needs to have l ( b list entries. The enhanced list mechanism thus safes memory in the USIM by a factor that is approximately equal to the mean batch size b.

Further advantages (when compared to the list mechanism) are: 

b) compatibility with the use of SQN-LO to avoid the use of invalid quintets.

