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1 Introduction

The MExE group is currently finalising the work for MExE Release 99, and  MExE would like  S3 to  consider the security clause in the current draft MExE Release 99 in the latest version of 23.057, (the MExE release 99 stage 2, version 1.5.0), which is attached.  The MExE security in Release 98 was finalised and approved with the good co-operation with SMG10 and MExE would like to continue that co-operation with S3.

The MExE security in Release 99 is basically the same as in the approved MExE Release 98, with the following additions:-

· SIM MExE certificate management, 

· security clarifications, and 

· bearer quality of service management . 

Several LS and CR’s have been sent to ETSI SMG9 and 3GPP T3 for changes to respective (U)SIM specifications. Details on the use of a SIM certificate by MExE can be found in section 8.5.

2 MExE Security Summary

MExE has taken security extremely seriously, with approximately half of the Stage 2 functional description solely dedicated to security issues.  MExE defines three security domains for applications:-

· the Operator, 

signed applications whose digital signatures can be authenticated by (certificates which can in turn be verified using) the operator's root public keys

· the Manufacturer, 

signed applications whose digital signatures can be authenticated by (certificates which can in turn be verified using) the handset manufacturer's root public keys

· the Third Party

signed applications whose digital signatures can be authenticated by (certificates which can in turn be verified using) the administrator's root public keys

In MExE, control of the Third Party security domain is determined by the administrator root public key's presence, and is controlled either by the operator or the user: the operator has first choice of the Third Party security domain.  

The signed digital signatures of the applications ensures that the applications have been received by the MExE device in a secure manner from the server.

In addition to ensuring secure authentication of applications, MExE also defines which types of actions may be performed in each of the security domains.  The security table in clause 8.2 lists the actions that applications in the operator, manufacturer and third party domains are allowed or not allowed to perform. Such actions may only be performed by applications with user permission.  As a further security improvement, MExE Release 99 also now defines the rules for categorising possible new actions into the security table to ensure that MExE and the user's authorisations are followed.  

MExE also supports many of the Applications and Automatic Execution Workshop (AAEW) requirements to protect the user and operator, which have yet to be supported by other service capabilities (such as CAMEL and the SIM application toolkit).

In addition to the 3 trusted security domains, limited support for untrusted applications is also permitted.  Untrusted MExE executables are not in a specific domain, and have very reduced privileges as described in section 8.2.1. The untrusted applications only have access to the display, the ability to initiate a call or send DTMF tones. The number to be called or the characters which the DTMF tones represent shall be presented to the user for permission by a provisioned functionality of the MExE MS and not by the application itself.  These privileges of untrusted applications are an essential requirement in MExE to support WAP devices, and allows many simple applications (e.g. displaying content) to be supported.

Explicit user permission is required for all actions by MExE executables in all domains. Types of user permission can be found in the section 8.3. 

3 Conclusions

The MExE security in Release 99 is the result of continuous efforts on defining clear rules for the behaviour of MExE MS, and has built on, improved and extended the security in MExE Release 98 . The group strongly believes that the MExE security framework supports the operator and the user in managing the MExE MS and prevents attacks from unfriendly sources. 

Further, the specification provides a platform for 3rd party application developers, which is an important MExE requirement.  MExE will enable operators to extensively differentiate and brand their services to users as part of the toolkit approach to 3G services as required by S1.

MExE group asks S3 to consider the issues presented above, and welcomes comments on the MExE security.

