3GPP Cipher Evaluation

Terms of Reference

1. The evaluator is provided with the following:

a) the algorithm requirements specification - including modes of operation, parameters, implementation constraints

b) a specification of the algorithm, including a c-code implementation

c) a set of statistical test results

2. The evaluator is asked to confine his/her analysis to the cryptographic strength of the algorithm, with specific reference to the way in which it will be used in 3GPP.

3. The evaluator is asked to make constructive suggestions for improvements in the design of the algorithm where his/her analysis reveals weaknesses in the design.

4. The evaluator is not required to produce a detailed statistical analysis.

5. The evaluator is not required to suggest an alternative algorithm.

6. The evaluator is required to produce a report of the conclusions of his/her analysis, including a summary which may be put in a publicly available report and attributable to the evaluator.

7. The work is expected to start on the 15th November (with delivery of the documents listed under point 1) and completed on the 13th December (with delivery of the final report).

8. The evaluator is expected to work in close co-operation with the designers of the algorithm, and is encouraged to report his/her findings as and when they arise.

9. Payment for the work will be fixed at 20,000 Euro.

10. The work will be conducted under an ETSI contract.
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