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6.3	Authentication and key agreement
	Support for window and list mechanisms

In Annex C.3 and Annex C.4 respectively, the window and list mechanisms for sequence number management in the USIM are described. If one of these mechanisms is employed in the USIM and if there is no need to conceal sequence numbers  then the MS shall send information on the current value of the lowest entry SQNLO in the window or list to the SN/VLR at every location update. Sequence numbers which do not need to be concealed may be generated according to Annex C.2 or Annex C.6.
When the SN/VLR authenticates a user for the first time after receiving a new value SQNLO  from the MS then the SN/VLR checks whether the sequence number of the authentication vector it wants to use is greater than SQNLO. The SN/VLR uses the AV only if this is the case. Otherwise, the AV is discarded. If all AVs have to be discarded the SN/VLR requests new ones from the HE/AuC.


