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[The attached LS from SAGE regards a request of comments on implementation complexity for two "benchmark" algorithms. It has been sent to S3 on 12 August 1999. Considering the tight time scales for the algorithm development interested parties were invited to comment on the described example algorithms before end of August, directly to SAGE. This LS has thus not been intended to wait for a formal answer at next S3.]

LIAISON STATEMENT 
SAGE (99) 39
To:

3GPP Security Group

From:

ETSI SAGE

Date:

12th August 1999

Subject:
Complexity of 3GPP Confidentiality and Integrity Algorithms

_____________________________________________________________________
ETSI SAGE have been invited to design the air interface confidentiality and integrity algorithms for 3GPP (algorithms f8 and f9 in [1]).  SAGE would like to give manufacturers an early opportunity to comment on the implementation complexity of the general approach that SAGE proposes to take to this design.

At this very early stage, therefore, SAGE invites interested parties to comment on the following “benchmark” algorithms.  Please understand that these are not actual design proposals; however, the final designs are likely to be comparable to these benchmark algorithms from a complexity point of view.

Comments are invited by the end of August on any aspect of the performance and implementation complexity of these algorithms (e.g. gate count, power requirements, running time, etc etc).  (We are not looking for comments on the cryptographic strength of the algorithms!)  Please send any comments to Per Christoffersson (Per.E.Christoffersson@telia.se).  SAGE would particularly welcome quantified comments, e.g. “f8 will be acceptably fast as long as it is no more than 1.6 times slower than the benchmark algorithm”.  Unquantified comments such as “we would prefer a simpler algorithm” are not very helpful.

Basic Building Block

The basic building block from which both algorithms are built is 8-round MISTY1. This is a block cipher with a 128-bit key and a 64-bit data block size.  A document [1] describing MISTY1 should be attached to this liaison statement.

MISTY1 includes two ”look-up table functions”, one with a 9-bit argument and output, the other with a 7-bit argument and output.  SAGE recognise that look-up tables can be somewhat expensive to implement in hardware.  However, please note that the functions in MISTY1 are specially designed to be suitable for direct computation in logic - see section 4.2 in [1].  

For more information about MISTY1 in general, see http://www.mitsubishi.com/ghp_japan/misty/200misty.htm.  For information about complexity of implementations on different platforms, with an indication of the speed/size trade-offs that are possible, see http://www.mitsubishi.com/ghp_japan/misty/misty1megafunc.htm.

Benchmark Confidentiality Algorithm f8

To create a stream cipher, MISTY1 is used in 64-bit output feedback mode, as shown below.
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Benchmark Integrity Algorithm f9

To create a MAC algorithm, MISTY1 is used in CBC-MAC mode, as shown below.
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