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TSG CN WG2 would like to thank TSG S3 for their liaison statement, generated at the TSG S3 meeting #3, 13-14 May 1999, titled “Extended Proposal for Securing MAP Based Transmission of Sensitive Data between Network Elements”, addressed to TSG CN e.o.

TSG CN2 has reviewed section 7 (“Network Domain Security Mechanisms”) of the 3GPP TS 33.102, “Security Architecture”, which describes the capability for “securing MAP based transmission of sensitive data”. This review resulted in three observations that TSG CN2 would like to comment to TSG SA3.

First, TSG CN2 believes that the transport of the Layer 1 messages between Key Administration Centers (KACs) is outside the scope of TSG CN2. Therefore, TSG CN2 is not in the position to advice TSG SA3 concerning which transport mechanism to be used.

Second, TSG CN2 also raises the concern about the usage of additional header information (i.e. security header) to ensure securing MAP messages. Current MAP messages (GSM Release 97 & 98) already overrun the maximum message length that fits within a single PDU. This fact introduced segmentation of MAP messages within GSM, which causes decreased efficiency of the MAP message transmission. The addition of the additional header information will certainly not benefit the segmentation issue.

Finally, TSG CN2 would like to point that the network domain security mechanisms focuses only on the capability of securing MAP based transmission of sensitive data. TSG CN2 believes that the GTP based transmission will also contain sensitive data. This data will require an equal level of security (e.g. authentication parameters, subscriber profile information, etc). Therefore securing GTP based transmission messages needs to be secured as well.

TSG SA3 are asked to consider the described observation as described above and to advise TSG CN2 of the result of their discussion.
