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Information on the work of designing the standard algorithms 

Background to the work

The two 3GPP algorithms to be standardised are being developed according to an agreed work plan. The work plan is closely tailored to the recommended process as described in [1].The procedure followed is essentially an iterative design/evaluation cycle with independent design and evaluation teams.

Apart from members in ETSI SAGE the design group draws on expertise from Mitsubishi, Ericsson, Lucent, Motorola and Nokia.

Due to the limited time available the design is being based on a existing algorithm – MISTY1. A description of MISTY1 can be found at [2]. 

This block cipher has already undergone extensive cryptographic analysis and appears to be able to satisfy the various performance and implementation criteria laid down for the 3GPP confidentiality and integrity algorithms. A modified version is being developed and operational modes will be specified for its use as stream cipher and integrity protection algorithm, according to the requirement specification  [3].  

Time plan

An initial design proposal has been presented at a meeting the 1st of September. Intensive evaluation of that proposal is on-going, leading up to an second proposal by the end of September. By the 15th of November a final design is being foreseen and a public report on the work as well as a draft algorithm specification will then be delivered to TSG S3. 

It is planned that the draft algorithms will then be offered to independent parties for a 4 week evaluation, according to the approved S3 document on the process for 3GPP algorithm development [2]. These independent parties have not yet been chosen. It is assumed that S3 will handle this process and select evaluation experts after their own finding. Depending on the outcome of this evaluation final updates to the deliverables will be made end of December 1999. 

IPR and confidentiality

The IPR on the final algorithms should jointly be owned by the 3GPP partners, see requirements in [3]. It is also stated that the use of the algorithms shall be subject to a license agreement which restricts the use of the algorithm. ETSI SAGE and the appointed design group assumes that 3GPP takes responsibility in arranging the needed agreements with Mitsubishi in this matter. 

It has been stated in both [1] and [3] that the algorithms in the end shall be published as 3GPP specifications. The design group will therefore make no arrangements for custodians, non-disclosure agreements etc. which would have been needed in case of confidential algorithms.

Algorithm strength

According to requirements laid down in [3] and the intended life time of the algorithms the full strength of (a modified version) of Misty 1 will be used. That means that the algorithm will have an effective key size of 128 bits. 

Complexity of algorithms

The design group has sent a liaison statement to S3 asking for views on implementation complexity issues regarding a reference algorithm based on Misty 1. The last weeks of August were available for this and by the first week of September two manufacturers had responded. They both approved as of this level of complexity being used for 3G equipment.

Export control issues

According to the requirements in [3] it is the intention that “mobile stations should be free from restrictions on export or use, in order to allow the free circulation of 3G terminals, while network equipment which embody the algorithms may be expected to come under restrictions. It is however the intention that RNC and AuC which embody such algorithms should be exportable under the conditions of the Wassenaar Arrangement” [4]. 

The design group makes the following assumptions:

Mobile stations will not be controlled according to the Wassenaar arrangement, as long as they are “accompanying their user for the user’s personal use”. They would also be generally exempted as being: “portable or mobile radiotelephones for civil use that are not capable of end-to-end encryption”.  The intended network wide encryption specified in the 3G architecture could possibly be debated but as it is only allowing network assisted key management it seems it would not qualify as true end-to-end encryption.  The mobile stations are thus assumed to fulfil requirements according to [3].

Network equipment embodying algorithms should be expected to be export controlled according to the Wassenaar arrangement, very much like e.g. base stations for GSM have been and are export controlled today.  The design group sees no reason to believe that any special problems should arise in this area which could endanger the fulfilment of requirements for a wide international spread of 3G systems. The design group has, however, no possibilities to guarantee such a situation as the actual export licenses are handled individually by each nation (or possibly internationally co-ordinated as by the European Union). 

Requested actions by S3

ETSI SAGE as design authority asks 3G S3 to consider the following:

· Preparation by 3G S3 of the independent evaluation of algorithms in November – December must be quickly handled due to the short time available and the difficulties in finding relevant expertise.  

· Any needed action as relates to the IPR issues should be taken care of by 3G S3. 

· 3G S3 members are requested to consider the assumptions made as regarding strength of algorithms and export control issues. Although the design group will take whatever precaution they see fit, the collected efforts of the 3G S3 members would be desired in informing relevant national authorities on these matters.

· Any other comments on the on-going design process are of course welcome. 
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