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« Background

— Current Authentication System
» Strengths
» Weaknesses
» Deficiencies

— Why Change Anything?

— TR45 AHAG Requirements for 3G Wireless Security
« LESA

— Framework

— Procedures

— Requirements Met

— Advantages

 Evolving
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t  1S-41 Authentication Today (1) k.

 Cryptographic Authentication
— Practically Eliminated Cloning Fraud

e Standard Algorithm and Shared Key (SSD).
— Allows Local Authentication by Serving System.

« SSD Concept

— Security Advantages
» Protects the A-Key.
— Efficient Signaling
» SSD Sharing reduces core network signaling.
» Pre-call validation reduces radio signaling
— SSD Sharing is optional
» Doesn’t require trust between operators.
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e Session Key Derivation
— Provides keys for Radio Link Encryption.
— Privacy provided on Digital Traffic Channels only.

 Global Challenge
— Efficient Pre-call Validation.
— Saves Network Resources.

 Unique Challenge
— Failure Recovery.
— Diagnostic Tool.
— Suspicion Verification.
— SSD Update Validation.
— In Case of No Global Challenge (No Privacy).

Lucent Teéhnologies
Bell Labs Innovations



[
@. 2G 1S-41 Key

A-Key (Seed)

/\

SSD,

(AUTHENTICATION)

o oo B

SSD - Shared Secret Data
VPM - Voice Privacy Mask
CMEA - Cellular Message

\ Encryption Algj

Hierarchy

Data Key

Data Mask
1

(PRIYACY)

‘ade
=g

CMEA Key

Lucen tTech nologies
Bell Labs Innovations




[ &

+

2G Authentication }ﬁ;@

@

/ CHALLENGE\ "
- E




Public vs. Private Key Cryptographyp?$

Private (Symmetric) Key Systems are Fast, Efficient, and
Economical.

“Many-to-Many” vs. “Many-to-One” Problem

— Public-Key is Good for Solving the “Many-to-Many”
Problem (multiple users / multiple servers)...

— ...but the Wireless System only requires the “Many-to-One”
Authentication (multiple users /one home_system)!

The Certification Problem
— Complex Certificate Hierarchies,
— Trusted Certification Authority,
— Certificate Revocation Problem.
— Otherwise Lose the benefits of Public Key Crypto.

Public-Key May Not Eliminate the Need for Network
Security.

— Eavesdropping vs. Manipulation
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« No Mutual Authentication

— Active attacks (False Base Station)

— Relay/Replay attacks (Man-in-the-Middle)

— May compromise the privacy/integrity mechanism
No Continuous Message Authentication/Integrity

— Hijacking
Aging Algorithms

— CAVE showing signs of weakness (not broken yet!)
... and Key Sizes

— 64 bits minimum for today, 128 bit keys for long term.
No Evolution Capabilities

— Insufficient Algorithm-Negotiation mechanism

— Absent Privacy Key size negotiation for export control
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t Why Change Anything? k.

« New Techniques
— Provable Security

New Attacks
— False Base Station
» Mutual Authentication
New Services

— Packet Data Channels
» More threat of Hijacking Attacks

— Common Channels
Relaxation of Export Rules

— Authentication itself is not controlled; only in conjunction
with key generation. 64-bit keys now exportable.

System is Aging

— Adversaries become technically sophisticated and well
equipped.
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« Enhanced and Secure Algorithms for Long Term Use.
e Larger Key Sizes

« Packet- and Circuit-Switched Data Services

« Common Channel Protection

e Mutual Authentication

— for critical messages and transactions

 Global Roaming
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 Today’'s Systems are Effective

* Leverage Existing Investment

 Easy Transition
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t LESA

e Mutual Authentication
 Provable Security

e Fast and Lightweight

* Flexible Key Sizes
 Secure Algorithm (SHA-1)
* Future-proofing

« Backwards Compatibility

* International Interoperability
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(SSD UPDATE)

SSD,

(REGISTRATION)

(UNIQUE CHALLENGE)

SK - Session Key

&
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SSD - Shared Secret Data

/

(SESSIZN KEY AGREEMENT)
SK. SK,
128-Bit Per-Session 128-Bits Per-Session
(ENCRYPTION) (INTEGRITY)
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t Provable Security
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* Interlocking Challenges is
Provably Secure

« One-Way Challenge
— Replay Attack
— Network Impersonation

« Two One-Way Challenges
— Interleaving Attacks
— Reflection Attacks
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t Enhanced SSD Update g3
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e Mutual Authentication
— Prevents false base station

AUTHDIR[INitSSD,Ry] AUTHDIR[INitSSD,Ry]

authdir[Ry, Ay]

P authdir[Ry, Al — Prevents replay
AU<THD|R[ConfirmSSD,AN, o Streamlined Signaling
T RLConmSSD, A — Eliminates need for Base
authdir[ACK] athdirACK] Station Challenge and
subsequent Unique
Challenge
* A-Keyg

* Ay =fi(Type, IMSI, AKEYg, Ry, Ry) — Derived from A-Key

* Ay =T(Type, IMSI, AKEYg, Ry, Ry) » store in HLR/AC database
» SSD =f5(Type, IMSI, AKEY 4, Ry, or compute when needed

Ru) — Used for authentication only
during SSD Update
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SKA Request[Rn] .  Mutual Authentication
4sKA Response[RU,AuL § — Prevents false base station
3GAuth[;eqSKA,RN>Ru,Au] — Prevents replay
| 3%uth[Confir;SKA, AN, SKhew]
< SKA Confirm[ An] . e SSD Shared or not Shared
. — (Shown not shared)

« Ay =fi(Type, IMSI, SSD,, Ry, Ry) Mobile- or Network-Initiated
. Ay =f,(Type, IMSI, SSD,, Ry, Ry) Versions

SK, o,y = fa(Type, IMSI, SSDg, Ry, Ry)
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t Service Request w/ SKA g3
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UIMF LMFy NNI LMF  Session Key Agreement Can
OMTI[Ry] = be combined with Service
| - Request (as shown) and/or
DrlgReq[Ru,Au,{DD}SK-;d] | ;&gt:hlfﬁquﬁ\u] Lo_ca_ttion Reqistration for
o~ > efficiency
3G/Wh[Confirm§KA, An, SKnew,| SKold]
ChanAssign[ConfirmSKA, An] -
< . « Dialed Digits Encrypted with

old Session Key for Fast Call
« Ay =f(Type, IMSI, SSD,, Ry, Ry) Setup
« Ay =Tfy(Type, IMSI, SSD,, Ry, Ry)
SK, ey = f3(Type, IMSI, SSDg, Ry, Ry) * SSD Shared or not Shared
— (Shown not shared)
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t Location Registration TR
UIMF LMFy NNI LMF _ : :
OMTI[Ry] A Simple Reqistration
< | Preserved from 2G 1S-41
RegNot[Ay] |

. A, =f,(Type, IMSI, SSD,, R,)

No Keys Generated
No Mutual Authentication

Fast, Lightweight Challenge-
Response

SSD Shared or not Shared
— (Shown not shared)
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t Location Registration w/ SKA ki

OMTI[Ry] . Enhanced Registration
REGISTRATION[Ru, Au, 3GAUth[ReqSKA, e Combined with Session Key
ImpReg=0,Rn, Ru, Au]
- > Agreement.
Sogsenimeka An el -« Secure Mutual Authentication.
registration[ ConfirmSKA, An] _ ) . .
< . * Requires Registration

. Confirmation on the Air Interface.

e SSD Shared or not Shared

« Ay =fy(Type, IMSI, SSD,, Ry, Ry) — (Shown not shared)

« A, =f,(Type, IMSI, SSD,, Ry, Ry)
e SK,., = fa(Type, IMSI, SSDg, Ry, Ry)
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e Preserved from 2G 1S-41

UIMF LM LMF .
~ - " | « Useful for troubleshooting,
ahdirUniachal Ry Ad Q“thd'r[un'tha"RN' Aul Suspicion Verification.
authdir[Ay] >
 Provides Limited Authentication

If Global Challenge not Available
« A, =f/(Type, IMSI, SSD,, R\)
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Session Key Agreement Procedure Can be Triggered:
— By Network, at Any Time
— By Mobile at Initial Registration
— By Mobile at Call Setup
Session Keys Can be Used to Protect:
— Traffic Channels
— Common Channels
Session Keys Can Have Various Lifetimes:
— Duration of the Registration Period
— Duration of a Single Call
— Arbitrary Time Period

SESSION KEY AGREEMENT PROVIDES FLEXIBILITY!
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Activation
SSD Update
Registration

Call

Call

Session

Registration Session

Security Session
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Call
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SSD Update

Registration

Call
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—— SSD Update
Re-Authentication

Call
Session

Registration Session

Security Session

Security Session
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1
1
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1
1
1
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Session Key K Valid i
= g2 =
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t Example Key Schedule (Opt.2)
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Activation
SSD Update
Registration

Call

Call

Session

T
Registration Ses;sion

1Security Session

Registration

Call

SSD Update
Registration

Call

Activation
—— SSD Update
Re-Authentication

Call
Session

Registration Session

Subscription Session
I

Security Session

Call
Session

Registration Session

Security Session

Call Session key K Valid
I—>

Subscription Sessid|n
I

> : >
DCCH Session Key K4 Valid

>

>+

SSD Valid

A-Key Valid

>
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 High Speed Authentication
— Symmetric Cryptography is Fast
— Streamlined Protocols
— Shared SSD is Fast
 No Third Party Certificate Authority

« Accommodates Border Cell Operation

— Supports Recommendation that Global Challenge must be
Received from Serving System

e Support for Personal Mobility

— Authenticates Subscription, not Terminal
» ESN is not a part of authentication

 Addresses Replay and False Base Station Attacks
— Mutual Authentication, Time-Varying Parameters
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« Backwards Compatibility
— Natural Evolution from [1S-41
— Most signaling and functionality preserved
— Some signaling changes required, including radio interface.
— Roaming to 2G 1S-41 networks supported via SSD.

e Future-Proofing
— Protocol Version Negotiation
— Algorithm Version Negotiation
— Key Size Negotiation
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t Evolving: Moderate Changes EE1]

 Radio Interface Signaling
— Larger Challenges and Responses
— Mobile-side Challenge at SKA, SSD Update

— Option: Integrate SKA into Mobility Management and Call
Setup signaling.

— Algorithm version negotiation, key size negotiation
e Core Network Signaling
— Larger Parameter Sizes (Challenges, Responses, Keys)
— New message fields for Mobile-side Challenges
 Authentication Center, VLR, Mobile
— Larger Key Sizes in Database
— New Algorithms
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