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Notice

©1999 QUALCOMM Incorporated.

The information contained in this contribution is provided for the sole purpose of promoting discussion within the
TIA and is not binding on the contributor. The contributor reserves the right to add to, amend or withdraw the
statements contained herein.

The contributor grants a free, irrevocable license to the Telecommunications Industry Association (TIA) to
incorporate text or other copyrightable material contained in this contribution and any modifications thereof in the
creation of a TIA standards publication; to copyright and sell in TIA's name any TIA standards publication even
though it may include portions of this contribution; and at TIA's sole discretion to permit others to reproduce in whole
or in part such contributions or the resulting TIA standards. The contributor will also be willing to grant licenses
under such copyrightsto third parties on reasonable, non-discriminatory terms and conditions, if applicable.

The contributor may hold one or more patents or copyrights that cover information contained in this contribution. A
license will be made available to applicants under reasonable terms and conditions that are demonstrably free of any
unfair discrimination.

Nothing contained herein shall be construed as conferring by implication, estoppel, or otherwise any license or right
under any patent, whether or not the use of information herein necessarily employs an invention of any existing or
later issued patent, or copyright. The contributor reserves the right to use all material submitted in this contribution for
their own purposes, including republication and distribution to others.
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Need for ESA (1)

« CAVE offersonly 56 bits security
— Short key
— Known weaknesses

« ESA will provide stronger authentication
— Increased key size (128 bits)
— Stronger, publicly proven hash function
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Need for ESA (2)

* False base station attacks identified
— Disabling voice privacy
— Obtaining private identity information

o ESA will provide bilateral authentication
— IMT-2000 reguirement
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Stronger Authentication

« Hash function candidates before AHAG:
— MD5
— SHA-1
— KT proposal (MD4-based)
— Advanced Hash Algorithm
o Key size agreed to:
— 128 bitsfor all keys
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Bilateral Authentication

 Intended to prevent false base station
altacks on user data privacy

» Existing Base Station Challenge/Response
appears inadequate (see following)
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False Base Station #1

(Challenge-Response)

PSTN

mobile false base

challenge

Doesn’t have the key,
b can’'t successfully answer
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False Base Station #2

(Challenge-Response)

mobile false base/mobile real base
challenge passed through
passed through response

<

privacy equUest ,  denied by false base
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Prevention

* Messages from the base station must be authenticated

— signature should include message sequence numbersto
prevent replay

e The authentication and privacy keys must be determined in
a secure manner

— key agreement, if used, must itself be authenticated

— mobile station challenge bits must be included in key
agreement protocol
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False Base Station #2

(Signature)

mobile false base/mobile real base

Command from fal se base

%

Command rejected
(bad signature)
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ESA Feature Summary

e Stronger Mobile Station authentication and
key generation algorithm

e Larger authentication keys
« Authentication of Base Station commands
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ESA Proposals

 Fundamental differences:

— arein the manner of authenticating mobile and
base stations, and of creating session keysin a
secure manner

e Other differences:

— are many and confusing, but secondary In
Importance because the procedures after key
creation can be the same in all proposals
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General ESA Process

Establishment of “session” keys
(including proof of authenticity)

Proposal-dependent

Proposal-independent

Use of “session” keysfor later
message authentication and
privacy
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ESA Proposals

e Lucent: symmetric key
— A-key and SSD similar to current system, but with mutually
authenticated session key agreement.
e Certicom: asymmetric (“public’) key, optional key
certification
— Private key in mobile station only; network has the mobil€’ s public
key. Network key may be certified by the home system.
e CipherlT: asymmetric (“public’) key, with implicit
certification

— Each entity has its own private key, with implicit certification by
the home system.
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ESA Process

e Select one of thethree ESA key agreement protocols
(may require TR-45 decision).

« AHAG then develops ar chitectural requirementsfor
the selected protocol.

 Then (in paralld tothe extent possible):
— TR45.2 devel ops network protocols
— AHAG sdlects algorithms for use in the protocols

— TR45.1, TR45.3, TR45.4 and TR45.5 develop signaling to support
the network protocols

— TR45.6 and TR45.7 provide guidance in their areas of expertise
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