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History

 Formed in 1992 asan Adhoc group in TR-45.3
« CMEA broken by AHAG in December 1996

« ORY X broken in March 1997

« CMEA break publicin June 1997

 TR-45 adopts new crypto policy - January 1998
 TR-45 adopts enhanced security reguirements
In July 1998

« AHAG begins next-generation security
submission review process - July 1998



Cryptographic Development
Process
1) Develop Security Requirements.

2) Accept contributions on proposed security
designs and models.

3) Conduct internal review of security proposals.
4) Conduct external review of security proposals.

5) Select proposal(s) for standardization.



3rd Generation Security

 Enhanced Authentication

 Enhanced Privacy

o Utilize public crypto community

e Public review process

* Ensure security evolvability

 New key distribution techniques

e Explorenew security services (public

key certificates, ECC, key escrow, smart cards,
etc...)



ESA Security Reguirements Sources

TR-45 Security Reguirements Document
— CTIA (FTAG)
— TR-45 Subcommittees

ITU

TR-451SD

3GPP

TR-45 AHAG

TR-45.2 Security Group



ESA Security Requirements

Algorithms/protocols publicly scrutinized
128-bit Authentication key (SSD-A?)
128-bit Privacy key (reducible)

Privacy is mandatory (like GSM)

Mutual authentication between MSand BS (ITU
requirement)

Separate ESN from authentication calculations
Backwards compatibility

UIM interface

Air interface and Network algorithm negotiation



ESA Security/Efficiency |ssues

Privacy and Authentication key sizes increase to 128-bits

Algorithm/protocol negotiation between systems
necessary

Cryptosync on Air Interfaces

Additional message overhead

size of MAC digest (signature) - could be up to 160 bits
Backwards compatibility

separation of ESN from Authentication process

UIM (removable vs. fixed)

Mandatory Privacy (like GSM)?

Interoperability with 3GPP Systems



ESA Proposals

* Public-key Proposals
— EPAC (Certicom)
— Cipherl T (CipherlT)

e Symmetric key Proposals
—LESA (Lucent)
— Seguence Numbers (3GPP)
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ESA Sedlection Goals

 Each Subcommittee selects one proposal.
— Select Public vs. Symmetric
— Select final proposal

« Highleve selection by December
— real work begins next year

« Subcommittee selection may be weighted
—TR-45.2



Enhanced Subscriber Privacy

Software-Oriented Stream Cipher 2 (SSC-2) - GTE

— Combination Stream Cipher

SOBER Il - Qualcomm
— Stream Cipher with GF(28) LFSR and non-linear clocking

Sha-zam - Lucent
— Feistel permutation using SHA-1 as stream cipher

SCEMA - Lucent
— descendent of CMEA used as stream cipher (TDMA only)

Twofish - Counterpane
— Block cipher

E2 - NTT (Japan) Block Cipher



