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Copyright

! The contributor grants a free, irrevocable license to the Telecommunications Industry Association (TIA) to
incorporate text contained in this contribution and any modifications thereof in the creation of a TIA standards
publication; to copyright in TIA’s name any TIA standards publication even though it may include portions of this
contribution; and at TIA’s sole discretion to permit others to reproduce in whole or in part the resulting TIA
standards publications.

! The contributor may hold one or more patents or copyrights that cover information contained in this
contribution.  A license will be made available to applicants under reasonable terms and conditions that are
demonstrably free of any unfair discrimination.

! The information contained in this contribution is provided for the sole purpose of promoting discussion within the
TIA and is not binding on the contributor.  The contributor reserves the right to add to, amend, or withdraw the
statements contained herein.

! Nothing contained herein shall be construed as conferring by implication, estoppel, or otherwise any license or
right under any patent, whether or not the use of information herein necessarily employs an invention of any
existing or later issued patent, or copyright.  The contributor reserves the right to use all material submitted in
this contribution for their own purposes, including republication and distribution to others.
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! Design and implementation
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Goal of CipherIT’s Proposal

Efficiently implement ESA for third generation
cellular telephony while enabling future e-
commerce applications.
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Goals of ESA

! Only the MS should know its private key
! Publicly disclosed and scrutinized algorithms
! Prevent the compromise of root authentication

keys
! Authentication process generates privacy and

encryption keys
! Mutual authentication capabilities
! Full support of existing methodologies
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CipherIT’s Proposal
1. Only MS should know its
private key

True public key cryptography

2. Scrutinized algorithms ECDH - ANSI, IEEE, NIST
approval

3. Compromise prevention No secret information
transmitted

4. Privacy/encryption key
generation

Implicit in key exchange

5. Mutual authentication Mutual authentication

6. Backwards compatibility Full support provided
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Unique capabilities

"CipherIT’s self-certification protocol
significantly reduces computational
complexity, network communications, and
management overhead
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Implementation Overview

Full mutual authentication:
The VLR/base station proves to the mobile that it
knows something about itself rather than about
the mobile.  In parallel, the mobile station
authenticates itself by proving that it knows
something about itself.
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System Design: Service Provisioning

Existing provisioning fully supported by CipherIT’s
protocols with the following enhancements:

!Secret and public keys installed in MS such that
MS is associated with a specific service provider

!Only non-secret information exchanged over the
air with service provider

!Service provider controls randomness of mobile’s
secret key
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System Design: Authentication
Services - VLR Key Issuance

! Unique private key and public value issued to
VLR by service provider

! VLR capable of exchanging mutually
authenticated session key with all mobiles
served by specific service provider

! Service provider controls randomness of VLR’s
secret key

! No VLR keys issued for non-trusted systems,
simulating no-SSD sharing
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System Design: Authentication
Services - Mobile Registration

! Ephemeral keys calculated by two simultaneous
exponentiations facilitating:
! complete mutual authentication including implicit certificate

verification without an actual certificate
! encryption/privacy key generation

! Only ONE exponentiation is needed if the MS frequently
communicates with the same BS

! Protocol also enables:
! reduced communication overhead
! enhanced implementation efficiency
! reduced management overhead

! Execution efficiency may be enhanced by hardware
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System Design: Mutually
Authenticated Secret Key Generation

Session key

Mobile Station VLR

Generate random #

Calculate
ephemeral value

Exchange values

Calculate
ephemeral scalar

Session key
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Comparative Analysis:
Information Integrity

LESA EPAC CipherIT

Secrets sent over
SS7 network

Secrets sent over
SS7 network

No secrets sent
over SS7
network
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Comparative Analysis:
Algorithms

LESA EPAC CipherIT

Not in public
domain

ECDH
(scrutinized and
standardized)

ECDH
(scrutinized
and
standardized)
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Comparative Analysis:
Security Assessment

LESA EPAC CipherIT

AC is single
point of failure.
Compromise of
AC, A-key or
SSD impacts MS
authentication.

AC is single
point of failure.
Compromise of
AC impacts MS
authentication as
Public Key is
treated as a
secret

No single
point of
failure.
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Comparative Analysis:
Storage Requirements

LESA EPAC CipherIT

AC stores 384
bits per user and
MS stores 128
bit A key and
256 bit SSD

AC stores public
key for each
user(160 bits)
MS stores 160
bit private key

AC stores 167
bit Private Key
MS stores public
and private
values (167 bits
each)
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Comparative Analysis:
Performance (online computation of MS)

LESA EPAC CipherIT

10 ms 250 ms-1 sec 250 ms-1 sec
in software
50-100 ms
with hardware
assist
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Comparative Analysis:
Network Traffic

LESA EPAC CipherIT

Each MS
SSD must be
retrieved over
the network
securely

Each MS
Public Key
must be
retrieved over
the network
securely

Openly retrieve
one long lived
base station
value from each
provider for all
MS from that
provider
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Comparative Analysis:
E-commerce Facilitation

LESA EPAC CipherIT

No provision
for non-
repudiation

No provision for
non-repudiation

True public key
cryptography
enables digital
signatures (ie: full
authentication and
non-repudiation)
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Conclusions

! Full compliance with ESA goals
! Protocols and potential for hardware assist

make full public key cryptography a reality for
third generation cellular telephony

! Key agreement allows providers to develop
infrastructure for future e-commerce
applications


