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1. INTRODUCTION

This contribution provides a proposed solution to Enhanced Subscriber Authentication (ESA), part of a
third generation system providing authentication and privacy whose requirements are outlined in the
Stage 1 document developed by AHAG [23]. The contribution is designed to meet all of the requirements
of the AHAG and IMT-2000.

1.1 Overview

The solution employs in part public-key cryptography. In the past, public-key cryptography was
considered inefficient and therefore not a viable option for constrained environments where computation
power, storage space, and bandwidth were severely limited, as was the case for mobile phones.
However, with the advent of faster processors and more efficient public-key cryptographic techniques,
such as the use of elliptic curve mathematics, traditional obstacles that prohibited use of public-key
cryptography have essentially been overcome. Indeed, public-key cryptography has already been
incorporated into mobile phones for applications as well as over the air service provisioning. These
events allow the wireless industry to reap the advantages of public-key cryptography in third generation
systems.

The proposed solution utilizes a blend of public-key cryptography and symmetric cryptography. It exploits
the benefits of both technologies. Each session between a mobile phone and the network consists of a
public-key based mutual authentication and key exchange followed by symmetric-key based secure data
exchange. This offers both the scalability and security of public-key based key management and the
efficiency of symmetric-key based bulk data exchange.

Specifically the contribution uses the elliptic curve cryptosystem (ECC) [15, 17, 19] as the public-key
technology during mutual authentication and key exchange, HMAC [3, 4, 16] with SHA-1 [20] for data
authentication, and a generic cipher for data encryption. Note that the contribution does not recommend
a specific cipher to provide privacy; rather it facilitates the use of any cipher. Since third generation
systems will be employed globally, it is likely that a variety of privacy algorithms will be used depending
on location and export controls. The proposal therefore provides a common authentication framework,
which works with any appropriate data-privacy mechanism.

1.2 Organization

Section 2 provides a rudimentary cryptographic background. Section 3 contains an overview of both the
current cellular authentication system and the proposed third generation system. Section 4 describes the
cryptographic details of the proposal. Section 5 analyzes the proposal and compares it with other
possible solutions. Section 6 makes some concluding remarks. It is followed by a list of references and a
glossary of terms. This document attempts to provide sufficient explanation at each stage to enable
understanding by a reader unfamiliar with the subject matter so that a wide audience can review it.
Experts in the area may therefore wish to skim the background they are familiar with and focus on the
second half of Section 3 as well as Sections 4 and 5.

Page 3



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

Wailea, HI TR45.AHAG/98.12.08.07

2. CRYPTOGRAPHY BACKGROUND

The second half of the twentieth century has witnessed an information revolution. The most valuable
commodities are no longer objects or even people but information itself. The change in the way data is
stored has been central to this innovation. Today most data is no longer stored on a physical medium like
paper. Instead it is stored in electronic form. Intuitively this makes data much easier to use — it is small
and inexpensive to store and can be communicated across the world almost instantaneously.

The value of information together with the ease of copying and communication increases the need to
store and communicate data securely. Safes and trusted carriers are no longer sufficient. Instead data
must be secured using mechanisms which are independent of the storage medium.

Cryptography represents an extremely attractive way to provide data security precisely because it is
largely independent of the medium in which the data is stored. Rather than providing security by
protecting the physical location of the data, it provides security by transforming the data itself.

Mobile phones that communicate over RF networks represent a classic example of the problems faced in
providing data security. RF networks are prone to eavesdropping so data sent by a phone can easily be
monitored by an adversary. The nature of the wireless medium does not allow for data to be placed in
physical opaque envelopes that could ensure secrecy. In fact data sent over RF networks by mobile
phones may be subject not just to eavesdropping but it is also possible for an adversary to intercept
messages and replace, delete, or subvert them. Mobile phones users therefore need diverse security
services such as the assurance that data it receives is genuine as well as the assurance that data it
sends will remain secret. Data security services needed between a mobile phone and a service provider
communicating over an RF network include:

- Data confidentiality: Both the mobile phone user and the service provider may want messages
they exchange to remain secret. For example, the mobile phone user may want adversaries to be
unable to eavesdrop on sensitive calls.

- Data integrity: Both the mobile phone user and the service provider may want messages they
exchange to remain unaltered. For example, the service provider may want the assurance that the
call request it receives specifies the same number that the user dialed so that the call can be
completed as dialed.

- Data authentication: Both the mobile phone user and the service provider may want to know the
origin of data they receive. For example, the service provider may want to know the origin of a call
request so that it can decide whether to complete the call.

- Non-repudiation: The mobile phone user may wish to send data that is non-repudiable, meaning
that the user cannot later deny sending the data. For example, the user may wish to complete a
financial transaction such as buying stock over the phone.

- Device or entity authentication: Both the mobile phone user and the service provider may want to
know with whom they are communicating. For example, the service provider may want to check that
it is communicating with a paid-up mobile phone user before allowing the user to place calls. Device
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authentication should prohibit in particular an adversary from replaying the authorization sent by a
valid user in order to gain access to the network.

Cryptography is capable of providing all these services. Encryption schemes can be used to provide data
confidentiality, message authentication codes (MACS) or signature schemes can be used to provide
data integrity as well as data authentication, and signature schemes can be used to provide non-
repudiation. Entity authentication can be provided using more complicated protocols built out of
encryption schemes, message authentication codes, and signature schemes.

Currently, security in cellular networks is limited primarily to device authentication. Before allowing a
mobile phone network access, the network or service provider authenticates the phone using a protocol
based on a message authentication code. The need for additional security services like those listed
above has motivated the cellular industry to provide more comprehensive security in future third
generation systems. This document describes one way that cryptography can be used to provide the
additional security services required.

Having identified the need for more comprehensive security, the task facing the cellular industry is to
choose appropriate cryptographic mechanisms from among the vast array of cryptographic mechanisms
that have been proposed. One of the fundamental choices required is to choose between the two types
of cryptographic systems: symmetric systems and public-key systems.

The operation of cryptographic systems is controlled by keys. In a symmetric system, to exchange data,
the sender and recipient must share the same key. Furthermore, the key must be shared both
authentically — so that the sender and recipient know they share the correct key — and secretly — so that
no one else knows the key. In a public-key system, to exchange data, the sender and recipient each
possess different keys. One of the parties holds a private key which it uses to decrypt or sign and the
other party holds the corresponding public key which it uses to encrypt messages or check signatures. It
is difficult to derive the private key from the public key. Public-key systems therefore have different key
distribution requirements than symmetric systems. Although the parties must still exchange public keys
authentically, there is often no need to exchange the public key secretly; instead, the public key can be
published and everyone can use a user’s public key to communicate with them.

Either symmetric systems or public-key systems can be used to provide security services. There are
advantages and disadvantages of each.

Public-key systems offer improved key distribution since to communicate two parties only need to share
authentic information, not secret information. They also offer improved key management since each user
only needs to possess one private key and the corresponding public key which everyone can use to
communicate with them, as opposed to symmetric systems in which each user should share a different
secret key with every other user. Public-key systems are also easily amenable to the provision of non-
repudiation and can provide digital signatures, which are the electronic equivalent of hand-written
signatures. On the other hand, symmetric systems offer greater computational efficiency than public-key
systems.

This situation means that many systems use a combination of public-key cryptography and symmetric
cryptography. For example, suppose the user Alice wants to send a long message confidentially to the
user Bob. A common solution is for Alice to choose a session key for a symmetric system, encrypt this
session key using Bob’s public key, and encrypt the message itself using the session key. She sends Bob
the public-key encrypted session key and the symmetrically encrypted message. This combination
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exploits the superior key management of public-key cryptography and the added efficiency of symmetric
cryptography.

This document describes a system that uses a similar combination of public-key cryptography and
symmetric cryptography to meet the more complex security requirements of the cellular industry that
were outlined above. Hybrid systems offer robust and scalable solutions and are widely acknowledged by
cryptographic experts. They have been implemented in a variety of technologies including the Internet
(IPSec, SSL, SIMIME), personal digital assistants (Palm), and e-commerce (SET).
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3. SYSTEM OVERVIEW

The first half of this section describes the current authentication scheme in use by wireless systems and
introduces terms and procedures (e.g., registration) that deal with authentication. The second half of this
section provides an overview of the solution proposed for third generation systems. The details of this
solution are discussed in Section 4.

3.1 Cellular Authentication and Terminology

Authentication in current systems consists of device authentication based on symmetric cryptography.
The mobile station is provisioned with an Authentication Key, referred to as the A-key, prior to any
communication with the cellular network. The A-key is also provisioned in the Authentication Center (AC)
of the service provider or home network. The process of provisioning the A-key in the mobile station is
part of “service provisioning”, during which other mobile station specific information is also provisioned.
While there are several ways to provision the A-key, Over-The-Air Service Provisioning (OTASP) is
recommended. OTASP uses the Diffie-Hellman protocol to create the A-key concurrently in the AC and
the mobile station.

The A-key is then used to create session keys known as SSDs (Shared Secret Data), which are stored in
the mobile station and the home network and are used to authenticate the mobile station. The SSDs are
derived by hashing the A-key and other information, such as the mobile station’s identity. When a user is
roaming in another part of the network, the home network, at the discretion of the service provider, may
decide to share the SSD with the serving network to enable the serving network to authenticate the
mobile device itself using SSD. Alternatively, the service provider may require the serving network to
authenticate the mobile station by checking with the home network each time. Sharing SSDs with the
serving network saves signaling traffic between the two networks when the user is roaming. However,
since knowledge of SSD enables the serving network to impersonate the mobile station, this requires a
degree of trust in the serving network.

When a mobile station powers-on, it “registers” with the network. During registration, the mobile station
sends its identity to the serving network (assume that the mobile station is roaming) along with an
authentication string or MAC (for simplicity, the term MAC is used throughout the rest of the document
for authentication string) that is created by hashing SSD, identity information, a random challenge (32-bit
number broadcast by the base station), and other information. The serving network queries the user’'s
home network to register the mobile station. The home network, at this point, determines if the SSD is to
be shared with the serving network. If so, the SSD is passed to the serving network. The serving network
computes the MAC by using the same inputs as the mobile station. If the computed MAC matches the
one sent by the mobile station, the mobile station is considered authenticated.

The serving network keeps the SSD associated with the mobile station for the duration of the time that
the user is registered in that network. During that time, if the user originates a call (referred to as call
origination), the mobile station is again authenticated in the same way as it was for registration, except
that dialed digits may be used as additional input to the hash. Once again, the serving network computes
the MAC and verifies that the two MACs match, thereby authenticating the mobile station. In addition, if a
call is received for the user (referred to as call termination), the same procedure is repeated. In
summary, authentication is based on calculation of a MAC, which is a hash of the SSD, a random
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challenge from the serving network or base station, and other input data, such as mobile station’s identity
and/or dialed digits.

The Authentication Center in the home network may periodically update the SSD in the mobile station,
referred to as SSD update. This is accomplished by sending a request to the mobile station to generate
a new SSD. In this scenario, mutual authentication of the mobile station to the home network and of the
home network to the mobile station is performed prior to storage of the newly generated SSD in the
mobile station. The authentication of the home network consists of the following: the mobile station
sends a random challenge to the AC; the AC computes a MAC using a component of SSD, the random
challenge, and other information, and sends it to the mobile station; the mobile station verifies the
received MAC with its own computed value.

There are a number of weaknesses with the current authentication system.

It requires the backbone network connecting the home network and the serving network to be very
secure. Messages exchanged on this network must be exchanged confidentially; otherwise, an
eavesdropper monitoring this channel can impersonate any active mobile stations.

It imposes high security requirements on the Authentication Center of each service provider.
Maintaining the confidentiality of the A-key database at the Authentication Center is essential;
otherwise, anyone who learns the contents of the database can impersonate any mobile station at
any time. This problem is escalated by the fact that there is no effective disaster recovery
mechanism in the event of Authentication Center compromise.

There are security concerns over SSD sharing. If the home network decides to share SSDs with
serving networks, this enables the serving network to impersonate mobile stations.

The CAVE algorithm, which is used to provide authentication, itself has security concerns. CAVE has
not been published and has not received widespread scrutiny by the cryptographic community.
Compromise of CAVE could cause embarrassment for the cellular community, which has already
been hurt by the use of unpublished algorithms, such as CMEA.

There are efficiency concerns. A large amount of communication is required on the backbone
network that links the home network and the serving network. This communication is substantially
increased if the home network is not sharing SSDs with the serving network since now the serving
network must communicate with the home network each time it wants to authenticate the mobile
station.

Most importantly, the current system does not provide sufficient security services. Device
authentication provides limited security to the network since there remains the possibility that an
adversary can hijack service after device authentication has been performed. Furthermore, the
limited deployment of data privacy services presents a major problem since it means users are wary
of placing sensitive calls over the cellular network. This issue will become particularly important in
the future if the cellular industry wants to support advanced features like web browsing and over the
air financial transactions.
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Global roaming, one of the most promising features of third generation systems, will heighten many of
these concerns.

3.2 Design Goals for Third Generation Authentication

The deployment of a third generation system affords the cellular industry an opportunity to address the
deficiencies of the current authentication system. The third generation authentication system therefore
needs to meet the following requirements:

Provide for mutual authentication of network and mobile station. It should be possible for the mobile
station to authenticate the network as well as for the network to authenticate the mobile station. The
current scheme provides the latter, but the former is supported only on a per-application basis.

Use of openly published, well-studied and standardized algorithms. The protocols and algorithms
used should be well scrutinized by the cryptographic community so that cellular industry can gain
confidence in their adoption.

Minimization of computation time required by mobile stations for generation of appropriate keys on
each access. Since authentication is used for every call, performance is an important consideration.
Security should not affect the service being offered to the end-user negatively.

Ability to provide non-repudiation. This is extremely useful in services that are expected to drive
deployment of third generation systems.

Minimization of extra network infrastructure. Since third generation is a migration from second
generation systems, it is important to take advantage of the current infrastructure in place, where
possible.

Scalability. As more and more cellular systems are brought into service each year and with many
carriers aiming to provide worldwide roaming, third generation ESA and ESP should provide for the
ability to scale without imposing additional unnecessary costs on carriers.

Section 3.3 describes the system proposed to meet the above requirements.
3.3 Third Generation Proposal

The ESA proposal contained in this document is based around the same events as the current system:
service provisioning, mobile registration, call origination, call termination, and data exchange. There are
two fundamental differences, however, between the proposed system and the current system. First, the
proposed system performs registration using a protocol that provides mutual authentication and key
establishment and is based on public-key cryptography. Second, the proposed system also includes
provision to secure data exchange.

Before a mobile station can begin using the cellular network, service provisioning must take place.
Elliptic curve parameters are embedded in the mobile station at manufacture time. During service
provisioning, the mobile station selects at random an elliptic curve private key and computes the
corresponding elliptic curve public key. It now exchanges this public key and its identity confidentially
with its service provider who stores the information in its Authentication Center. Section 4.1 outlines a
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variety of mechanisms that can be used by the mobile station and the service provider to exchange the
mobile station’s public key. Service provisioning is completed by establishing an account associated with
the mobile station so that the mobile station user can be charged for network service.

To obtain service within a serving network, the mobile station powers on and registers with the network.
As in the current cellular system, registration consists of a protocol completed between the base station
and the mobile station. However, the new registration mechanism accomplishes considerably more than
just device authentication of the mobile station. It provides mutual authentication of both the mobile
station to the base station and the base station to the mobile station. Additionally, it establishes session
keys, which are then used to secure future communications between the base station and the mobile
station during the session. Authentication and key exchange are supplied by a public-key based protocol
outlined below. The details of the protocol are described in Section 4.2.

The base station enables registration by sending an ephemeral (short-lived) elliptic curve public key
along with its identifier to the mobile station. This information can either be broadcast on the overhead
channel or it can be sent to an individual mobile station in response to a registration request from the
mobile station.

In response, the mobile station combines the short-lived base station public key with its own private key
and generates two shared secret keys using the elliptic curve Diffie-Hellman method. The first of these
two keys is used as a MAC key to authenticate the mobile station to the base station and the base station
to the mobile station, and the second is used to establish secret session keys. It then chooses a random
challenge, computes an authentication string (i.e., MAC) using the established MAC key, and sends its
identity, the random challenge, and the MAC to the base station in order to register.

On receiving the registration request from the mobile station, the base station first contacts the mobile
station’s service provider, and requests the mobile station’s public key. Using the mobile station’s public
key and its own short-lived private key, the base station also computes two shared secret keys using the
elliptic curve Diffie-Hellman method. It uses the first key to check the MAC it received from the mobile
station. If this check is successful, the base station registers the mobile station and establishes the
mobile station’s location, calculates two session keys, and computes a MAC which it uses to authenticate
itself to the mobile station. It sends the MAC and the encrypted keys to the mobile station.

Finally the mobile station checks the validity of the MAC it received from the base station and in turn
calculates two session keys. This completes the registration protocol having authenticated both the
mobile station to the base station and the base station to the mobile station and established session keys
that can be used to secure future communications.

In summary, registration consists of a protocol performed by the mobile station and the base station,
which provides mutual authentication and session key establishment. Mobile station authenticates itself
based on its knowledge of its private key. Base station authenticates itself based on its knowledge of the
mobile station public key.

After registration, when the mobile station and the base station wish to exchange data, they use the
session keys established during registration to secure the exchange. The same cryptographic
mechanism can be used to secure data whether it is to be exchanged on the control channel or the voice
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channel, and even if the data is a call origination request from the mobile station to the base station or a
call termination request (i.e. a page) from the base station to the mobile station.

The sender takes the data and, if privacy is on, encrypts the data using the first session key. It appends
to the result a counter indicating the number of messages that have been exchanged so far, and a
direction flag indicating whether the data is being sent from the mobile station to the base station or from
the base station to the mobile station. It then MACSs the resulting string using the second session key and
sends the encrypted data along with the MAC. This process is described in detail in Section 4.3.

This system is designed to meet the security requirements for third generation systems described in
Section 3.2. It is also designed to address the problems with the current authentication system described
in Section 3.1.

It is worth noting that the system is in many ways less complicated than the current authentication
system. The use of public-key cryptography means there is no need for two-tier key management using
A-keys and SSDs. This is because in the proposed system service providers do not need to share
information with serving networks which enables the serving networks to impersonate the mobile station.
The use of session keys to secure data exchange means that it is not necessary to re-authenticate the
mobile station during call origination and call termination. Instead call origination and call termination can
be secured just like any other data exchange between the mobile station and the base station using the
session keys.

A more detailed analysis of the proposed system and comparison of the proposed system with the
current authentication system and other proposed systems can be found in Section 5.
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4. SYSTEM OPERATION

This section describes in detail the proposed third generation authentication system. It focuses on the
cryptographic aspects of the system to facilitate analysis of the security and practicality of the proposal.
Section 4.1 describes service provisioning, Section 4.2 describes the registration procedure, and Section
4.3 describes the data exchange procedure.

4.1 Service Provisioning

Service provisioning refers to the process of establishing a secure key pair in the mobile station and
exchanging all the necessary data between the mobile station and the service provider so that the mobile
station is ready to communicate with the network. From a cryptographic perspective, the salient points of
this process are key generation and public key exchange.

Key generation can be performed efficiently by the mobile station at any time prior to service
provisioning. One approach is to embed a random seed in the mobile station during manufacture and
use this seed to generate the private key. This means that the security of the mobile’s private key is not
based solely on randomness generated by the mobile station. This is desirable because it is notoriously
hard to generate randomness on constrained devices.

Having generated a secure key pair at the mobile station, there are many ways to perform public key
exchange. It is likely that any deployment of the system would employ a variety of methods. Some of the
possibilities are listed below.

1. Manual exchange during activation at a distributor outlet. The public key of the mobile station could
be transmitted securely from the outlet to the Authentication Center of the service provider using a
dial-up connection.

2. Exchange at manufacture time. The manufacturer of the mobile station could retrieve the public key
during manufacture and then transmit the public key securely to the service provider when the
mobile station user requests service.

3. Over-the-air exchange. The mobile station and the service provider could exchange the public key
over the air when the mobile user requests service. In this case the exchange could be secured using
a password established between the user and the service provider, or using a public key of the
manufacturer embedded in the mobile station at manufacture time.

Any of these mechanisms would likely provide sufficient security if implemented properly. Over-the-air
activation is particularly appealing because it is potentially transparent to the mobile station user.

4.2 Mobile Registration

Registration is performed each time a mobile station powers on and attempts to establish service in a
serving network. Registration consists of an authenticated key establishment protocol that provides
authentication of the mobile station to the base station and of the base station to the mobile station.
During registration, session keys are supplied to the mobile station and the base station that will be used
to secure future communications.

The key establishment protocol employs a number of cryptographic primitives: the elliptic curve Diffie-
Hellman key agreement with SHA-1 based key derivation as described in ANSI X9.63 [2], and the SHA-1
based HMAC message authentication code as described in [3, 16].
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The remainder of the section describes in detail the operation of the protocol.

Notation: The following notation is used during the remainder of Section 4.

Base Station = BS

Base Station’s identifying information = BS_ID
Base Station’s short-lived private key = b
Base Station’s short-lived public key = bP

Cofactor of elliptic curve =t

Direction indicator (MS-originated or BS-originated) = Dir

Elliptic curve parameters = E

Encryption key for key establishment = k’

Encryption key used to encrypt subsequent communications = ¢’

Generator point on elliptic curve = P

HMAC on M under key k = MAC,{M}

Key derivation function based on SHA-1 = KDF
Message Authentication Code = MAC

Message counter = Count

MAC key for key establishment = k

MAC key used to MAC subsequent communicati
Mobile station = MS

Mobile Station’s identifying information = MS_ID
Mobile Station’s private key = m

Mobile Station’s public key = mP

Mobile Station’s random challenge = MS_RC
Symmetric Encryption of M using k' = ENC,.(M)
Symmetric Decryption of C using k' = SKDy(C)

ons=c¢C

Protocol: The cryptographic protocol is illustrated in Figure 1 below. A more detailed description follows

the figure.
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MS BS

bP, BS_ID

<

MS_ID, MS_RC, MAC,{2, MS_ID, BS_ID, MS_RC, bP}

>

MAC {3, BS_ID, MS_ID, bP, MS_RC}

4 Figure 1 — Authenticated Key Establishment Protocol

6 1. The base station sends its short-lived public key bP and its identity BS_ID to the mobile station. Like
7 the base station random challenge in the current authentication system, bP should either be unique
8 to a single registration (when it is sent upon request) or should be changed frequently.

9 2. The mobile station calculates tmbP from bP using its private key m, checks tmbP? O, and generates
10 two keys k and k' from tmbP using SHA-1: k,k' = KDF{tmbP}. The use of the cofactor t prevents
11 small subgroup attacks.

12 3. The mobile station generates a random challenge MS_RC. It computes a MAC under key k on
13 2,MS_ID,BS_ID,MS_RC,bP: MAC,{2,MS_ID,BS_ID,MS_RC,bP} .

14 4. The mobile station sends a registration request message to the base station consisting of MS_ID,
15 MS_RC, and the MAC computed as above: MAC{2,MS_ID,BS_ID,MS_RC,bP}.

16 5. The base station contacts the mobile station service provider, and retrieves the public key of the
17 mobile station.

18 6. The base station calculates tmbP from mP and its short-lived private key b, checks tmbP* O, and

19 generates the keys k and k’ from tmbP using SHA-1: k,k’ = KDF{tbmP}.

20 7. The base station computes the MAC on the same information as the mobile station and compares its
21 computed value with the value sent by the mobile station. If the value matches, the mobile station is
22 authenticated by showing that that it knows its private key m.

23 8. The base station updates the location of the mobile station, and computes a MAC under key k on
24 3,BS_ID,MS_ID,bP,MS_RC: MAC,{3,BS_ID,MS_ID,bP,MS_RC}.

25 9. The base station sends a registration acknowledge message to the mobile station consisting of the
26 MAC computed above: MAC{3,BS_ID,MS_ID,bP,MS_RC}.
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10. The mobile station computes the MAC on the same information as the base station and compares its
computed value with the value sent by the base station. If the value matches, the base station is
authenticated by showing that it knows the mobile station public key mP.

11. Both the mobile station and the base station calculate session keys ¢ and ¢’ from the shared secret
key k', the base station short-lived public key bP, and the mobile station challenge MS_RC: c,c’ =
KDF{k',bP,MS_RC}. The session keys c and ¢’ are stored and used to secure future communications
in this session between the mobile station and the base station.

This protocol achieves mutual authentication and session key establishment. It is based on the protocols
described in [5, 6, 8]. The session keys established should be sufficient to secure future communications
in this session between the mobile station and the base station until either the base station or the mobile
station issues a session termination request. Session termination may occur either because the mobile
station roams away from the base station or because the mobile station powers off. Alternatively, the
base station may choose to terminate the session at any time and require the mobile station to register
again.

A variant of the protocol could achieve base station authentication using a long-lived base station public
key stored in a certificate. The certificate is issued to the base station by the service provider or an inter-
carrier Certification Authority (CA) thus eliminating the need of keeping the mobile station public key
secret within the network. In this variant, the public key of the CA would be downloaded into the mobile
station during service provisioning. The base station would send its certificate along with a random
challenge to the mobile station during the first flow of the protocol. The protocol would then proceed as
before. The advantage of this approach is that it does not require the network to maintain the secrecy of
mobile station public keys. However, this approach requires deployment of Certification Authorities to
issue certificates to base stations, and it requires increased computation by mobile station since they
must verify the certificate of the base station during registration.

4.3 Session Communications

Once the mobile station and base station have authenticated each other and established the session
keys during the registration process, future communications, such as call origination, call termination,
etc., are secured using the session keys. The mechanism proposed here provides a combination of data
confidentiality, data integrity, and data authentication.

The mechanism is illustrated in Figure 2 and described below. It employs HMAC using SHA-1 for
authentication and integrity and a generic cipher for privacy.

ENC_ {m}, MAC, {Dir, Count, ENC_{m}}

MS BS

Figure 2 — Secure data exchange
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Suppose the mobile station and the base station want to exchange some data m and that this is the i
message they have exchanged during this session. Then the sender first encrypts the message under
key c’ using the cipher. Next the sender appends to the encryption a counter whose value is i indicating
that this is the i" message exchanged during the session and a direction flag which is a single bit
indicating whether the message is being sent from the mobile station to the base station or from the base
station to the mobile station. The sender then MACs the resulting string using HMAC with SHA-1 under
key c. The encrypted data and the MAC are sent to the receiver.

When the encrypted data and the MAC are received, the receiver first checks the authenticity of the
message. They append the appropriate counter value and direction flag to the encrypted data and
recalculate the MAC value using c. If the MACs are the same, they have confirmed the authenticity of
the message. The recipient then recovers the data itself by decrypting the encrypted data using the
cipher under key c'.

This process ensures the authenticity, confidentiality, and integrity of the data. Use of the direction
indicator prevents an attack where an active adversary bounces a message back to the sender. Use of
the message counter prevents an active adversary from reordering messages.

This process is executed whenever the mobile station and the base station want to exchange data. The
same process is used for call origination requests, call termination requests, voice, and any other data
exchange during the session.

There are two variations of this process that may be used:

If privacy is off, then the sender does not encrypt the data m. Instead, the sender includes the
message in the clear in the MAC calculation, thus sending the following to the recipient: m,
MAC{Dir,Count,m}.

If privacy is on and it is deemed that the cipher being used is capable of providing authentication as
well as privacy, then the sender may use the cipher for both privacy and implicit authentication. In
this case, the sender sends the following to the recipient: ENC.{Dir,Count,m}. Some systems often
assume that block ciphers like DES are capable of providing both authentication and confidentiality.
This variant can save the computational resources of the sender and the recipient since only one
symmetric operation is required.

In the event that different privacy algorithms are being used on the control channel and the traffic
channel, three session keys - ¢, ¢’, and c” - are established during registration instead of two. Messages
are now exchanged securely just as described above with the exception that ¢’ is used to encrypt m if m
is being sent on the control channel, and c” is used to encrypt m if m is being sent of the traffic channel.
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5. SYSTEM ANALYSIS

This section analyzes the proposed third generation authentication system. Section 5.1 discusses
security issues, Section 5.2 discusses efficiency issues, Section 5.3 discusses export issues, Section 5.4
addresses convergence of voice and data security needs in third generation systems, and Section 5.5
explores the use of public-key cryptography for value-added services.

5.1 Security

The system proposed in Section 4 is designed to meet all the security requirements of the enhanced
subscriber authentication system.

The proposal is based on widely studied algorithms. Elliptic curve cryptography was published in 1985
[15, 19] and has received an enormous amount of public scrutiny in the last ten years. It is currently
being standardized within respected standards organizations like the American National Standards
Institute (ANSI[1, 2], the International Organization for Standardization (1ISO)[11], and the Institute of
Electrical and Electronics Engineers (IEEE)[10]. HMAC was published in 1996 by Bellare, Canetti, and
Krawcyzk, and has since been adopted by the Internet Engineering Task Force (IETF)[16] and is in the
process of being standardized by ANSI [3].

The registration protocol described in Section 4.2 is designed to provide mutual authentication of the
mobile station to the base station and the base station to the mobile station, as well as to provide secure
session key establishment. The protocol is a provably secure authenticated key establishment protocol
between the mobile station and the network. The requisite proof can be furnished in the same model that
was used by Bellare and Rogaway in [6] and Blake-Wilson, Johnson, and Menezes in [8], and relies on
the security of HMAC.

The data exchange procedure described in Section 4.3 is designed to provide both authenticity and
confidentiality of data exchanged by the mobile station and the base station after registration.
Confidentiality allows the mobile station and the base station to exchange sensitive information such as
dialed phone numbers and voice without the information being obtained by an adversary eavesdropping
the channel. Authenticity prevents an adversary from hijacking the mobile station’s service after
registration.

It is recommended that the following sizes of security parameters be employed to provide security.
Following recommendations in [9], it is suggested 80 bits of security is appropriate. Therefore elliptic
curves should be chosen so that the order of the generator point P is at least 2'%° HMAC keys of length
80 bits should be used, MACs of length 80 bits should be transmitted, and mobile station random
challenges of length 80 bits should be chosen. In some situations, it may be deemed necessary to
shorten transmitted values. In this event MACs and random challenges may be reduced to 64 or 32 bits.

Aside from the basic security features described above, the use of public-key cryptography in the
proposal provides a number of other highly desirable security features.

Systems that employ only symmetric cryptography are extremely susceptible to fraud if the
confidentiality of the Authentication Center (AC) is lost. This event could result is a loss of authenticity
throughout the network and service providers would face the prospect that once again a large percentage
of network traffic could be fraudulent. Furthermore, there is no viable disaster recovery mechanism to
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cope with this eventuality. The use of public-key cryptography substantially reduces this threat because
compromise of the confidentiality of the AC does not prevent secure mobile station authentication.

Systems that employ only symmetric cryptography also face serious problems if threats materialize
within the network itself. When SSDs are shared with a serving network, the serving network is
subsequently able to impersonate the mobile stations whose SSDs have been shared with them.
Adversaries able to successfully eavesdrop the channel between the home network and the serving
network are also able to impersonate mobile stations. These threats will become more serious as service
providers begin to offer global roaming. The use of public-key cryptography substantially reduces these
threats because serving networks and network eavesdroppers are not able to impersonate the mobile
station using their knowledge of the mobile station public key.

5.2 Efficiency

A number of aspects of the proposed authentication system impact efficiency. This section focuses on
three major areas: computational overhead, control channel traffic, and network traffic.

5.2.1 Computational Overhead

It is true that the use of public-key cryptography increases the computational overhead of the proposed
authentication system compared to systems based on symmetric cryptography. However, the use of
elliptic curve cryptography mitigates this cost. The following benchmarks, recently submitted to the WAP
Forum by Gemplus in their submission [24], estimate the computational overhead of the public-key
portion of the proposed registration protocol facing the mobile station. The benchmarks testify to the
acknowledgement by independent sources of the efficiency benefits of elliptic curve cryptography.

On the chip platform SGS-Thomson ST16F48 processor at 5 MHz (no crypto-coprocessor), Elliptic
Curve Diffie-Hellman can be accomplished in 580 ms using a curve of the order 160 bits. When using a
crypto-coprocessor, the same can be accomplished in 230 ms. The performance will vary depending on
the processors chosen for various third generation mobile devices. Furthermore, the performance may
be improved substantially by exploiting special-form elliptic curves known as Koblitz curves.

These benchmarks show that the use of public-key -cryptography will not especially hinder
implementation. In fact, they show that the computational overhead incurred using elliptic curve
cryptography is a small price to pay given the security advantages outlined in Section 5.1 of the public-
key based approach. The additional computational overhead of public-key cryptography during
registration is further offset since the need for expensive procedures is removed (such as during call
origination and call termination, as well as SSD update).

5.2.2 Control Channel Traffic

Efficient use of control channel bandwidth is a serious concern for third generation systems. In general,
third generation systems will certainly require increased bandwidth as compared to current systems, in
order to provide mutual authentication of the base station to the mobile station as well as of the mobile
station to the base station.

The use of public-key cryptography increases control channel traffic to an extent. Comparing the
bandwidth used during authentication and key establishment by this proposal with the bandwidth used by
the proposal of Berenzweig and Patel based on symmetric cryptography [7], the following observations
can be made:
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At low security levels — with 64 bit challenges and 32 bit MACs — this proposal requires 288 bits to be
communicated during each protocol run while Berenzweig and Patel’s proposal requires 192 bits.

At high security levels — with 80 bit challenges and 80 bit MACs — this proposal requires 400 bits to be
communicated during each protocol run while Berenzweig and Patel’s requires 320 bits.

5.2.3 Network Traffic

The amount of network traffic that is required by the current authentication system is a concern for
service providers. This problem will intensify with the advent of third generation systems and global
roaming. Therefore, it is important to try to minimize the network traffic required by third generation
authentication systems.

The public-key based proposal requires less network traffic than symmetric-key based proposals because
home and serving networks need only communicate once during registration. Furthermore, as discussed
in Section 5.1, this proposal eases the burden on the security of the SS7 network.

5.3 Convergence with Packet Data

As cellular industry defines packet data architectures for implementation in third generation systems and
enables transmission of high-speed data to the mobile devices, the distinctions among pagers, cellular
phones and PDAs will continue to diminish. It is in this context that security of the wireless link-layer
protocol needs to be defined and where the appropriateness of public-key cryptography becomes quite
clear.

The TR45.6 subcommittee is currently addressing packet data architectures for third generation systems.
One of the architecture proposals uses the Mobile IP and DIAMETER protocols being developed by the
Internet Engineering Task Force (IETF). These protocols require management of security associations
between various nodes in the home and serving networks. It has been widely recognized by the authors
of such protocols that public key cryptographic techniques are best suited for communication between
these nodes ([12] and [13]). The problem of key distribution (described earlier in this section) with
symmetric key cryptography gets even worse when applied to Mobile IP and DIAMETER based
architectures.

It has been suggested by some that public-key cryptography should be utilized for applications and/or
data services only. However, if a service provider is to support public-key techniques for data services,
there is no reason why the same cannot be used to provide security for all types of traffic — voice and
data. In fact, the service providers should be able to re-use the same cryptographic techniques, thus
reducing the operating cost of providing security.

5.4 Value Added Services

The provision of value added services is central to the revenue generating plans of all cellular service
providers. Potential services include use of the cellular network for downloading electronic cash, Internet
and email access as well as Web browsing.

The cellular industry will face competition from landline networks and other wireless service providers
(i.e. PDAS) for these lucrative markets. Since security is fundamental to many value added services, it is
important to deploy a secure third generation system, which allows for easy integration of secure value
added services. Public-key cryptography is required by many such services to provide end-to-end
security, digital signatures, and non-repudiation. The need for public-key cryptography is evident by its
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adoption in emerging wireless data applications such as Wireless Application Protocol (WAP) developed
by the WAP Forum.

GSM equipment manufacturers and service providers are already aggressively planning applications for
third generation networks and recognize the paramount need for providing such services securely. Two
out of the three protocols being considered for authentication by UMTS are public-key based.

The use of public-key cryptography facilitates integration of security for value added services with the
enhanced subscriber authentication system. This proposal enables and simplifies the deployment of
value added services.

5.5 Export

If global roaming is to become widespread, a third generation system must balance the security needs of
service providers and users with the security needs of governments and export controls.

To address this situation, the proposed system has been designed so that authentication and
confidentiality are separated. The goal of this approach is to allow service providers and users to deploy
strong authentication but at the same time to allow governments to restrict the use of strong encryption.

Further investigation will still be needed to determine how the proposed system can best be configured
so that the export controls of various regions and countries are met.
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6. CONCLUSION

This document proposes an enhanced subscriber authentication system designed to meet the security
requirements of AHAG and IMT-2000.

In particular the system is based on well-studied algorithms, and it provides mutual authentication and
privacy. The system uses public-key cryptography to substantially enhance security compared to
systems based solely on symmetric cryptography.

In summary, the proposed solution provides:
Stronger security compared to the current protocol;
Higher bandwidth and computational efficiency compared to other public key protocols;

Flexibility to expand the usage of the elements of this protocol for services (e.g., financial
transactions over the air) that would require non-repudiation;

Scalability to handle the increasing number of users and cellular systems;

Transition to public key cryptography without encountering a major hit on performance;
Ability to retain efficiencies at increased key sizes;

Ability to converge the security requirements of both voice and data at the outset, rather than have
diverging paths.
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GLOSSARY

This section defines terms used throughout this document.

Acronyms
AC
BS
CA
BSID
DH
ECC
ECDH
ESA
ESP
HLR
HMAC
IPSec
KDF
MAC
MS
MSID
PDA
SET
SSL
VLR

Definitions

Authentication Center

Base Station

Certification Authority

Base Station Identity

Diffie-Hellman

Elliptic Curve Cryptosystem

Elliptic Curve Diffie-Hellman
Enhanced Subscriber Authentication
Enhanced Subscriber Privacy
Home Location Register

Hashed Message Authentication Code
Internet Protocol Security

Key Derivation Function

Message Authentication Code
Mobile Station

Mobile Station Identity

Personal Digital Assistant

Secure Electronic Transaction
Secure Sockets Layer

Visited Location Register

Base Station - Base Station refers to the “infrastructure” equipment in a general sense. Some of the
functions of a base station can reside physically in a Mobile Switching Center (MSC), a Base Station
Controller (BSC), or other components of the network. The term “network” is used interchangeably with
Base Station in this document.

Certificate — A data structure that binds identity information to a public key with a digital signature. A
certificate contains an entity’s public key as well as additional data such as its identity (e.g., MSID for
mobile station certificates, MSCID for MSC certificates, etc.).
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Elliptic Curve Cryptosystem — A highly standardized and widely deployed public-key based algorithm
known to have the highest strength per bit of any public-key cryptosystems.

Hash Function - A hash function is a one-way function that takes an input of variable length and
produces a unique output of fixed length. The input into the function cannot be determined from the
output; the output for different inputs must always be unique. However, the function always reproduces
the same output given exactly the same input. Hash functions are often used in conjunction with public-
key cryptography for digital signatures.

Home Location Register — A centralized database that stores subscriber information, including mobile
station’s certificates. Parts of the database may be replicated and distributed throughout the network.

Key Establishment — The mechanism by which two parties generate session keys that may be used for
privacy or authentication. This is also referred to as key agreement or key exchange in other literature.

Message Authentication Code - A mechanism by which two parties communicating over an insecure
channel can validate information sent by one party to the other as “authentic” using a secret key shared
between the two parties. A precise definition of MAC and HMAC can be found in “Keyed-Hashing for
Message Authentication”, Internet RFC 2104 [16].

Registration — The process by which a mobile station and the network establish where the mobile
station is located so that calls can be routed to the mobile station.
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