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We present a high-level overview of Enhanced Subscriber Authentication (ESA) for 3G IMT-
2000 systems. This paper describes the framework, key hierarchy, and security procedures
that comprise ESA. Furthermore it aligns the procedures with ongoing security work in the
international standards bodies. In addition, it recasts the Lucent ESA proposals in the
framework agreed by AHAG in contribution 99.05.11.06.
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1. INTRODUCTION

The goal of Enhanced Subscriber Authentication (ESA) is to provide a security framework
powerful enough to protect the advanced services available in 3G systems [1,3]. This
contribution presents the framework and an overview of the procedures that comprise Lucent’'s
ESA proposal.

There is ongoing work in both TR45.AHAG and 3GPP SA-3 related to 3G Security [2,4]. One
goal of this paper is to demonstrate that the framework presented here is fully compatible with
all symmetric-key based authentication systems currently being considered in the international
standards bodies. Specifically, the “Sequence Number” (SQN) and “Authentication Based on a
Temporary Key” (ATK) authentication systems under consideration in 3GPP [4], and the Lucent
ESA (LESA) proposal under consideration in TR45.AHAG, can be considered as a subset of this
framework.

2. FRAMEWORK AND KEY HIERARCHY

ESA is a suite of procedures which provide authentication and key agreement between the
UIMF (User Identity Module Function), the Location Management Function or the
Authentication Management Function at the Home System (LMF+ or AMFR), and, when roaming
to a Visited Network, the LMFy. There are several levels of keys, which are used in different
procedures, have different lifetimes, and are shared with different entities. The framework and

key hierarchy is illustrated in m

The root key is stored only at the AMF4 and the UIMF. It is never shared with visited systems
or sent across the network. It is used only in the SSD Update procedure, which produces the
Shared Secret Data (SSD). SSD is a secondary key that may optionally be shared with the
visited network to reduce signaling overhead, or to provide backward compatibility with existing
systems. The SSD Update procedure is controlled by the home network, and is used
periodically (at the home network’s discretion), for example, after the user returns from a
visited network.

The dotted line in @represents the NNI (Network-to-Network Interface), the division
between the home and visited systems. All keys (in boxes) and procedures (in ellipses) above
the line are stored or controlled by the home system, and everything below is at the visited
system. However, if SSD is shared, the SSD and the Registration Key Agreement procedure are
moved to the serving system.
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When a mobile first enters a new system, it attempts to register using its currently stored
registration keys. The visiting system, upon discovery of a new mobile for which it has no
registration entry, invokes the Registration Key Agreement procedure, which is uses the SSD.
The purpose of the procedure is to establish session keys that last the duration of the
registration period. These keys include encryption and integrity keys to protect control channel
signaling and to authenticate periodic re-registration messages. At call setup (origination or
page response), the SSD is used to derive keys that are related to a specific call or data session.
Note that since the Registration Keys are stored and used locally at the serving system, they do
not need to be stored at the home system LMFn/AMF4. Registration Keys are deleted from the
LMFv upon registration cancellation.

Root Key

Home System SSD Update

--= NNI --------—---mmmmmm o= ¢— ————————————————————————————————————
Visited System

Shared Secret Data

SSDa SSDg

NNI if SSD is
not shared

Reqgistration Key
Agreement

Key Agreement at
Call Setup

Registration Session Keys (Kg) Call-Specific Session Keys (Ks)
Signaling Signaling Voice Data
Encryption Key MAC Key Encryption Key [ Encryption Key Other Keys

v

User Data Privacy

M

Control Channel
Signaling Auth;
Registration

Control Channel
Signaling Encrypt

Figure 1. Framework and Key Hierarchy
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3. SECURITY PARAMETERS

TR45.AHAG/99.06.08.__

The security protocols described in this contribution share a common set of message
parameters. These values are passed between network entities in a variety of ways, and they
may be generated in a variety of different ways, but the fundamental purpose of each
parameter remains the same.

* Rn Network-generated Challenge (Random value or a counter)
* Ru UlIM-generated Challenge (Random value or a counter)

e An Network-generated Authentication Response

* Au UlM-generated Authentication Response

« K Root Key

e SSD Shared Secret Data

* Kr Registration Session Keys

» Ks Call-Specific Session Keys

* |MSI International Mobile Subscriber Identification

The following table shows the mapping between the generic parameter names used in this
proposal and the parameter names used in the family-specific proposals that are under
development around the world. SQN is the Sequence Number proposal in 3GPP, L-ESA is the
Lucent ESA proposal in TR45.AHAG, and A-TK is Authentication based on a Temporary Key
also under consideration in 3GPP. Readers familiar with these proposals can map to the
terminology they are comfortable with.

SON L-ESA A-TK
R RAND RAND, or RANDU RANDy
An AUTN = Fo[IMSI,RAND,Cu,SSDA, 1] f3(RANDN,RANDy,K)
SQNOfs(RAND,K), 1,
f2(RAND,K,1,SON)
Ru SON Cu RANDy
Au f2(RAND,K) Fo[IMSI,RAND,Cu,SSDA,0] f2(RANDN,RANDy,K)
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4. GENERIC DESCRIPTION OF THE CRYPTOGRAPHIC PROTOCOLS

The procedures described in section E|are variations of a two-way challenge-response protocol.
Each side generates a challenge, which is either a counter or a random number, and the
responding side uses the challenge in a cryptographic calculation to generate the response. As
in all challenge-response protocols, each entity performs the same calculation as the other
party, and compares the value it calculated with the value it received from the other party. If
the values match, the other party is assumed to be authentic. A protocol is said to be mutually
authenticated if both parties authenticate each other during the protocol.

For the mutually authenticated key agreement protocols, both side’s challenges are used as
input to all responses, as well as the key generation algorithm. A generic example of input and
output flows to the cryptographic functions is shown in m The functions take both
side’s challenges as well as the key K and the UIM’'s IMSI, and output the responses as well as
any session keys necessary. In this document, cryptographic functions will be denoted as f1
through fz. In actual implementations, it is likely that all functions will be based on a single
cryptographic algorithm. For example, a hash algorithm such as SHA-1 with slightly different
inputs can be thought of as several distinct functions.

Rn

Fi F Fs

v v v

An Ay Session Keys

Figure 2. Cryptographic Input/Output

5. SECURITY PROCEDURES

In this section we outline the message flows for several security procedures. Each variation of
the basic challenge-response theme serves a different purpose. We present mutually
authenticated key agreement protocols whose aim is to generate session keys for later use,
such as encryption and integrity keys generated at initial registration or call setup. Useful
procedures from the current ANSI-41 system are preserved, such as unique challenge and
authenticated location registration. Finally, in order to demonstrate how the procedures are
interoperable with international standards, we show that the security protocols proposed for
use in 3GPP systems (the SQN and the ATK authentication systems) fit into the framework
presented here.

Page 6



10

11

12

13

14

15

16

17

18

19

20

21

Vancouver, BC TR45.AHAG/99.06.08.
6/8/99

5.1 SSD Update (Home-System-Initiated Key Agreement)

The SSD Update procedure has been enhanced by combining the SSD generation, the Base
Station Challenge, and the subsequent Unique Challenge into a single, mutually authenticated
key agreement protocol. The resulting procedure actually has fewer message flows than the
current ANSI-41 system, while providing better security. A Unique Challenge procedure
following each SSD Update is no longer necessary because the protocol provides implicit key
confirmation.

The NNI is not shown in the figure because the SSD Update procedure is likely to be an ANSI-
41 family-specific procedure. When roaming into different systems, the current value of SSD
will be used to generate Registration Session Keys, as described in the next few sections.

UIMF LMFy LMFh
R
AU/AN = ¢ RN ¢ N AulAN =
fo/fo(AKy, NS
RN, Ru) E RU! AU RN: RU)
’ RUI RNI AU
>
SSD = .
f3(AKl RN! 4 AN, SSD NS
Ru) R An
> S
ACK > ACK *If SSD
»| | Shared

Figure 3. SSD Update

5.2 Registration / Location Update with Authentication

If Global Challenge is available in the serving system, and the Authentication Required bit is
set in the Overhead Message Train (omt), this procedure is used at each registration and
location update. The mobile uses the most current registration key it possesses, specifically
the Signaling MAC Key (SMK). If the visited system does not have an entry for the mobile in its
location registry, the Registration Key Agreement (RKA) procedure of section Eﬂis triggered by
the LMFy. In this case, the initial registration response sent from the mobile is simply ignored,
since the visited system does not possess the registration key with which it was calculated.
Instead, the mobile is authenticated during the RKA procedure.
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LMFH

UIMF LMFy

Rn
AU =
f,(SMK, Ry)

<

Reqgistration [Ay]

Figure 4. Location Registration with Authentication

5.3 Registration / Location Update without Authentication

If the Authentication Required bit is not set in the omt, the mobile simply sends a registration
with no authentication fields. If the visited system does not have a entrf for the mobile in its
location registry, the Registration Key Agreement procedure of section is triggered by the
LMFyv.

5.4 Registration Key Agreement (Visited-System-Initiated Key Agreement)

This procedure is initiated by the serving system at initial registration. “Initial registration” is
defined as the moment when the LMFv receives a registration message from a mobile for which
there is no entry in its location registry. The Registration Session Keys (Kr) are generated in
the home system and then sent to the visited system. They are stored and used at the LMFv
for the duration of the registration period. If SSD is shared, it is sent to the serving system at
this time as well.

UIMF LMFy LMF+

R

AN/AU =
f/F(SSD,
RNI RU)

AU/AN =
£1/£,(SSDa,
Rn, Ru)

RU! AU

> KR:
£,(SSD,

An Ry, Ru)

~J
N *If SSD
Shared

Figure 5. Registration Key Agreement (Visited-System-Initiated)
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5.5 Registration Key Agreement (Mobile-Initiated Key Agreement)

This procedure is initiated by the mobile in order to renew the registration keys, for example
when the key lifetime timer in the mobile expires. The Registration Session Keys are generated
in the home system and then sent to the visited system. They are stored and used at the LMFy
for the duration of the registration period. If SSD is shared, it is sent to the serving system at
this time as well.

Readers familiar with the work ongoing in 3GPP SA-3 will notice that this procedure is identical
to the protocol described in the Annex of the “3G Security Architecture” document [4] as
“Authentication Based on a Temporary Key” (ATK).

UIMF LMFy LMF
RU AN! AU =
P f(SSDa, Ry,
P RU)
KR =
f(SSDg, Ry, _
Ru) < e
RN, AN \ (SSD81 RN!
< Ru)
Ay, An = Au
f(SSDAl RN! » *If SSD
R
) Shared

Figure 6. Registration Key Agreement (Mobile-Initiated)

5.6 Key Agreement with Sequence Numbers (SQN)

Readers familiar with the security proposals in 3GPP may notice that the procedure of section
E]is nearly identical to the SQN authentication and key agreement procedure described in [4].
The difference is that the UIM’s challenge Ru is explicitly sent from the UIMF to the LMF4 in
section El while in the SQN proposal (shown in the figure below), the value Ru is equal to the
sequence number. Since the sequence number is stored in both the UIMF and the LMF, it
does not need to be sent through the network. However, the tradeoff is that the sequence
number must be synchronized between the UIMF and the LMFy, including special procedures
for resynchronization.
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UIMF LMFy NNI LMFH
Access request =
p|  Access request
RN: AU! AN! KR >
RN! AN ¢ S
<
Ay
> Registration
Registration or Call-
or Call- Specific Keys
Specific Keys Generated
Generated

Figure 7. SQON Protocol (3GPP)

5.7 Call Setup with Global Challenge

In systems with Global Challenge available, this procedure is used at call setup (call origination
or page response) for authentication and to generate call-specific session keys. The procedure
uses the SSDg to generate the Call-Specific Session Keys, and it uses the SSDa to calculate
cryptographic responses. The figure shows the information flows when SSD is shared. If SSD
is not shared, the home system LMFn/AMF4 participates in the protocol and the LMFv merely
acts as a relay between the UIMF and the LMFy.

UIMF LMFy NNI LMF+
AulAN = RN -
F/f,(SSDa, AUl =
Ru, RU) ¢ f1/f5(SSDa,
L ] Access request, Ry, Ay R, Ru)
>
KS = AN
f3(SSDg, .y
Ry, Ru) (

10

11

Figure 8. Call Setup with Global Challenge (SSD Shared)
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5.8 Call Setup with Unique Challenge

In systems with no Global Challenge available, this procedure is used at call setup (call
origination or page response) for authentication and to generate call-specific session keys. The
procedure uses the SSDg to generate the Call-Specific Session Keys, and it uses the SSDa to
calculate cryptographic responses. The figure shows the information flows when SSD is
shared. If SSD is not shared, the home system LMFu/AMFH participates in the protocol and
the LMFv merely acts as a relay between the UIMF and the LMFu.

UIMF LMFy NNI LMFH

Ay/An = Access request, Ry Al A;:
fl/fz(SSDA, P fllfz(SSDA,
Ry Ru) R, An R, Ru)

< =

Ay i

KS = > KS =
f3(SSD, f5(SSDs,
Ry Ru) Ry, Ru)

Figure 9. Call Setup with Unique Challenge (SSD Shared)

5.9 Unique Challenge

This procedure is preserved from the current ANSI-41 systems. It is a network-initiated
challenge-response protocol with no key agreement. The procedure has proven useful in case
of failure of the normal procedures and for troubleshooting purposes.

As in section El the NNI is not shown in the figure because this procedure is family-specific
with no impact on the NNI.

UIMF LMFy LMFH
AU - RN 4 RN! AU
f1(SSDa, N
Rn) Ay
P

Figure 10. Unique Challenge
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6. CONCLUSION - A SINGLE NNI MESSAGE

Readers may note that each of the Registration Session Key Agreement protocols described
above has at most two messages at the NNI: an Authentication Request from the LMFy to the
LMFH, and the corresponding Authentication Response back from the LMFy to the LMFy. This
consistency is the key to interoperability between the authentication systems of the various
IMT-2000 families. A single NNI message with standardized parameters that can accommodate
the variations of the different procedures described above will support authentication of global
roamers. A more detailed contribution describing this NNI message and the necessary changes
to Q.FIF is forthcoming.
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