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Goal of CipherlIT’s Proposal

Efficiently implement ESA for third generation
cellular telephony while enabling future e-
commerce applications.
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Goals of ESA

Only the MS should know its private key
Publicly disclosed and scrutinized algorithms

Prevent the compromise of root authentication
Keys

Authentication process generates privacy and
encryption keys

Mutual authentication capabilities
Full support of existing methodologies
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CipherlT’s Proposal

1. _Only MS should know its True public key cryptography

private key

2. Scrutinized algorithms ECDH - ANSI, IEEE, NIST
approval

3. Compromise prevention No secret information
transmitted

4. Privacy/encryption key Implicit in key exchange

generation

5. Mutual authentication Mutual authentication

6. Backwards compatibility Full support provided
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Unique capabilities

CipherlT’s self-certification protocol
significantly reduces computational
complexity, network communications, and

management overhead
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Implementation Overview

Full mutual authentication:

The VLR/base station proves to the mobile that it
knows something about /tself rather than about
the mobile. In parallel, the mobile station
authenticates itself by proving that it knows
something about itself.
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System Design: Service Provisioning

Existing provisioning fully supported by CipherlT’s
protocols with the following enhancements:

Secret and public keys installed in MS such that
MS Is associated with a specific service provider

Only non-secret information exchanged over the
air with service provider

Service provider controls randomness of mobile’s
secret key
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System Design: Authentication
Services - VLR Key Issuance

Unique private key and public value issued to
VLR by service provider

VLR capable of exchanging mutually
authenticated session key with all mobiles
served by specific service provider

Service provider controls randomness of VLR’s
secret key

No VLR keys issued for non-trusted systems,
simulating no-SSD sharing
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System Design: Authentication
Services - Mobile Registration

Ephemeral keys calculated by two simultaneous
exponentiations facilitating:

complete mutual authentication including implicit certificate
verification without an actual certificate

encryption/privacy key generation

Only ONE exponentiation is needed if the MS frequently
communicates with the same BS

Protocol also enables:
reduced communication overhead
enhanced implementation efficiency
reduced management overhead

Execution efficiency may be enhanced by hardware
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System Design: Mutually
Authenticated Secret Key Generation

Mobile Station VLR

Generate random #

v

Calculate
ephemeral value

Exchange values

Calculate
ephemeral scalar

Session key Session key
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Comparative Analysis:
Information Integrity

LESA EPAC CipherIT

Secrets sent over Secrets sent over No secrets sent
SS7 network SS7 network over SS7

network
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Comparative Analysis:

Algorithms
LESA EPAC CipherlT
Not in public ECDH ECDH
domain (scrutinized and (scrutinized

standardized) and

standardized)
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Comparative Analysis:
Security Assessment

LESA EPAC CipherIT

AC Is single AC is single No single
point of failure.  point of failure.  ngjint of
Compromise of Compromise of failure.
AC, A-keyor  AC impacts MS
SSD impacts MS authentication as
authentication.  Public Key is

treated as a

secret
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Comparative Analysis:
Storage Requirements

LESA

EPAC

CipherIT

AC stores 384

AC stores public

bits per user and key for each

MS stores 128
bit A key and
256 bit SSD

user(160 bits)
MS stores 160
bit private key

AC stores 167
bit Private Key
MS stores public
and private
values (167 bits
each)
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Comparative Analysis:
Performance (online computation of MS)

LESA EPAC CipherIT

10 ms 250 ms-1 sec 250 ms-1 sec

In software
50-100 ms
with hardware
assist
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Comparative Analysis:
Network Traffic

LESA EPAC CipherIT

Each MS Each MS Openly retrieve
SSD must be Public Key one long lived

retrieved over mus_,t be base station
the network retrieved over
value from each

securely the network _
securely provider for all
MS from that
provider
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Comparative Analysis:
E-commerce Facilitation

LESA EPAC CipherIT

No provision No provision for Trye public key

for non- non-repudiation cryptography

repudiation enables digital
signatures (ie: full
authentication and
non-repudiation)
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Conclusions

Full compliance with ESA goals

Protocols and potential for hardware assist
make full public key cryptography a reality for
third generation cellular telephony

Key agreement allows providers to develop
Infrastructure for future e-commerce
applications
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