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certicom
EPAC -What iIs 1t? encryption

A blend of asymmetric and symmetric cryptogra
for an efficient solution that provides:

e mutual authentication

e key generation

e message authentication
e enables privacy
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Cryptography Basics encryption

» Symmetric Cryptography
o Communicating entities share a long-term secret (e.g., A-key)
o Fast computationally
o ldeal for bulk-encryption of data (e.g., DES)
o Key management is a nightmare!

e Asymmetric Cryptography
o Two key system: private key and public key
o Fewer keys to manage
o Enable digital signature capability

o Commonly used for “secret” key gereration (e.g., Diffie-Hellman,
Elliptic Curve Diffie-Hellman)
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Current System encryption

e Usesapublic key scheme (Diffie-Hellman) to
“gererate” the A-key
e Shared Secret Data (SSD) denved from A-key

e SSD usedfor:
o Authentication- a“hasi’ (CAVE) functionwith pre-
defined input parameters
o Encryption - input into a cipher (e.g., EFCMEA for
signaling encryption)
e Secrecy of of A-key and SSD is cntical
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EPAC encryption

e Uses Elliptic Curve analog of Diffie-Hellman to gererate
secret keys

e Secret keys used for:
o Message authentication: codes created via a hash function

1 Encryption: input into a cipher (ESP’ s of choice) for signaling,
data, and voice encryption

e Secret keys valid only for each registration

e A-key replaced by “Mobile Station Public Key”

e “RAND?” replaced by “Random Base Station Public Key”

e Compatible with existing 1S-41 messaging and proposed
3GPP framework
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Definitions encryption

e Registration: Duration for whichadevice is
registered with a serving system

e Session: Duration of a transaction, suchas a*“call”
or connection of a“service”

e SessionKeys. Keys valid for asession
e Message Authentication Code (MAC): Denved
using a hash function
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Typical Registration encryption

Mobile VLR
< Broadcast
1 BS public key (ephemeral)
Registration Message q AUTHREQ
MSID, RAND_MS, MAC >
< authreq
MS public key (static)
REGNOT
>
regnot
P €g
< Registration Response
MAC
Retry registration if fail R

MAC: Message Authentication Code

1. Computes shared secret and session keys.

2. Computes shared secret and session keys, computes MAC and verifies MAC sent by mobile.
3. Computes and verifiesthe MAC sent by the VLR.



What happens during certicom

encryption

Registration?

e Mutual authentication:
o Serving system s able to retrieve nobile’ s public key (equivalent to
sharing an SSD)
o Mobile station shows that it knows its private key
e Session key gereration:
o Elliptic Curve Diffie-Hellman (ECDH) to generate session keys
e Message authentication:

o Serving system and mobile station use the gererated keys to
exchange message authentication codes
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Session Communications encryption

For every “call” or “service”...

e Message Authentication:
o Mobile station and serving system exchange MAC under
service-specific MAC key
o Provides authentication of the service request
e Encryption:
o All communication may e encrypted under the service-
specific encryption key
o Provides privacy of the data
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Protocol Highlights S pson

e Authenticated key agreement
»  Based on Elliptic Curve Diffie-Hellman scheme
o Public keys approximately 160 bits
o Mutual authentication to prevent false base station attack
o Random number input from the nobile and base in key generation
o Denve the appropnate length “session” keys for MAC or
encryption
e Session communication
o SHA-1for MAC under the “MAC” key
o ESP algonthm for encryption under the “encryption’ key
o Uses*“direction” and “counter” to prevent replay
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B enefits encryption

Higher security than current or any other
symmetric system

e Mohile station authentication not affected by:

o Compromise of AC
o Compromise of SS7 network

e Easlier disaster recovery

e Higher key lengtis
o 160-bit ECDH (equivalent to 1024 bit RSA or D-H)
o Stronger MAC and Encryption keys

e Mobile station and base station contribute
randomness to key generation protocol

e Provable secunty
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B enefits (cont.) encryption

Based on established standar ds and
Implementations

e Uses Elliptic Curve Cryptography (ECC)
o Standardized by ANSI (X9.62, X9.63)
-~ Adopted by NIST

o Widely implemented in wireless communications

» PamVII - Uses ECC based schenme for authentication ard
encryption over the wireless link

= RIM two-way pager - Uses ECC for securing the air-link over
BellSouth network

o Adopted by WAP for WTLS specification
o Adopted by IETF for IPsec and TL S protocols

e Uses HMAC and SHA-1
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B enefits (cont.) encryption
Highly efficient secret public key approach

e Minimizes overinead of public-key while retaining
security advantages
e Public Key Infrastructure and certificate free
e Popuar solution in many-to-one situations
o SRP secure remote access protocol INIETF
o AADS credit card authonzation in ANSI

e |ntegration with many-to-many situations where
full-blown public-key approach is necessary
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B enefits (cont.) encryption

Reduces SS7 traffic between home and
Serving systems

e Need for SSD update reducedAenoved

e Flexible key management duning registration enables
trade-off of secuntyArust in serving system and SS7
efficiency

e Home system can share: registration master keys,
multiple call specific keys at atime, or individual
call specific keys
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B enefits (cont.) encryption

Reduces overhead at service request

e Service requests based on exchanged MAC
e More efficient than existing solution based on
challenge-response authentication

e Avoids urecessary full-scale authenticated key
agreement procedures
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B enefits (cont.) encryption

Compatibility with existing | S-41 networks
and proposed 3GPP security framework

e Roaming inexisting 1S-41 networks straightforward
- A-key or SSD denved from MS public key

e Roaming inexisting GSM networks also
straightforward

e Fitswithin 3GPP sequence number framework -
sequence number vanant of EPAC is an exanmple of
3GPP AKA
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B enefits (cont.) encryption
Convergence with data/inter net protocols

e Enable intemet access over wireless networks
o Secunity (typically provided by “SSL”) necessary for e-commerce
o WTLSINWAP, PaAmVI1l ECC-based protocol
e Enable enterpnise access from handhelds
o Corporations require security
o IPsec protocol iINIETF
e Enable wireless e-banking, e-trading, etc.
o Secunty is absolutely critical!
o Digital signatures necessary for transactions
e All the above applications require public key support
e EPAC isbased onsimilar framework and can be used to simplify
application-level secunty
o e.g., generate WAP “session key” from the ECDH operation




S ecurity Framework for 3G
Mobile Phones
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Key exchange,
Hashing, Ciphers, etc.
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S ummary encryption

e An efficient protocol that fits within the current
framework - Nno new network systerms required

e Higher security with hardly any extra overhead

e Based on established, well scrutinized, and
Implemented algorithms

e Designed to enable security required for 3G
applications



