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1 Introduction1

As third generation systems begin supporting more advanced functionality in over-the-air2

services, ensuring the security of the system and the services provided becomes of3

paramount importance. This paper proposes a solution for Enhanced Subscriber4

Authentication (ESA) as part of third generation cellular systems.5

1.1 Overview6

The proposal utilizes public key cryptography to support the basic key generation7

functions required in order to maintain the authenticity of the two parties involved in a8

telephonic transaction.  These parties are the mobile station and the network itself via the9

base station.  The transaction may encompass voice, data, and signaling information. The10

methodology also supports authentication in electronic commerce transactions.11

The proposal suggests that public key and symmetric cryptography be utilized. Public12

key methodologies are utilized for authentication.  The keys generated during13

authentication may then be used to encrypt  voice or data via symmetric cryptographic14

techniques.15

The proposed process utilizes a self-certification protocol layered on top of elliptic curve16

cryptographic techniques in order to minimize system overhead and computational17

impact, and to conserve bandwidth.18

The proposal includes the issuance of a long-lived base station public value.  This allows19

authentication services to be processed locally without any secret data being sent over the20

signaling network.21

The proposal defines the authentication technology to be used while leaving the22

encryption mechanisms undefined in order to avoid any export-related issues in line with23

AHAG recommendations. The proposal is independent of the particular symmetric24

encryption system used.25

1.2 Proposal Organization26

Section 2 provides an overview of the authentication mechanism currently in use as well27

as a summary of the proposed solution for third generation systems utilizing public key28

and single step self-certification. Section 3 details the various processes in the cellular29

system operations that make use of authentication functionality followed by the30

description of the data required to support the authentication process. This is then31

followed by a detailed description of mutual authentication and key issuance. Section 432

reviews the impact of the proposal on message flows and computational complexity.33

Additionally, a comparative table of the existing system, CipherIT’s and Certicom’s34

proposals is provided. Section 5 summarizes the attributes and advantages of the proposal35

and is followed by acronym definition in Section 6.36
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2 System Overview1

2.1 Current Cellular Authentication Mechanisms2

Authentication in currently deployed systems utilizes symmetric key cryptography for3

mobile station (MS) authentication. During provisioning, a sixty-four (64) bit4

authentication key, the A-Key, is assigned to the MS and is stored in the Authentication5

Center (AC) of the provisioning network. In addition to the A-Key, other information is6

provisioned to the MS and AC relating to the specific MS.  The A-Key must remain7

unknown to all parties other than the AC and MS, and should not be retrievable by the8

MS user.9

The primary purpose of the A-Key is to create the one hundred twenty eight (128) bit10

Shared Secret Data (SSD).  The SSD is a semi-permanent key that is calculated from the11

A-Key, the electronic serial number (ESN), and a random number shared by the mobile12

and the provisioning system.  The HLR and AC of the provisioning system may change13

the SSD. The SSD is broken into two 64 bit quantities, SSD-A and SSD-B.  SSD-A is14

utilized for authentication purposes while SSD-B is utilized for cryptographic purposes.15

Authentication processing may be invoked in a number of instances such as:16

 •  Registration17

 •  MS power on18

 •  Autonomous registration (timer based)19

 •  Transition to a new system20

 •  Call origination21

 •  Call termination22

23

In each of the above instances, the MS must authenticate itself to the serving system via a24

calculation using its MIN, ESN, SSD-A, and a random number, generated by either the25

serving system or the home system AC.  At MS power on (registration) the home AC26

determines whether it or the serving system is to perform the authentication process. SSD27

sharing requires sending the SSD information over the switched network and relies on a28

trusted serving system.  If SSD sharing is not enabled, all authentication traffic must pass29

from the serving system to the home AC via the HLR for authentication processing. This30

adds to the overall level of network traffic required in support of a roaming MS.31

In addition to the authentication processes outlined above, the HLR/AC may require an32

SSD update to be performed on the mobile station.  Such an update may be performed33

regardless of whether SSD sharing is on or off.  As part of the SSD update process, a34

unique challenge is mandated by the standard (IS-41).35

2.2 Design Goals36

The design and deployment of third generation cellular systems affords manufacturers37

and operators the opportunity to overcome deficiencies and inefficiencies in the existing38

system. Third generation networks can enable secure high-speed data access with the39

provision of appropriate authentication and cryptographic services.40
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The design of ESA proposals should therefore meet the following criteria:1

 •  Only the MS should know its own private key.2

 •  The ESA algorithm shall be publicly disclosed and commercially available, and3

shall have been studied by the cryptographic community, with strengths and4

weaknesses thoroughly understood.5

 •  Method for the installation of root authentication keys, or their equivalent private6

keys, should include means to prevent the compromising of the keys.7

 •  Private keys should be generated as part of the authentication process.8

 •  The MS should be capable of authenticating the network.9

Section 2.3 below details the system that meets the above criteria as specified in the10

“Requirements and Stage 1 Description for TR-45 Enhanced Security.”11

2.3 Third Generation ESA Proposal12

2.3.1 Public Key Methodology13

The proposal described in detail in Section 3 addresses the criteria outlined above while14

utilizing system events in the currently deployed cellular environment. This proposal15

differs fundamentally from existing systems and/or other proposals in that it relies wholly16

on public key methodologies for the authentication and key generation mechanisms.17

Parameters will be chosen from those proposed by NIST, IEEE, or ANSI.18

By utilizing public key methodologies full mutual authentication is accomplished. The19

base station authenticates itself to the mobile by proving that it knows something about20

itself, rather than about the mobile. In parallel, the mobile station authenticates itself to21

the base station by proving that it knows something about itself, rather than about the22

base station.23

Mutual authentication is implicit within the key exchange. This key exchange is also24

utilized to establish session keys that are used to secure further communications.25

No secret information related to the mobile is passed from the service provider to the26

base station, in line with the fundamental principles of public key cryptography.27

Mutual authentication is not based on exchanging and verifying explicit certificates,28

thereby significantly reducing the computational complexity, communications over the29

network, and management overhead.30

2.3.2 Proposed Cellular Authentication Mechanisms31

Over the air service provisioning is supported as follows:32

 •  All information exchanged between the mobile and the service provider during33

service provisioning is non-secret;34

 •  The service provider has control over the randomness of the mobile’s secret key;35
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 •  The mobile station establishes, by very simple means, the validity of the values1

issued to it by the service provider;2

Authentication services, such as those required during registration, will continue to be3

invoked within the proposed system as they are today.4

•  Both the mobile and base stations will generate keys in order to perform5

authentication.6

•  The authentication process is simplified by using the long-lived base station public7

key.8

•  Authentication, such as in an AUTHREQ, can be serviced locally in the base station9

without having to send secret data over the signaling network between the home10

provider and base station.11

Thus, during authentication, the mobile station and base station mutually authenticate12

each other by verifying that they have generated the same ephemeral key. These keys can13

be derived in different manners as is presented in Section 3.5, which describes an14

alternative approach for mobile registration.15

2.3.3 Future E-commerce Considerations16

Public key cryptography has played a vital role in enabling secure transactions over the17

Internet, giving impetus to the market for electronic commerce. To date, this market is18

dominated by the PC platform.  Wireless platforms are expected to revolutionize the19

delivery of Internet content to end-users, opening a completely new avenue for electronic20

commerce and online transactions.  Dataquest Inc. projects that by 2003, there will be 3621

million wireless data subscribers in the United States alone, and that the Internet will be22

the target destination. [Source: Naqi Jaffrey, 'Wireless Data: Ready for Takeoff',23

Dataquest, March 15, 1999]24

The public key cryptographic algorithms currently used on the Internet are unacceptably25

slow for wireless commerce.  By providing a true public key infrastructure in the next26

generation cellular infrastructure, the cellular system will be providing a mobile station27

that can be authenticated and whose transactions cannot be repudiated. These two28

fundamental capabilities are critical in order to ensure the use of cellular devices for29

online transactions and electronic commerce.30

By enabling these capabilities at the infrastructure level, carriers and manufacturers will31

encourage use of wireless devices to complete financial and other types of transactions32

over the Internet in the most expedient method possible. The ability to access information33

and process transactions over the Internet will in turn drive the demand for increased air34

time at yet higher data rates, increasing the average return per customer.35
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3 System Operation1

3.1 Notations2

The following notations relate to elliptic curve implementations:3

A point on the curve is denoted in bold.  s*P is a group-point obtained by multiplying the4

group-point P by the scalar (exponent) s. When operating over a group of integers5

modulo q, the notation s*P means Ps mod q.6

G:  The generating group-point.  Exponents are calculated modulo the order of G.7

d: The service provider’s secret key.8

R = d*G: The service provider’s public key.9

IDm ; IDb: The mobile's ID; the base station’s ID.10

xm ; xb:  The mobile’s secret key; the base station’s secret key.11

PUm ; Pub:  The mobile’s public value; the base station’s public value.12

(These public values are not xm*G or xb*G.)13

hm ; hb : A random value generated internally in a mobile; a random value generated14

internally in a base station.15

H(v,W): A transformation that converts a scalar v and a point W into a scalar.  We16

recommend that this consist of XORing v with the x-coordinate of W.17

3.2 Service Provisioning18

Service provisioning requires the installation of secret and public keys in the mobile such19

that the mobile is associated with a specific service provider.  This is accomplished by20

exchanging non-secret information over the air with the service provider.21

The group-points G and R, and the scalar d, denote the generating group-point and the22

public and secret keys of the service provider, where R = d*G. Periodic use is made of23

the transformation H(v,W), which is known to all, that converts a scalar v and a group-24

point W into a scalar.25

The secret key xm and the public value PUm of the mobile are generated as follows:26

 •  The mobile generates a random value hm and submits Vm = hm*G, and its27

identification parameters Idm, to the service provider.28

 •  The service provider generates a random km, calculates km*G, PUm = Vm + km*G29

and  pm = H(IDm,PUm)*km + d; and issues the values pm and PUm to the mobile;30

 •  The mobile generates its secret key xm = pm + H(IDm,PUm)*hm.  That is:  xm =31

H(IDm,PUm)*(km+hm) + d.32
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 •  The mobile establishes the validity of the values pm and PUm by checking whether1

pm*G = H(IDm,PUm)*(PUm - Vm) + R.2

 •  The mobile generates and stores PRm = xm*R.3

It is noted that:4

1.  All information exchanged between the mobile and the service provider is non-secret.5

This also includes the value pm, from which the mobile derives its private key xm.6

2. The service provider has control over the randomness of the mobile’s secret key, via7

the selection of the random km.8

3.3 Base Station Key Issuance9

In order for a base station to exchange a mutually authenticated session key with a10

mobile, the service provider must issue a private key and a public value to the base11

station.  In practice, the service provider does not communicate directly with a base12

station, but rather with a VLR, which has control over its base stations.13

The private key and public value issued to a base station by its service provider are14

unique for each service provider and each base station.  Such values, once stored at a base15

station, enable the base station to exchange a mutually authenticated session key with all16

mobiles served by a specific service provider.17

The procedure of issuing keys to base stations is similar to service provisioning.  The18

secret key xb and the public value PUb of the base station, are generated as follows:19

 •  The base generates a random value hb and submits Vb = hb*G, and its20

identification parameters Idb, to the service provider;21

 •  The service provider generates a random kb, calculates kb*G, PUb = Vb + kb*G22

and  pb = H(IDb,PUb)*kb + d; and issues the values pb and PUb to the base station;23

 •  The service provider sends the public key R to the base station ;24

 •  The base station generates its secret key xb = pb + H(IDb,PUb)*hb.  That is:  xb =25

H(IDb,PUb)*(kb+hb) + d;26

 •  The base station establishes the validity of the values pb and PUb issued to it by27

checking whether pb*G = H(IDb,PUb)*(PUb - Vb) + R;28

 •  The base station generates and stores PRb = xb*R;29

 It is noted that:30

1.  All information exchanged between the base station and the service provider is non-31

secret.  This also includes the value pb, from which the base station derives its private key32

xb.33

2. The service provider has control over the randomness of the base station’s secret key,34

via the selection of the random kb.35
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3.4 Mobile Registration1

Mobile registration involves the generation of a mutually authenticated secret key, shared2

between the mobile and the base station.  The shared secret key can be used for secure3

communications.4

The process of generating a mutually authenticated secret key follows (See Figure 1):5

Figure 1 – Mutually Authenticated Secret Key Generation6

A key-confirmation now follows.7

Session keys can now be generated for secure communications.8

The shared secret key is calculated by two simultaneous exponentiations, preceded by the9

calculation of the ephemeral value, which involves a single exponentiation.  This single10

exponentiation can be calculated off line prior to registration.11

These two on-line exponentiations facilitate an ephemeral shared key generation with12

complete mutual authentication and include implicit certificate verification.13

In addition to minimizing computational complexity, further advantages of the proposed14

protocol include:15

 •  Reduced communication overhead: The proposed techniques facilitate the16

replacement of separately submitted public key (a group-point), and a certificate (a17

DSA signature, consisting of a pair of scalars), by a single submitted value (a group-18

Calculate
ephemeral scalar
esb  =
rb *H(IDm,PUm
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rm*H(IDb,PUb)

Shared secret key
esb*PUm + (xb+rb)*(EVm + R) - PRb

Shared secret key
esm*PUb + (xm+rm)*(EVb + R) - PRm

Mobile Station Base Station

IDb, PUb, EVbIDm, PUm, EVm
Exchange values
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EVm = rm*G

Calculate ephemeral
value
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Generate random #
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Generate random #
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point), whose size is the same as that of the public key.  This significantly reduces1

communication overhead.2

 •  Enhanced implementation efficiency and lowered management overhead:3

Abolishing an explicit certification in key-agreement schemes eliminates the need to4

include a signature verification procedure at runtime, thereby enhancing5

implementation efficiency.6

3.5 Alternative Mobile Registration - Reduced Complexity for the Mobile Station7

The mobile registration procedure of Section 3.4 above describes the generation of a8

secret key, shared between the mobile and the base station, which includes mutual9

authentication and implicit certificate verification.  The shared key is different whenever10

the same mobile and base station communicate, based on ephemeral values generated by11

both the mobile and the base station.12

This process can be simplified without changing the infrastructure.  The change can be13

made dynamically based upon information available to the base and mobile stations. For14

example, an MS operating in its home area may use the simplified process.  However, a15

roaming MS might be required to perform the registration suggested in Section 3.4.16

In the simplified version, the shared secret key is different whenever the same mobile and17

the same base station communicate, based on an ephemeral value generated by the base18

station alone.  Mutual authentication is still provided.19

The process is identical to that of Section 3.4, where the said rm is replaced by 1 and xm is20

replaced by xm+1.  In this case, the process takes the following form.21

Figure 2 – Alternative Mutually Authenticated Secret Key Generation22

IDb, PUb, EVbIDm, PUm
Exchange values

Generate random #
rb

Calculate ephemeral
value EVb = rb*G

Calculate ephemeral scalar
 esb = rb*H(IDm,PUm)

Shared secret key:
esb*PUm + (xb+rb)*(G+R) - PRb

Shared secret key:

H(IDb,PUb)*PUb + xm*(EVb+R) - PRm

Mobile Station Base Station
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The shared secret key is calculated by the mobile station by performing two1

exponentiations.2

It is further noted that the value H(IDb,PUb)*PUb, which is calculated in the mobile by3

one of the two exponentiations, is fixed for a given base station.  In those cases where a4

mobile communicates frequently with the same base station, the mobile can store the5

value H(IDb,PUb)*PUb, and recover it based on the received IDb.6

In the latter case, a mutually authenticated shared secret key, different whenever the same7

mobile and the same base station communicate, is generated by a single exponentiation8

on the mobile’s side.  (This concerns the operation xm*(EVb+R).)9

In the simplified process, the mobile does not generate a random value which results in10

an exponentiation operation. However, the mobile can still generate, as is the case with11

various customary approaches, a random value which is included in a MAC produced by12

the shared session key.13

3.6 Digital Signatures and Integration into E-commerce14

Electronic commerce applications, based on public key cryptography, are implemented15

by authenticated key sharing and by non-repudiated digital signatures.16

The implementation of authenticated key sharing involving a mobile station has already17

been described.  It complies fully with e-commerce requirements, under which the party18

that communicates with the mobile has its own certified, long-lived public key, where the19

mobile verifies the validity of the said public key.  As has already been shown, the20

computational complexity involved in implementing the proposed protocol is21

significantly reduced, with additional reductions in communication and management22

overhead.23

We will now show that the service provisioning described in Section 3.2 forms an24

infrastructure for implementing the DSA (Digital Signature Algorithm).  While DSA25

signature generation is a simple operation (a single exponentiation that can be performed26

off-line), the signature verification is relatively complex.  Including certificate27

verification, the process includes four exponentiations, and communication load, which28

includes the message, the signature, signer’s ID, signer’s public key and a certificate.29

Below we describe how a mobile signs and verifies DSA signatures, based on the service30

provisioning of Section 3.2, where the main emphasis is on signature verification.31

A mobile signs a message m utilizing standard DSA procedures, that is, it generates a32

one-time key pair k and V = k*G, it represents V by an integer pm and calculates qm = k-1
33

*(H(m) + xm*pm), where H(m) is a hash of the message.  The signature on m is the pair34

{pm,qm}.35

To explain how a mobile verifies a signature, we treat the case where the signer is a base36

station.  In practice, the mobile verifies the signature of any party to whom keys were37

issued according to the process of Section 3.3.38

The signer submits a message m, the signature {pb,qb}, its IDb and the public value PUb.39
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Following standard DSA procedures, the verification process concerns the folowing:1

calculate t = qb
-1, v = H(m)*t and w = pb*t, and then u = H(IDb,PUb)*w and  P = v*G +2

u*PUb + w*R.  The value P is then represented by r (in the same way the signer3

represented V by pm) and it is checked whether r = pb.4

The proposed signature verification technique, including the implicit certificate5

verification, is executed by one operation of the form b*A + d*C + f*E which is6

equivalent to a single ElGamal signature verification.7
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4 System Analysis1

4.1 Efficiency2

4.1.1 Computational Complexity3

Public key cryptography inherently requires more computational resources than4

symmetric cryptography.5

One of the primary contributions of the suggested ESA implementation is to minimize6

the computational complexity, mainly at the MS, where this issue is of major importance.7

Benchmarks for implementing ECC operations have already been published. A basic8

ECC operation, using a co-processor, was estimated to consume 230 ms, based on a9

standard 8-bit 5MHz processor.  It appears that this benchmark was specified for10

implementations over GF(q). A much better performance is expected for implementations11

over GF(2^n).  We believe that, with the appropriate hardware performing the cryptokey12

generation, a one hundred sixty seven (167) bit key can be generated in under 100 ms.13

The mutually authenticated key-generation method presented in this document for14

implementing ESA and subsequent secure communication needs an on-line operation of15

the form b*A + d*C.   Such an operation, using what is known as ‘Shamir’s speedup’,16

does not significantly consume more time than a single exponentiation, while providing a17

complete ephemeral key-generation with mutual authentication.18

4.1.2 Control Channel Traffic19

Utilizing the methodology of Section 3.4, we require the exchange of two curve points +20

ID between the MS and the BS.21

Utilizing the methodology of Section 3.5, we require the MS to send one curve point to22

the BS, and the BS to send two curve points to the MS, while ID is sent in both23

directions.24

As stated above, the system can switch dynamically between the two versions, based25

upon situational information.26

4.1.3 Network Traffic27

Under the proposed method, there is no need for the BS to invoke an AUTHREQ during28

registration.  This major feature is not currently offered by other proposed systems.  This29

is in addition to the inherent advantages of public key cryptography over symmetric30

cryptography, as it relates to the volume of network traffic.31

Finally, there is no need for a secure channel between a BS and HLR, complying with32

desired features of the SS7 network.33

34
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4.2 Comparative Chart1

Issue CipherIT Proposal Certicom Proposal Current System

Established
Protocols and
Algorithms

 •  Uses Elliptic Curve
analogue of Diffie-
Hellman (ECDH), which
is highly scrutinized and
standardized.

 •  Standard MAC and
hash are used.

 •  Uses Elliptic Curve
analogue of Diffie-
Hellman (ECDH), which
is highly scrutinized and
standardized.

 •  Uses HMAC, an
established IETF RFC.

 •  Uses SHA-1 (a FIPS
standard) hashing
algorithm.

 •  Used algorithms
not in the public
domain.

Session keys  •  Session keys are
generated during
registration to minimize
the impact on call set-up.

 •  Session keys are
generated using ECDH.

 •  Session keys may be
used to secure voice, data,
and signaling
communication.

 •  Session keys are
generated during
registration to minimize
the impact on call set-up.

 •  Session keys are
generated using ECDH.

 •  Session keys may be
used to secure voice,
data, and signaling
communication.

 •  Session keys are
established during
registration.

 •  Session keys are
generated from SSD.

Network
Authentication

 •  The serving network
is capable of generating a
shared session key with
the mobile, without using
any private information
about the mobile, in the
true meaning of public
key cryptography.

 •  The serving network
can retrieve MS’s public
key prior to session key
establishment.

 •  HMAC and/or
privacy are used for
authentication on
subsequent access
attempts.

 •  Not supported.

MS
Authentication
& Disaster
Recovery

 •  Authentication of the
MS is based on its
knowledge of the private
key, which is not shared.

 •  The public-key of the
MS is public, in the true
meaning of public key
cryptography.

 •  Authentication of the
MS is based on its
knowledge of the private
key, which is not shared.

 •  The public-key of the
MS is secret in the sense
that it is used in network
authentication.

 •  Compromise the MS
public key or that AC
does not impact mobile
station authentication.

 •  The A-key of the
MS is secret and is
stored in a secure
database (AC).

 •  SSDs derived
from the A-key are
also “secret” and
should be stored
securely when shared
with the serving
system.

Compromise of the
AC, A-key or SSD
will impact MS
authentication.
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Performance  •  N/A

The network
and the MS
both generate
a random
value to be
exponentiated

 •  The session key
generation adds 500 ms –
2 sec per registration.

 ••••  Subsequent
authentication TBD

 ••••  Not addressed

The network
generates a
random value
to be
exponentiated
. The MS
generates a
random value
to be included
in a MAC

 •  The session key
generation adds 250 ms –
1 sec per registration.

 •  Subsequent
authentication TBD.

 •  The session key
generation adds 250 ms
– 1 sec per registration.

 •  Subsequent
authentication TBD.

Air Interface
Signaling

 •  The long-lived public
value of the base station
and the ephemeral public
key must be added to the
broadcast channel
message.

 •  A random challenge
from the MS, either
exponentiated or not, and
the long-lived public
value of the MS must be
added to the Registration
Request message.

 •  

 •  The ephemeral public
key of the base station
must be added to the
broadcast channel
message.

 •  The random
challenge from the MS
must be added to the
Registration Request
message.

 •  N/A

Network Traffic  •  The long-lived public
value of the MS is openly
received from the MS.

 •  Secure
communication between
the serving and home
system is required to
retrieve the long-lived
public key of the MS.

 •  If SSD is not
shared,
communication is
required between the
serving and home
system for every
access attempt.

Network
Signaling

 •  No new messages are
required.

 •  Public key elements
must be added to some of
the existing messages.

 •  No new messages are
required.

 •  Public key elements
must be added to some
of the existing messages.

 •  N/A
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Storage
Requirements

 •  The MS stores the
public and private values.

 •  In some cases, a
public value related to
frequently addressed BS,
is also stored.

 •  AC must store the
Public Key of every
user.

 •  The MS must also
store its private key as
well.

 •  AC must store the
64-bit A-key and the
128-bits of SSD for a
total of 192 bits for
every user.

 •  The MS must
store the 64-bit A-key

Integration with
e-commerce
applications

 •  Public key
cryptographic key
agreement, based on
publicly known mobile
station public key. Same
infrastructure and
procedure used in
standard digital signature
applications

 •  Key agreement based
on secretly knowing the
mobile station public key not
facilitating public key
cryptographic applications.

 •  N/A



Montreal, Quebec TR45.AHAG/99.07.20.08

Page 17

5 Conclusion1

The proposal defines a methodology that meets the design goals set for third generation2

cellular systems.  We are confident that the proposal meets all criteria set in the design3

goals for ESA.4

 •  The solution relies wholly on public key methodology in order to ensure that only5

public information is passed over the air or the backbone of the switched network.6

 •  Elliptic Curve Cryptography has already undergone extensive testing by the7

cryptographic community and is now an approved standard by ANSI and NIST8

having already published appropriate parameters for use.9

 •  Installation of the private keys is accomplished such that there is no potential to10

compromise the private keys of the mobile and base stations.11

 •  Ephemeral keys that can be used for secure cryptographic communication are12

generated as part of the authentication process.13

 •  The mobile and base stations mutually authenticate each other as part of the key14

generation and authentication process.15

The authentication capability provided in the cellular infrastructure will enable device16

level  support of transactions utilizing the increased bandwidth made available in the next17

generation of the cellular system.  Support for high bandwidth transactions will lead to18

increased demand for airtime and services as mobile stations can be utilized securely to19

transact business over the Internet or Intranets.  The ability to authenticate, and provide20

for non-repudiation are the two requirements necessary to support electronic transactions21

over the Internet.22
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6 Acronyms1

2

AC Authentication center

BS Base station

ESN Electronic serial number

HLR Home location register

MS Mobile station

SSD Shared secret data

VLR Visitor location register

3

                                                


	1	INTRODUCTION	3
	Overview
	Proposal Organization

	System Overview
	Current Cellular Authentication Mechanisms
	Design Goals
	Third Generation ESA Proposal
	Public Key Methodology
	Proposed Cellular Authentication Mechanisms
	Future E-commerce Considerations


	System Operation
	Notations
	Service Provisioning
	Base Station Key Issuance
	Mobile Registration
	Alternative Mobile Registration - Reduced Complexity for the Mobile Station
	Digital Signatures and Integration into E-commerce

	System Analysis
	Efficiency
	Computational Complexity
	Control Channel Traffic
	Network Traffic

	Comparative Chart

	Conclusion
	Acronyms

