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1.1 Shazam

The attached paper introduces the cryptographic algorithm Shazam, a block cipher based on the cryptographic hash algorithm SHA-1.  Shazam is designed in a manner that leads to provable claims of security.  Specifically, the security of Shazam is based on the security of the underlying primitive SHA-1, the standard NIST hash algorithm.  Shazam is as efficient enough to meet the cryptographic algorithm requirements of 3GPP.

1.2 Recommendations

We recommend that Shazam be considered by the SAGE/3GPP task force on cryptographic algorithms for use as the 3GPP ciphering algorithm.  Due to the nature of Shazam, security analysis is greatly simplified by the existence of the proofs of security included in the attached paper.  The short time schedule under which SAGE must work suggests that an existing algorithm should be chosen, and an algorithm that can be analyzed quickly is desirable.  Finally, if the algorithm SHA-1 is used as the authentication/integrity algorithm, certain efficiencies can be achieved via code reuse due to the fact that Shazam uses SHA-1 as a building block.
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