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The contribution from T-Mobil/Deutsche Telekom raises the question whether the order of authentication vectors as sent by the HE to the VLR could be destroyed during transmission. This could then create synchronisation failures of the AKA protocol. The contribution suggests that it may be useful to include the sequence number in the clear in authentication vectors.

We would like to point out that the preservation of order is guaranteed by SS7 protocol mechanisms:

· An authentication data request/response pair constitutes a TCAP dialogue. Different TCAP dialogues are distinguished by transaction identifiers.

· The preservation of the order within a TCAP dialogue is guaranteed by the use of SCCP Class 1.

It is proposed to rely on these SS7 protocol mechanisms for the AKA protocol. Potential failures of the SS7 protocol mechanisms (which should be rare) are then handled by the re-synchronisation procedure as described in TS 33.102, section 6. It is therefore not felt necessary for the reason stated in contribution TSG S3#5(99)yyy to include the sequence number in the clear in authentication vectors.

However, we would like to draw attention to the companion contribution by Siemens on an enhanced window mechanism for sequence number management. There it is also suggested to include the sequence number in the clear in authentication vectors for a different reason.

� This work acknowledges the ACTS USECA project. 






1

