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Foreword

This Technical Specification has been produced by the 3GPP SA WG3.

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. 

Introduction

This Technical Specification has been produced by the 3GPP TSG SA to allow for the standardisation in the area of lawful interception of telecommunications. This document describes in general the architecture and functions for lawful interception. Laws of individual nations and regional institutions (e.g. European Union), and sometimes licensing and operating conditions define a need to intercept telecommunications traffic and related information in modern telecommunications systems. It has to be noted that lawful interception shall always be done in accordance with the applicable national or regional laws and technical regulations.

1
Scope

The present document describes the architecture and functional requirements within a Third Generation Mobile Communication System (3GMS). 

The specification shows the service requirements from a Law Enforcement point of view only. The aim of this document is to define a 3GMS interception system that supports a number of regional interception regulations, but these regulations are not repeated here as they vary. Regional interception requirements shall be met in using specific (regional) mediation functions allowing only required information to be transported.
2
References

[1]
ETR 331: Definition of User Requirements for Lawful Interception of Telecommunications; Requirements of the Law Enforcement Agencies

[2]
ES 201 158: Lawful Interception; Requirements for network functions

[3]
ES 201 671: Handover Interface for the lawful interception of telecommunications traffic

[4]
GSM 01.33: Lawful Interception requirements for GSM

[5]
GSM 02.33: Lawful Interception - stage 1

[6]
GSM 03.33: Lawful Interception - stage 2

3
Definitions, symbols and abbreviations
3.1
Definitions
For the purposes of the present document, the following terms and definitions apply.

Network Based Interception: Interception that is invoked at a network access point regardless of Target Identity.

Subject Based Interception: Interception that is invoked using a specific Target Identity

Target Identity: A technical identity that uniquely identifies a target of interception. One target may have one or several identities.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

3.3
Abbreviations
For the purposes of the present document, the following abbreviations apply:
3GMS
3rd Generation Mobile Communication System

ADMF
Administration Function


CC
Content of Communication
DF
Delivery Function
HI
Handover Interface
IA
Interception AreaIP
Internet Protocol

IRI
Intercept Related Information

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility


4 
Functional architecture

The following picture contains the reference configuration for the lawful interception. The various entities and interfaces are described in more detail in the succeeding subclauses. 

There is one Administration Function (ADMF) in the network. Together with the delivery functions it is used to hide from the 3GMS node that there might be multiple activations by different Law Enforcement Agencies (LEAs) on the same target.

* Note: The Mediation Function may be transparent, and may need to be adapted to a regional variant of the X0 interface. If ES 201 671 is used, then the adaptation will be to HI1, HI2 and HI3 as defined in that ES.

Definition of Delivery Function:

The HI2 and HI3-interfaces represent the interfaces between the LEA and two delivery functions. Both interfaces are defined in ES 201 671. The delivery functions are used:

-
to distribute the intercept related information to the relevant LEA(s) (based on IAs, if defined);

-
to distribute the content of communication to the relevant LEA(s) (based on IAs, if defined).

The mediation function (which may be transparent or part of the delivery function) is used to convert the information on the X2-interface to the corresponding information on the HI2-interface.

Note:
Please note that and when automated administration systems are not yet introduced. However, it is very likely that mediation functions in the administration centre will be needed by that time.
Figure 1: Reference configuration

The reference configuration is only a logical representation of the entities involved in lawful interception and does not mandate separate physical entities. This allows for higher levels of integration.
The Regional Mediation Functions transport the relevant information delivered via the Delivery Functions in the format described in the various national or regional specifications which apply. The Mediation Functions may be transparent.
5
Activation, deactivation and interrogation

The following picture shows the extract from the reference configuration which is relevant for activation, deactivation and interrogation of the lawful interception.
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Figure 2: Functional model for Lawful Interception activation, deactivation and interrogation

In addition to the typical 3GMS functional entities, a new functional entity is introduced - the ADMF - the Lawful Interception administration function. The ADMF:

-
interfaces with all the LEAs that may require interception in the PLMN;

-
keeps the intercept activities of individual LEAs separate;

-
interfaces to the PLMN.

NOTE:
The X1_1, X1_2 and X1_3-interfaces together are functionally equivalent to the X1-interface represented in GSM 01.33.

Every physical MSC/VLR and GMSC is linked by an own X1_1-interface to the ADMF. Consequently, every single MSC/VLR and 3GMS performs interception (activation, deactivation, interrogation as well as invocation) independently from other MSC/VLRs and 3GMSs. The X0_1-interface represents the interface between the requester of the lawful interception and the Lawful administration function; it is included for completeness, but is beyond the scope of standardization.

In case of location dependent interception the following network/national options exist:

-
target location versus Interception Areas (IAs) check in the MSC/VLR and Delivery Functions (DFs);

-
target location versus IAs check in the DFs (physical collocation of the DFs to the MSC/VLR, 3GMSis required).

NOTE:
The IA is previously defined by a set of cells. From the location of the target this set of cells permits to find the relevant IA.

5.1
Activation

The following pictures show the information flow for the activation of the Lawful interception.

5.1.1
X1_1-interface

The message sent from the ADMF to the MSC/VLR and 3GMSrespectively (X1_1-interface) contains the:

-
identity of the target (MSISDN, IMSI or IMEI) (see note 4);

-
information whether the intercept product shall be provided (see note 1);

-
information whether the intercept related information shall be provided (see note 1);

-
address of Delivery Function 2 (DF2) for the intercept related information (see note 2);

-
address of Delivery Function 3 (DF3) for the circuit switched intercept product (see note 3);

-
IA in case of location dependent interception.

NOTE 1:
As an option, the filtering whether intercept product and/or intercept related information has to be provided can be part of the delivery functions. If the option is used, the corresponding information can be omitted on the X1_1-interface, while "information not present" means "intercept product and related information has to be provided" for the MSC. Furthermore the delivery function which is not requested has to be "pseudo-activated", in order to prevent error cases at invocation.

NOTE 2:
As an option, only a single DF2 is used by and known to every MSC in the network. In this case the address of DF2 can be omitted.

NOTE 3:
As an option, only a single DF3 is used by and known to every MSC in the network. In this case the address of DF3 can be omitted.

NOTE 4:
Interception of IMEI is not applicable at the GMSC.

If after activation subsequently Intercept Product (IP) or Intercept Related Information (IRI) has to be activated (or deactivated) an "activation change request" with the same identity of the target is to be sent.
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Figure 3: Information flow on X1_1-interface for Lawful Interception activation

Interception of a target can be activated on request from different LEAs and each LEA may request interception via a different identity. In this case, each identity of the target on which to intercept will need to be sent via separate activation message from ADMF to MSC/VLR and 3GMS on the X1_1-interface. Each activation can be for IP only, IRI only, or both IP and IRI.

When several LEAs request activation on the same identity then the ADMF determines that there are existing activations on the identity. In this case, the ADMF will not send an additional activation message to the MSC/VLR and 3GMS except when the activation needs to change from IP only or IRI only to IP and IRI. In that case an activation change message will be sent to the MSC/VLR and 3GMS.

5.1.2
X1_2-interface (IRI)

For the delivery of IRI the message sent from the ADMF to the Delivery Function contains:

-
the identity of the target;

-
the address for delivery of IRI (= LEA address);

-
which subset of information shall be delivered;

-
a DF2 activation identity, which uniquely identifies the activation for DF2 and is used for further interrogation or deactivation, respectively;

-
the IA in case of location dependent interception;

-
the warrant reference number if required by national option.

If a target is intercepted by several LEAs and/or several identities simultaneously, a single activation of delivery is necessary for each combination of LEA and identity.
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Figure 4: Information flow on X1_2-interface for Lawful Interception activation

5.1.3
X1_3-interface (CC)

For the delivery of circuit switched intercept product the message sent from the ADMF to the Delivery Function contains:

-
the identity of the target;

-
the address of delivery for IP (= LEA address);

-
a DF3 activation identity, which uniquely identifies the activation for delivery function 3 and is used for further interrogation or deactivation, respectively;

-
the IA in case of location dependent interception;

-
the warrant reference number if required by national option.

If a target is intercepted by several LEAs and/or several identities simultaneously, a single activation of delivery is necessary for each combination of LEA and identity.
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Figure 5: Information flow on X1_3-interface for Lawful Interception activation

5.2
Deactivation

The following picture shows the information flow for the deactivation of the Lawful interception.

5.2.1
X1_1-interface

The messages sent from the ADMF to the MSC/VLR and 3GMS for deactivation contains:

-
the identity of the target;

-
the possible relevant IAs in case of location dependent interception.
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Figure 6: Information flow on X1_1-interface for Lawful Interception deactivation

If interception of a target has been activated via different identities then a separate deactivation message will need to be sent from the ADMF to the MSC/VLR and the 3GMS for each identity.

When several LEAs requested activation on the same identity and subsequently request deactivation then the ADMF determines that there are remaining activations on the identity. In this case, the ADMF will not send a deactivation message to the MSC/VLR and the 3GMS except when the activation needs to change from IP and IRI to IP only or IRI only. In that case an activation change message will be sent to the MSC/VLR and the GMSC.

5.2.2
X1_2-interface (IRI)

The ADMF sent for the deactivation to the Delivery Function 2 of the Intercept Related Information:

-
a DF2 activation id, which uniquely identifies the activation to be deactivated for DF2.

If a target is intercepted by several LEAs and/or several identities simultaneously, a single deactivation is necessary for each combination of LEA and identity.
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Figure 7: Information flow on X1_2-interface for Lawful Interception deactivation

5.2.3
X1_3-interface (CC)

For the deactivating the delivery of the IP the message from the ADMF to the Delivery Function contains:

-
a DF3 activation id, which uniquely identifies the activation to be deactivated for DF3.

If a target is intercepted by several LEAs and/or several identities simultaneously, a single deactivation is necessary for each combination of LEA and identity.
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Figure 8: Information flow on X1_3-interface for Lawful Interception deactivation

5.3
Interrogation

The purpose of interrogation is consistency checking for the interception function. It can be use e.g. for audit functionality, but this is beyond the scope of this specification.

Interrogation of all activations for a given LEA is an ADMF filter function.

5.3.1
Interrogation of the MSC/VLR and the 3GMS
The following picture shows the information flow for the interrogation of the Lawful interception. It must be possible to interrogate

-
a specific activation at this MSC/VLR or 3GMS for a given target identity;

-
all activations at this MSC/VLR or 3GMS.

As result of the interrogation the activation status and data are returned.
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Figure 9: Interrogation of the Lawful Interception (MSC/VLR, 3GMS)

5.3.2
Interrogation of Delivery Functions

The following picture shows the information flow for the interrogation of the Lawful interception. It must be possible to interrogate:

-
a specific activation at a Delivery Function for a given activation id;

-
all activations at a Delivery Function for a given target identity;

-
all activations at a Delivery Function.

As result of the interrogation the activation status and data are returned.


[image: image10.wmf]... 

interrogation 

on

X1_1 

and X1_2 ...

request 

for 

lawful

interception 

interrogation

response 

for 

lawful

interception 

interrogation

ADMF

DF2/DF3

lawful interception

interrogation 

ack

lawful interception

interrogation

 

Figure 10: Interrogation of the Lawful Interception (Delivery Functions)

5.4 
Internal security
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